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1. INTRODUCTION
1.1. Document identification

This document is a user’s manual for operation of the iFOBS. It contains a description of the
interface and work rules with WinClient application.

1.2. System function

The iFOBS system is an interactive front-office banking system, developed specifically for banks
with large network of branches, providing a full range of bank services.

The system was created for distant servicing of bank clients (both juridical and physical persons)
with the help of the Internet.

A multilevel system of data security is used in the system iFOBS, depending on data confidentiality.
Particularly, the system offers a users authorization, monitoring and audit of all their transactions, and
accepting of “four-eyes-control” principle for all critical operations.

1.3. Terms and abbreviations

Term, abbreviation Description

System Interactive front-office banking system

DB Database

CBS B2 Core banking system B2 developed by the CS company

IBAN International Bank Account Number, which can consist of 29 characters:
numbers and Latin characters

Req. Indicator notes if a field is required for filling or not when entering or editing a
document:

“+” - the field is obligatory for filling
“-" - the field is not obligatory for filling

“"N\A” - indicator makes no sense for the element (e.qg. if the element is a
button or a filed unavailable for editing)
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2. OPERATION WITH THE SYSTEM
2.1. Connection to the system

The procedure of connection to the system is the same as connection at the first system start (see
“First system start”), but this time, the system saves a path to keys and certificates and connection
settings. So, at further connections you will not have to enter these settings and path to certificate and
keys files again (if path and settings have not been changed).

Attention! Enter a password correctly! If you enter an incorrect system password for several®
times, your registration record will be blocked by a system user named ROOT - it means that it
automatically blocked by the system after a few attempts to input an incorrect password. ROOT is the
preset user on behalf of which automatic changes are made of. To unblock your registration record
contact the system administrator, please.

Attention! If users enter an incorrect private key password they can be blocked for a certain period
of time*,

If when entering the password you want to see the characters you've typed, click the lock icon on
the right of the fields for passwords. If the button looks like a closed lock, the password will be displayed
in an encrypted form, if the lock is open - in the form of symbols. This option is set by the bank
administrator.

&7 iFOBS Client 2.1.6.42 [protected version] - Registration [

Login Interface language B3

% TREGUBENKO

System password
123456 i

Private key password
FEEEERE &

| Connect with the bank after registration

Details == h Accept Cancel Help

Path to secret key
D:ACERTIFICATE, TRE\TRE), II

After connection carry out synchronization with the bank (see “Synchronization with the bank”). The
system makes it possible to do it automatically (by activating of the option “"Connect with the bank
after registration” on the registration form) or will offer you to synchronize actions with the bank just
after starting.

Attention! To activate the field "System password” mark the checkbox “Connect with the bank
after registration”. If you want to load the data manually later than you don’t have to enter the system
password.

After connection and synchronization the system starting form will be displayed on a screen (see
“Description of ‘My iFOBS’ form”).

* The parameter is set by the system administrator
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2.1.1. SMS-confirmation of logint

In certain cases the user should perform the procedure of additional authentication using the one-
time password.

The form for entering the dynamic password will be displayed during synchronization. The SMS,
containing the one-time password will be sent on your mobile phone number, which you provided when
registering in the bank.

Enter the verification code in the SMS code field and click on the "Send" button.

r@ Login authorization l ] | (=] |_£h]1
| SMS code
4 123456 |
Request SMS code again Send Cancel

You can request a new SMS code by clicking on the "Request SMS code again” button.

If the code entered correctly and accepted by the system, then after synchronization the starting
form will be displayed on a screen (see “Description of ‘My iFOBS’ form").

Attention! Enter a password correctly! If you enter an incorrect system password for several®
times, your registration record will be blocked. To unblock your registration record, contact the bank,
please.

2.2, Description of ‘My iFOBS’ form

The starting form of the system contains information about the current and previous user
connections, the main information about account balance, rates of exchange selected in settings, new
incoming and outgoing documents, messages etc.

For clients using the subsystem of Budgetary Management, on the form «My iFOBS» list of
companies and accounts for a managing company represented the hierarchical structure of client.

™ Additional functionality
* The parameter is set by the system administrator
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&3 My iFoBS oo =]
— Tfic date of the fastsession. 29.08.2019
(25t connecton date. 29.08. 2019 10:33 0B d:te 24.09.2010
Account balance; # | Documents Messages
Curr. Account Balance Planned Last movemen Balance for the-z Outgoing 0 | Incoming 3
+| BTOPOIi K0.K. ID Code 3107401113 (300006 - Baxik 300006) g:gnge dbeng sent g nﬁ 1:
=] FABPINEHKO # ko ID Code 3573697878 (300006 - bank 300006) Income pending 0| san o
UAH  UA 05 200006 0000026551800000000|26 no data 20.04.10 Not all signatures 322 | Duatts 5
=1 NEPBLII 1. K. ID Code 3106401113 (300006 - bank 300006) Tol 310
UAH  UA 76 300006 0000026004000000023|26 no data 20.04.10 f— ]
UAH  UA 61 300006 2600512345678901234126 no data 29.04.10 %fn Demf's andlicans 72
UAH  UA 21 300006 0000000260520011288|26 no data 29.04.10 Finel stat, for prev. workday Deposits
USD  UA 21 200006 0000000260520011288|26 no data 20.04.10 Qurr. and prev. workdavs info Loans 12
USD  UA 17 300006 0000000262010011288]26 no data 20.06.10| || Satementforoeriod.., A A IR L -
UAH UA 44 300006 0000026202000000419]26 no data 20.04.10 | NBU | Cash Non-cash
= TOB "Mlacrouka” ID Code 52639870 (200006 - Bank 300006) K 451212 / 100
EUR 1195,1622 [ 100
UAH  UA 53 300006 0000000101270011228]10 0.00 0.00 29.04.10 DL 68,0400 / 100
UAH  UA 84 300006 0000002208930011228|22 0.00 0.00 20.04.10 RUB 2,2806 / 10
CZK  UA 45 300006 0000026001000000004|26 no data 29.04.10 usp 06,0000 / 100
EUR  UA 45 300006 0000026001000000004|26 no data 29.04.10
MDL  UA 45 300006 0000026001000000004|26 no data 20.04.10
RUB  UA 45 300006 0000026001000000004|26 no data 29.04.10
UAH  UA 45 300006 0000026001000000004|26 no data 29.04.10
EUR  UA 27 300006 0000026002000000003|26 no data 20.04.10
RUB A 27 300006 0000026002000000003]26 no data 29.04.10
UAH  UA 27 300006 0000026002000000003|26 no data 20.04.10
UAH  UA 06 300006 0000002600280011228126  671.66 (P)  671.66 (F) 22.04.10 29.04.10
UAH  UA 09 300006 0000026003000000002|26 no data 29.04.10
EUR  UA 48 300006 0000000260030011228|26 6 978.00 (F) 13.04.10 20.04.10
RUB  UA 48 300006 0000000260030011228]26 20 000.00 (F) 11.03.10 29.04.10
UAH  UA 48 300006 0000000260030011228|26 47 895.00 (F) 47 895.00 (F) 25.03.10 29.04.10
USD A48 300006 0000000260030011228]26 3 899,00 (F) 23.04.10 20.04.10
EUR  UA 90 300006 0000002600580001228|26 50.00 (F) 02.04.10 29.04.10
UAH  UA 90 200006 000000260058000122 25 758.27 (P’ 25 758.27 (P 29.04.10 29.04.10[7]

The description of "My iFOBS” form elements you can view in the table:

Item Req | Description

Today N\A | Text item displays the current date

Last connection date | N\A | Text element displays the date of the latest connection to the system

Last session date N\A | Text element displays the date of latest session of connection to the bank’s
database (synchronization, data sending etc.)

OBD date N\A | Text element displays the date of bank operating day (displays OBD date,
closest to the date of the latest connection to the bank, selected from all
branches.)

Account balance N\A | The heading-link allows to switch to the form “Account balance” for viewing

of the balance (see “Accounts balance”). Text items display the general
information about contragents’ accounts information (account number in
IBAN format, planned balance and dates of last movements on account) in
bank branches (the system displays bank code and name of the branch at
contragent’s name and its ID code).

The field Prediction contains a planned balance by accounts, it's calculated
in accordance with the system settings. An indicator (1) means that there is
a positive balance on accounts, indicator (A) means that the balance is
negative (see “"Planned balance on the form "My iFOBS"").

Attention! You can generate a statement for current account or previous
working day: call the contextual menu (right mouse button) on the record
with the necessary account and select the menu item Current account
information or Final statement for the previous working day
correspondingly.

Documents N\A | The text item displays the following information about documents:

New outgoing - the quantity of the documents in the state “"Ready to be
sent” that will be passed to the bank at the next synchronization;

Changed being sent - the quantity of the documents that had been sent
to the bank and then revised by a user, will be passed to the bank again at
the next synchronization;

Income pending - documents in national currency which cannot be
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Item

Req

Description

accepted because there is not enough money on debited accounts. These
documents will be accepted after funds arrive to the correspondent account;

Not all signatures - the quantity of the entered documents for the
reception of which the signing is necessary.

In the tree-like list one can see the quantity of new and changed being sent
documents: salary schedule, currency payment orders, applications for the
purchase, selling and conversion of currency, etc. Every branch of the tree-
like list is a link which enables to go to a form for operating with a certain
kind of the document (see “Operation with payment documents and

requests”)

My statements

N\A

The list of preset statements allows a user to generate and view account
statements (see “Generation of account statements”). Every item of the list
is a link which initiates a generation of the corresponding statement. The
item Statement request makes it possible to generate a random statement
(see "Random statement for selected accounts by date or period”)

Available templates

N\A

The list of statement templates allows a user to generate account
statements by saved templates (see “Statement generation by saved
template”). The available templates are displayed in the area My templates

with the sign Q . If there are no statement templates in the system, the
section “Available templates” is not displayed on the form “My iFOBS”

Messages

N\A

The heading-link is for switching to the form of viewing and sending
messages of user exchange with the bank. The form shows a number of
incoming, unread, outgoing and sent messages, messages saved as a draft
and total number of messages (see “"Message exchange”).

Deposits and loans

N\A

The link-records show a number of records of deposits and loans and allow
to switch to the forms of loans and deposits of user’s contragents (see
“Deposits and loans”)

Rate of exchange

N\A

Text element displays rates of currency exchange as for the moment of last
synchronization with the bank (see “Synchronization with the bank”).

The data about rates of currency exchange is displayed on three tabs:
“"NBU” (the rate of exchange set by the National Bank of Ukraine); “Cash”
(cash exchange rates set by the bank); «Non-cash.» (the non-cash
exchange rate on the Ukrainian Interbank Foreign Exchange Market). To
view the required rates of currency exchange click the appropriate tab.

If you want to see rates of exchange for another date, click on the button =
and select the necessary date from the calendar. The system will display
rates of exchange for the specified date if they are in the reference book. If
the specified date is a day-off, rates of exchange of the last working day
before this date will be displayed.

The heading-link makes it possible to switch to the form of system settings
for selection of currencies, which rates of exchange will be displayed on the
form “My iFOBS” (see “Rates of exchange on the form "My iFOBS"")

If you want, that on a form "My iFOBS” was represented only open accounts information, choose
setting "Show information for open accounts only” by the menu of Service/Settings/My iFOBS. If
this setting is not chosen, it will be presented all accessible to the user accounts, painted depending on
the state. Thus coloration of accounts on a form “My iFOBS"” will be according with coloration of accounts

in CBS B2.

Number | State of account Coloration Description

0 Reserved italic grey Account is reserved

1 Account is opened normal Account is opened

2 Account is closed black-—struckout Account is closed

3 Account is limited Account is limited

4 Arrested red-tatic-struek-out Account is arrested

5 Blocked by decision STI italic red Account is blocked by decision
of the State Tax Inspection
(blocking of debit, except for
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Number | State of account Coloration Description
budgetary payments)
6 Temporal account italic green The temporal account
7 Complete blocked italic red Account is blocked completely
8 Blocking of debit italic red Account is blocked on debit-side
9 Blocking of credit italic red Account is blocked on credit-
side
10 Blocked by decision... italic red Account is blocked by
decision... (blocking of debit)
11 Inactive italic red Account is inactive
(blocking of debit)
12 Not registered in STI italic green Account is not registered in the
State Tax Inspection (blocking
of debit)

Attention! If you don't want "My iFOBS” form to be displayed, unmark the checkbox of the function

“My iFOBS” on the panel “Actions” or in the menu View/My iFOBS (Display/Hide the form), and also you
can use the Ctrl+F3 key combination to do it.

2.3.

Menu bar

Registrakion  Wiew  Payments  Statements  Salary  Reference books  Service  Security administrator  Window  Help

Menu “Registration”

R.eqgistration

@' Enter by anokther user

&) Exit

“Enter by another user” — end of system operation without application closing (see “End of
system operation”).

“Exit” — exit the system.

Menu “View"”

Panel of main tasks
Actions
Reference books

My iIFOBS  Chrl4+F3

“Panel of main tasks” - the option turns on/turns off the mode of main tasks panel
displaying on the main system form;

“Actions” - the option turns on/turns off the mode of action panel displaying on the main
system form;

E& Synchronize ackions with the bank ky FOBS Autoratic synchronization
“Reference books” - the option turns on /turns off the mode of reference books displaying on
. T o E [ o
the main system form: & .

“My iFOBS” - - the option turns on /turns off the mode of "My iFOBS” form displaying (see
“Description of ‘My iFOBS’ form”).
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Attention! You can change panel location by dragging of the sign - that is on the left side of the

panel.

Menu “Payments”

Payments

Mational currency documents  Ctrl+D

i1

Account baknce

Docurnent information

®

s &8 1D

Registration of cash ordering

i

Currency payment order (SWIFT)
Requests for currency purchase
Requests for currency sale

Requests for currency conversion

E:;" ef] &F h@ L

Currency documents

Deposits
Loans

o

= Templates of standard documents
Regular payments

=

“National currency documents” - the option makes it possible to operate with payment
documents (see “Documents in national currency”). Also it can be invoked by the key
combination Ctrl+D.

“Account balance” - viewing of client’s account balance (see “Accounts balance”).

“"Document information” - viewing of information on documents (debit and credit), created in
CBS B2 on the basis of the user’s requests in iFOBS system (see “"Document ”).

“Currency payment order (SWIFT)” - the option makes it possible to work with currency
payment orders (see “Currency payment orders”).

“"Requests for currency purchase” - the option makes it possible to work with requests for
currency purchase (see “Requests for currency ”).

“Currency sale request” - the option makes it possible to work with requests for currency
selling (see “Requests for currency sale ”).

“Requests for currency conversion” — the option makes it possible to work with requests for
currency conversion (see “Requests for currency conversions”).

“Deposits” — viewing of user’s deposits information (see “Deposits”).
“Loans” - viewing of user’s loans information (see “Loans”).

“Templates of standard documents” - the option makes it possible to work with UAH
documents templates (see “"Templates of standard documents”).

“Regular payments” - the option makes it possible to work with the regular payments. The
detailed process is described in the following document:
«iFOBS.StandingOrders_PykoBoacTso nonb3oBatens_Win.doc».
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Menu “Statements”

Statements

Current accounts information...

Final statement for previous working day...
Final statement for current week...
Final statement for current month...

Beginning-of-the-year statement
Statement for period...

Statement generation wizard...

HEE EEEEE

Saving statement into a file...

The menu item Statements provides access to operation with account statements.

“Current information on accounts” - get a statement of all accounts for the current working
day (see “Statement of all the accounts”).

“Final statement for the previous working day” - get a statement for the previous working
day (see “Statement of all the accounts”).

“Final statement for the previous week” - get a final statement of all your accounts for the
previous week by days (see “Statement of all the accounts”).

“Final statement for the previous month” — get final statement of all your accounts for the
previous month by days (see “Statement of all the accounts”).

“Beginning-of-the-year statement” - get a statement for the account state at the beginning
of the year (see “Statement of all the accounts”).

“Statement for period” - get a statement for concrete period (see “Statement for a period”).

“Statement generation wizard” - generate a random statement with specified parameters
(see "Random statement for selected accounts by date or period”).

“Saving statement into a file” - generate a random statement with specified parameters and
save it to the file (see “Statement export into a file”).

Menu “Reference books"”

Reference books

Currencies

Rate of exchange

Counftries
Banks

Accounts
Bank branch

Correspondents of documents

PP of nat.curr.documents

Payment type codes
Region codes

Tax codes

FFTT VB0 EROG

Authorized persons

Reference book for work with curr. docurments »

The menu Reference books provides the access to the system reference books:

“Currencies” - list of currencies and their codes (see “Currencies”).
“Rates of exchange” - information about rates of exchange (see “Rates of exchange”).
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files.

“Countries” — information about countries and their codes (see “Countries”).
“Banks” - information about banks (name and code) - see “Banks".
“Accounts” - account information (see “Accounts”).

“Bank branches” - list of bank branches (bank code, current and previous working day) -
see “"Bank branches”.

“Correspondents of nat. curr. documents” - viewing, creation, edition, deletion of
information about correspondents of national currency documents (see “Correspondents of
national currency documents”).

“PP of nat.curr. documents” - information about payment purposes of national currency
documents (see “"Payment purposes of national currency documents”).

“Payment type code” - information about payment type codes (code and name) - see
“Payment type codes”.

“Region codes” - list of region codes of Ukraine (code and name) - see “"Region codes”.

“Tax codes” - list of tax administrations of Ukraine (code and name) - see “Tax
administration codes”.

“Authorized persons” - a list of employees authorized to resolve issues on the application
(see. “Authorized persons”).

“Reference books for work with curr. documents” - this menu contains submenu of reference
books for operation with currency documents (see “Reference books for work with currency
documents”).

Menu “'Service”

Service

E’u‘: Synchronize actions with the bank. FS

:l;;l Setkings...

e

Messages

System logs 3

IJpdate templates of printing Forms

The menu Service provides access to settings of the system, synchronization, messages and log

“Synchronize actions with the bank” - synchronization with the bank. It can be performed
with the help of F5 button as well (see “Synchronization with the bank”).

“Settings” — general system settings (see “System settings”).

“"Messages” - message exchange between the bank and client (see "Message exchange”).
“System logs” - the option makes it possible to import logs to files and send them to the
bank: all, for the date, for the period (see “Log file"”).

“Update templates of printing forms” - the function starts the printing form template files
updating procedure automatically (without client operating point version updating).
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Menu “Security administrator”

Security administrator

Q‘,ER} Change the password For the private kew...
(z?\l; Change the system password, ..

Certificate generakion, ..

Certificates »

Account rights

Interface rights

Swskem operation log

Activity log File
@ Users of jobsite

Swsbem ackions b

The menu Security administrator provides the access to operations of certificates generation,
changing of private key and system passwords, to the forms for operation with user’s account, user rights
for accounts and interface, and with activity log files etc.

e “Change the password for the private key” - for changing private key password (see
“Change of private key password”).
e “Change the system password” - for changing system password (see “Change of system

password”).
e "“Certificate generation” - generates new private key and sends request for certificate
generation to the bank.

e “Certificates” - contains information about certificates and certificate requests.
e “Account rights” - provides information about user rights for accounts.

e “Interface rights” — provides information about user interface rights.

e "“System operation log” - report about system operation.

e “Activity log file” — report about user actions.

e “Users of application” - client’s users data.

¢ "“System actions” - submenu of available system actions which contains information
updating, data packing, and user settings resetting.

Menu “Window"”

Window |
:E: Cascade

E Horizontal tile
:EIEI: Wertical ke

™  Close all windows

1 Mo IFOES

The menu Window makes it possible to set the mode of displaying windows on the workplace if
some windows are open:

e "“Cascade” - the windows will be placed one on another in order from the first opened
window to the last one, but the heading of every window will be viewable, and if you click on
it, the window will be placed on top.
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e “Horizontal tile” - displays windows in horizontal tile mode.
e “Vertical tile” - displays windows in vertical tile mode.

e "“Close all windows” - closes all open windows.

e "My iFOBS” - displays the form My iFOBS.

Menu “Help”

Help

Contents
IS@ about..

&d Server infarmation, ..

The menu Help provides access to the help file of operation with the system, and to the information
about system developers and server:

e "“Contents” - invoking of the help file.
e “About” - information about the application. To close the form click on it.
e "“Server information” — information about server address and version.

2.4. Panel of main operations

The operations panel contains five main articles:

Dperations . . . .
= - list of main system operations: National currency documents, Account balance,

Document information, Messages, Templates of standard documents.

Currency operations | _ list of currency operations: Currency payment order (SWIFT), Currency buy

request, Requests for currency sale, Requests for currency conversion, Correspondents of currency
payment orders, Payment purposes of currency orders, Application for currency allocation, Informational
notification about currency purchase.

LEn8 LI - contains forms Deposits and Loans.

SJEEES - list of available statements: Current account information, Final statement for

the previous working day, Final statement for the previous week, Final statement for the previous month,
Final statement for period, Statement generation wizard, Saving statement into a file.

Reference books — list of available reference books: Currencies, Rates of exchange, Banks,

Countries, Accounts, Bank branches, Correspondents of documents in national currency, PP of national
currency documents.

Except for basic, on the operations panel can be also represented follow additional articles:

IritEntazris - additional module in which are transactions of interbank work: Deals MM,

SWIFT-transactions, List of banks for 1PB form, SWIFT message types, SWIFT national standards.

Salar . . . :
i - subsystem "“Salary Project”, list of currency operations: Enterprises,

Employees, Accounts and user cards, Salary statements, Payment orders, Details of payment.

EVEEETY - subsystem of corporate budgetary, which contains tabs: Ref. books of budget

items, Budgets, Client’ s organizations hierarchy, Limits for accounts.
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Limit . . N
mis - subsystem of multilevel limitation and authorization of payments of corporate
clients (“Limits by accounts” tab).

RN subsystem of regular payments of corporate clients ("Regular payments” tab).

These articles give access to additional functionality of the system and accessible to you only in
case that the proper services are given your bank, and if you purchased rights on these services.

2.5. Exiting the system
To exit the system without closing the application:
1. Select the menu item on the main menu bar Registration/Login by another user;

2. Current user session will be finished but the application will stay opened. The registration form
will appear on a screen (see “Connection to the system”).

To exit the system and close the application do the following:

1. Select the menu item on the main toolbar Registration/Exit and confirm the end of operation
in the dialog box;

2. Current user session will be finished and application will be closed.
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3. OPERATION WITH ACCOUNTS

Please note: when filling out the recipient's account manually, you should follow the requirements
of the NBU related to the introduction of IBAN:

¢ from August 05, 2019 till October 31, 2019 you may fill in either a couple of details
(bank code + account number in old format) or one detail (account number in IBAN format).

o from November 1, 2019 the recipient's account number should be indicated only in the
international IBAN format.

3.1. Accounts balance
To view your accounts balance, use the button “"Account balance” on the panel “Operations”.

The form displays the data about account balance for accounts available for the user, by selected
date or period. In the window “Account balance” account information duplicates the data from the form
“My iFOBS”. But in the columns “Current balance” and “Balance for the beginning of a day” at the amount
of balance it is specified if the balance is active (expected) or passive (present) — letters P or A at the
amounts. The data on the form is unavailable for change.

To view the accounts balance as for a date or a period, you can select one of the filters at the top of
the form (for more details see “Data filtering in tables”).

If you want to view the information about the closed accounts, set the flag “Show closed
accounts” in the bottom part of the page.

To view the information about the selected record, switch to the bookmark “"Record”. Pay attention
that the data in the opened form is not allowed to be changed.

@Account balance EI@

+ Current Date I:I
Previous Period

e}
Date - ||IBAN - ||Currenc || Opening balance © =||Debit ~||Credit || Curr. balance - || Last moveme ¥ | Contragen
29.04.10 UA 48 300006 0000000260030011228 UAH 47 895.00 (P) 0.00 0.00 47 895.00 (P) 25.03.10 TOB "Mact
29.04.10 UA 90 300006 0000002600580001228 UAH 25 769.27 (F) 11.00 0.00 25 758.27 (P) 23.04.10 TOB "Mact
29.04.10 UA 48 300006 0000000260030011228 RUB 20 000.00 (F) 0.00 0.00 20 000.00 (P) 11.03.10 TOB "Mact
29.04.10 UA 69 300009 0000026000426153729 EUR 15 022.00 (F) 0.00 0.00 15 022.00 (P) 27.04.10 YETBEFTbL
29.04.10 UA 66 300006 0000026100010001228 UAH 9 510.00 (P) 0.00 0.00 9 510.00 (P) 19.03.10 TOB "Mact
29.04.10 UA 48 300006 0000000260030011228  EUR 6 978.00 (P) 0.00 0.00 6 978.00 (P) 13.04.10 TOB "Mac
29.04.10 UA 43 300006 0000026102030001228 UAH 6 000.00 (F) a.00 a.00 6 000.00 (P) 11.03.10 TOB "aci
29.04.10 UA 48 300006 0000000260030011228  USD 3 899.00 (P) 0.00 0.00 3 899.00 (P) 23.04.10 TOB "Mac
29.04.10 UA 64 300006 0000026109000001228 UAH 2 500.00 (P) 0.00 0.00 2 500.00 (P) 11.03.10 TOB "Mact
29.04.10 UA 80 300006 0000026103040001228  UAH 1.200.00 (P) 0.00 .00 1.200.00(F) 11.03.10 TOB "flaci
29.04.10 U4 71 300006 0000026108090001228 UAH 1 002.00 (F) a.00 a.00 1002.00 (P) 23.04.10 TOB "Vaci
29.04.10 U4 66 300006 0000026100010001228 usp 1 000.00 (F) a.00 a.00 1 000.00 (P) 23.04.10 TOB "aci
29.04.10 UA 06 300006 0000002600280011228 UAH 671.66 (P) 0.00 0.00 671.66 (P) 22.04.10 TOB "Mact
29.04.10 U4 57 300006 0000026105060001228 UAH 500.00 (F) a.00 a.00 500.00 (P) 19.03.10 TOB "Vaci
29.04.10 UA 16 300009 0000026002300000004 UAH 455.44 (P) 0.00 0.00 455.44 (P) 27.04.10 YETBEFTb
29.04.10 UA 64 300006 0000026109000001228 usp 100.00 (F) a.00 a.00 100.00 (P) 19.03.10 TOB "Vaci
29.04.10 UA 90 300006 0000002600580001228 EUR 50.00 (F) 0.00 0.00 50.00 (P) 02.04.10 TOB "Mact
29.04.10 UA 71 300006 0000002600980021228 UAH 20.00 (F) 0.00 0.00 20.00 (P) 26.03.10 TOB "Mact

‘ nan a4 40 A 47 AAAnAnN ANAARANTSANY AAnd 400 A T oAn fm nonn nonn T Aan M AT nA 40 I.Il—rnl‘rﬂ;l

I Table | Record

44 4 b BB | 34 search v|| @Y Operations Generate statement... || Show closed accounts 61

The data of the form can be represented in the form of statement “Account balance”. To generate a
statement which contains the data displayed on a screen at the moment, click on the button «Generate
statement» on the toolbar. A form will be opened «Wizard of statement generation». If necessary, a
generated statement can be saved as a template (see “Statement template generation”). At pressure of
the «Continue» button the list of accounts will be opened.
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Wizard of statement generation

Select accounts for a statement generation

Chosen [Account Mumber (IBAM |~ |Curr. - |Descripti0n -
+| BTOPOIi HO.K. ID Code 3107401113(300006 - baHk 300006)
-| TABPHNEHKO w ko ID Code 35732697878(300006 - bank 200006)

v U4 60 300006 000002605 LAH TABFHITERKD ot ko

v LA 42 300006 000002605 UAH TABFHITERKD o ko

v UA 05 300006 000002655 UAH FTABPUNEHKO W Ko T
-] MEPBbI 10. K. ID Code 3106401113(300006 - BaHk 300006)

v UA 76 300006 000002600 UAH EW3Hec-cueT
UA 61 300006 260051234 UAH MEPBLIA K.
UA 21 300006 000000026 UAH MEPBLIA K.
UA 21 300006 000000026 USD NEFBLIA K.
UA 17 300006 000000026 USD NEPBLIA 0.

v UA 44 300006 000002620 UAH MEPBLIA 10. K.
+| TOB "NMacrouka" ID Code 52639870(300006 - bank 300006)
-/ TOB "Mapokko" ID Code 21265122(200006 - bank 200006)

v UA13 300006 000002605 UAH TOB "Mapokko"
-| Ykpannckan Hedranaa komnanua ID Code 65213652(300006 - bank 300006) |E|

|»

& & K
Ll S S

Select all ‘ | Clear All | v/ UAH Currency

‘ < Back ||antinue>| | Cancel |

L%

4

Information from the field Description can be represented at forming of statements and payment
orders. See “Print of payment orders”.

At calculation of the value “Prediction” the system allows only the sums of UAH documents with two
signatures in all states, except for "Approved” or "Delayed”. Additionally, depending on the client setting
(IncludeUnsignedDocsInForecast), documents with the status "Not all signatures" may be included in the

calculation.

In addition, you can create an account turnover report by the selected period. To do this click on
the “Operation” button and click the “Account turnover report”.
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@ Account balance
+ Current Date I:l
Previous Period

Drag a column header here to group data by the column =

Lol o]

Date - ||IBAN v||Currenc v| Opening balance | Debit ~|[Credit ~| Curr. balance - || Last moveme ¥

29.04.10 UA 94 300006 0000026184058001228 UAH 0.00 0.00 0.00 0.00

29.04.10  UA 99 300006 0000026106070001228  UAH &3 Entering parameters for the report (2o (1 . 0.00

29.04.10 UA 92 300006 0000000262070011228 UAH 1.00 (P) 27.04.10

29.04.10 UA 90 300006 0000002600580001228  UAH Period from [20.04.2010 v | tp[29.04.2010 | | 8.27 (F) 23.04.10

29.04.10 UA 90 200006 0000002600580001228 usD Account T 0.00 11.08.10

29.04.10 UA 90 200006 0000002600580001228 EUR UA 66 300006 0000026100010001228 w B0.00 (P) 02.04.10

29.04.10 UA 84 300006 00'@"};'; """""""""""" 0.00 26.03.10

(=

29.04.10 UA 84 300006 00 H Font size... / | — | | — | 0.00

29.04.10 UA B0 200006 00 Roll hack default view Shift+C|, ) 0.00

29.04.10  UA80300006 00  puto matching of height  ShiftsCtrieH | 2 200000 (7) 000 0.00 7200.00 (F) 11.03.10

29.04.10 UA 71 300006 00| Auto matching of width  Shift=Ctrl+W 0.00 0.00 0.00 0.00

29.04.10 U4 71 300006 00 @ e — N 1400200 (F) a&.00 a.0a 1 002.00(F) 23.04.10

29.04.10 UA 71 300006 00 : 20.00 (P) 0.00 0.00 20.00 (P) 26.03.10

20.04.10  UA 69 300009 pp = Dete sxport... shift+Ctrl+S 8 022.00(P)  0.00 0.00 15 022.00 (P) 27.04.10 .
4 Print preview o e b

B Table [ Record Account turnover report

44 4 B FBF | 34 search v |@ Operations -

Generate statement...

Show closed accounts

61

3.2.

Peculiarities of statements generation

e at generation of a statement for the date, the system displays data by accounts, even for
zero-balance accounts. At generation of statements for period the data of zero-balance

accounts is not displayed;

e if a statement is generated for several accounts, the data on each account is displayed on

separate page;

« if closed accounts are used in the statement, the data by them is displayed as by open

accounts;

You can set statement parameters by default (see the details in “"Statement”).

3.3.

Statement of all the accounts

In order to get a statement of all your accounts:

Depending on the period for which you want to get a statement, click on the button:
“Current information on accounts” to get a statement for the current working day;

“Final statement on the previous working day” to get a statement for the previous
“Final statement for current week” - statement for the current week by working days to
get a statement for the previous week by days (from Monday to the current day inclusive);

“Final statement for current month” to het a statement for the previous month by days

“"Beginning-of-the-year statement” - statement for the account state at the beginning

1. Select the section “"Statements” on the task bar.
2
a.
b
working day;
c.
d.
(from the 1st day of the month to the current day inclusive);
e.
of the year.
3.

The system will generate a statement for the current working day and display its pre-print

version on a screen where you can view it and send for print.
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3.4.

3.5.

Statement for a period
In order to get a statement for a definite period:
1. Select the section “"Statements” on the task bar;
2. Click on the button “"Statement for period”;
3. In the opened window specify a date or a period for which you need to get a statement:
a. “Current day” - statement for the current working day;
b. “Previous day” - statement for the previous working day;
c. “Current and previous day” - statement for the current and previous working days;
d. “Current week"” - statement for the current week by working days;
e

“Current and previous week” - statement for the current and previous weeks by
working days;

“Current month” - statement for the current month by working days;

“Current and previous month” - statement for the current and previous month;

> a o

“For the date” - statement for the date specified in the field below;

“"For the period” - statement for period, the beginning and ending of which is
specified in the fields below;

4. Click on “"OK";

5. The pre-print version of the statement will be displayed on a screen where you can view it
and send for print.

Random statement for selected accounts by date or period
Getting of a statement by definite accounts for any date or period:

1. Select the section “"Statements” on the task bar;

2. Click on the button “"Statement generation wizard”;

3. The first page of Wizard gives the opportunity of statement generation by previously saved
templates (see “Statement generation by saved template” and “Statement template generation”);

4. On the page “"Accounts” set a flag(s) in the column “Selected” for account(s) which will be
used for statement generation. The button “Select all” allows to select all accounts - set flags for
all accounts. The button “Clear all” - delete all accounts from the list. The flags "UAH"” and
“Currency” allows to select all UAH or currency accounts from the list, respectively;

5. Set the “Sort by the contragent names” flag if you want to sort the list by contragent’s
name®;

6. In the Contragent name field enter the name of the contragent or a part of it and the
results will automatically be displayed;

* Additional functionality
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Fa "y

Wizard of staternent generaticn

Select accounts for a statement generation

Chosen  |Account Number (IBAM | |Curr. - |Descriptinn |
+| BTOPOMH F0.K. ID Code 3107401113(300006 - bank 300006)
FTABPWIEHKO u ko ID Code 3573697878(200006 - baHk 300006)
MEPBbIH 0. K. ID Code 3106401113(200006 - baHk 300006)
+| TOB "NMacTrouka" ID Code 52639870(300006 - bank 300006)
TOB "Mapokko” ID Code 21265122(300006 - bBauk 300006)

v UA 13 300006 000002605 UAH TOB "Mapokko" T
-| ¥kpanHckana HedpraHaa komnauna ID Code 65213652(300006 - bauk 300006)

+

+

v UUA 85 300006 000002600 UAH YipauHCKan HediTAHaA KoMnaHwA-1

v UA 67 300006 000002605 UAH YKpaWHCKan HeddTAHAA KOMNaHWA

vl UA 92 300006 000002605 UAH YKPAWHCKAA HedTAHAA KOMNEHWA

v U4 97 300006 000002610 UAH VkpauHckaa HeqiTANER KOMTaHIA

v U4 A0 300006 000002610 UAH VRPSHHCKER HEQTAHER KOMITaHIA

vl U4 10 300006 000002610 UAH  VEpaHHCKEA HE@TAHAA KOMIEHHA

vl U4 82 300006 000002610 UAH  VEDSHHCKER HE@TAHEA KOMIEHIA

v U4 47 300006 000002610 UAH Vkpaurckaa HeqTANER KOMTEHIA

v U4 84 300006 000002510 UAH VRpEHHCKER HE@ITAHER KOMITaHIA |E|

Select all | ‘ Clear All UAH Currency
< Back Continue = Cancel

L8

7. Select the required accounts and click on “"Continue”;

8. On the next page specify a date or a period for which the statement will be generated (see
“Statement for a period”);

9. If you want the system to perform a document data detailing, set the flag “"Detailed
statement’;

10.If you want to save the statement parameters as a template to be able to use it in further

working, you should mark the checkbox «Save parameters of generated statement as a
template»;

11.If you want the system to sort the dates from the latest one to earliest set the flag
“"Descending dates”;

12.If you want the data to be sorted by transaction date, set the flag “"Sort the documents
by the dates of transaction”;

13.If you want a data in the statement to be grouped not only by branches but accounts
either, set the flag "Statement with division by date”;

14.If you want the UAH equivalents of amounts to be displayed in statements for currency
accounts, mark the checkbox “Display equivalents”. You can also set the way of equivalent
amounts displaying in the statement: by default, the system will display equivalent amounts in the
same column with currency amounts (i.e. every line with amount in currency is followed by the
line with equivalent amount). If you want the equivalent amount to be displayed in the same line
with amount in currency (i.e. equivalent amount to be displayed in additional column) mark the
checkbox “Display in single line”;

15.If you want the statements to contain only the documents by debit or credit of selected
accounts, select the option "By debit” or "By credit” in the section "Documents”;

16.If you select "“Random statement” all mentioned settings will be deleted;
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17.1If you select “Sort accounts by currency”, at forming of statement the additional sorting
of accounts will be made on the code of currency in such order: UAH, EUR, USD;

18.If you want null transactions of accounts to be displayed in the statement, mark the
checkbox «Display null transactions». In the option is unchecked, the following message will
be displayed: «There is no cash flow in the selected accounts for the selected period»;

19.If you check the box “Display rate by documents”, the current rate will be displayed in
each document;

20.If you check the box “Display 2 rates”, the previous rate and current rate for the date of
accepting of a document will be displayed. If checkbox is disabled, the current rate will be
displayed. If the statement is built for the period, then a current rate by the date of the first
transaction on the accounts will be displayed;

21.1f you check the box “"Break down revaluation”, then in the statement will be displayed
both account revaluation and non operating exchange rate adjustment. If in the lines “Account
revaluation” and “Non operating exchange rate” debits and credits are equal to zero, the following
lines will not be displayed in the statement;
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:

Select date or period for statement generation

*i Curr. day Prev.day
Curr. and prev. day
Curr. week ) Curr. and prev.week
Curr. month ) Curr. and prev.month
for the date (' For the period

for the date |08.01.2010 «

Save parameters of generated statement as a template
If you set this check-box, the program wil save the chosen statement parameters (such as
account number, period, additional parameters etc.) as a template for quick getting a statement

of the type
v Detailed statement Sort accounts by currency
v| Statement separated by dates Display null transactions
v| Descending dates 7| N
Display rate by documents

Sort documents by the date of ] Py by

transaction v| Display 2 rates
v| Display equivalents ['PazbmeaTb nepeoueHuy:

Display in single line Documents:
Random statement < Al By debit By credit
< Back Finish Cancel

Attention! Having set the statement, you can save its parameters as a template which you will be
able to use for statements generation (see “Statement template generation”).

22. Click on the “Finish” button.

The system will generate a statement and display the pre-print version of a standard form on the
screen.

3.6. Statement export into a file

The option provides the opportunity of statement saving in formats required for operation with
external systems.

The wizard of statement saving into a file allows loading the data into client-bank data files (.dat,
.txt), into .dbf, .xls, .xml, iBank2 (additional functionality), DBF (VFP) (additional functionality), camt.053
(additional functionality, available for accounts in national currency, document type selection is available,
other statement options are not available) file formats, and also SAP R/3 (available if purchased in the
complete set of supply of the system) client-bank data files. It's possible to learn more about export files
format in the document "Import and Export Formats Description”.

Attention! A statement contains only approved documents.

Attention! The list of available formats is defined by presence of corresponding export libraries in
the catalogue “Plugins”.

Attention! While exporting data in the document of any format the digital signature values are not
exported.

Getting of electronic statement:
1. Select the section “"Statements” on the task bar;

2. Click on “Saving statement into a file”;
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3. The first page of the wizard gives the opportunity of statement generation by previously
saved templates (see “Statement generation by saved template” and “Statement template

generation”);

4. On the page “Accounts” set the flags in the column “Selected” for accounts which will be
used for statement generation. The button “Select all” allows to select all accounts - set flags for
all accounts. The button “Clear all” - delete all accounts from the list. The flags "UAH"” and
“Currency” allows to select all UAH or currency accounts from the list, respectively;

5. Having selected accounts for statement click “"Continue”;

6. On the next page specify a date or a period for which the statement will be generated (see
“Statement for a period”);

7. If you want the system to load the data about account balance, set the flag "Load account
balance”;

8. If you want the overvalue documents to be loaded into the generated statement, set the
bookmark “Load overvalue documents”;

9. If you want to get electronic statement in DOS-coding, set the flag "DOS coding”;

10.If you want the statements to contain only the documents by debit or credit of selected
accounts, select the option "By debit” or "By credit” in the section "Documents”;

11. Select the export format you need in the field Select an export format;

12. Enter the file name prefix that will be entered at the beginning of generated file - the field
File name prefix. The file nhame will be the following: PREFIX + date of the current operation
date in the bank. If the prefix field is empty, the file name will contain only the date.

Attention! Having set the statement, you can save its parameters as a template which you will be
able to use for statements generation (see “Statement template generation”).

Attention! If a statement will be saved as a template, the file name prefix will be saved in it either.
13.Click on the “Finish” button;

14.The system will generate statement files and place it in the directory “Export” (the
directory is placed with iIFOBS system executable file). The file about accounts states is in the
subdirectory “AccountBalance”, file with data by documents (if any documents passed by these
accounts) - in subdirectory "Document” (herein, a path for saving of files can be set by a user -
in the fields Select the path (for documents export) and Select the path (for export of account

balance) see “Import/Export”).

3.7. Statement template generation
Generation of a template for the further statement generation:
1. Select the section “"Statements” on the task bar;
2. Click on the button “Statement generation wizard”;

3. Set the statement parameters as it is described above (see "Random statement for selected
accounts by date or period” and “Statement export into a file”);

4. On the third page of the Wizard (data about the period and statement parameters) set the
flag "Save parameters of generated statement as a template”;

5. Click on “Continue”;

6. In the field File for saving a template, set the path and file name in which the new
statement template will be saved. If you enter only the file name the system will save it to the
catalog which is used by default;

Attention! By default the system saves the statement file-template (in the format .reptmpl for
commin statement and .ELreptmpl - for electronic statement) in the folder RepTmplts, which is placed in
the same directory with iFOBS system executable file. File-templates from this folder are automatically
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loaded to the list of available templates that is displayed on the first page of Templates Wizard (see
“Statement generation by saved template”).

7. In the filed Template description enter text description of the statement;
8. Click on “Finish”.

3.8. Statement generation by saved template

The system makes it possible to generate a statement strictly by the template but also it allows to
change some parameters of selected template.

To generate a statement by the template:

1. Select “Statements” on the task bar;

2. Click on the button “"Statement generation wizard” or “"Saving statement into a file”;
3. Set the flag "Generate a statement using template parameters”;
4.

Select the template from the list. The list contains templates (files of formats .reptmpl for
common statement and .ELreptmpl - for electronic statement) from the folder RepTmplts, which is
placed in the same folder with the system executable file;

5. If the necessary template is in another folder, click on the button “Add template” and
specify the path to the folder in which you are going to generate a statement;

6. Click on “Finish” - the statement will be generated by selected statement;

Attention! If you want to change some parameters of a statement, generated by the template,
than set the flag "Change parameters of chosen statement” before generation.

F )

Wizard of statement generation

This wizard will help to generate a random statement with set parameters and to save a
statement parameters as template if necessary

The chosen template is "Test1”. To continue click on "Continue ="

v Generate a statement using template parameters N

Template description File name
Qsa nepuog D:\install\ifobs_win32admin_2_1_5_2_ secure\RepTmplt...

{5 Test1 D:\install\ifobs_win32admin_2_1_5_2_secure\RepTmplt...

Create a template... | Change parameters of chosen statement

| | Continue = | ‘ Cancel
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4. OPERATION WITH PAYMENT DOCUMENTS AND REQUESTS

4.1. Documents in national currency
4.1.1. Creation of UAH document

To create a UAH payment document:

1. Click on the button “"National currency documents” on the taskbar “"Operations”;

2. Click on the ﬂ button on the toolbar;
Note. To work with this functionality the user must have a right to create documents.
3. Fill the form with necessary parameters (see “Description”);

4. Save the document. The system will assign a state that is defined in settings to it (see
“Setting of a state of a new or edited document by default”). Also, the document can be
automatically signed with your digital signature (see “Setting of automatical signing of
documents”).

Attention! In order the document come into effect it must be sent to the bank server and approved in
CBS B2 (see “Sending of documents to the bank” and “Approved documents”).

Fo

@ Mational currency docurments EI@
e Document date Flanning remainder : Aot
1707184165 28.09.2010 - B9 635.63 (A) 202,00
Payer Two hundred twa hrn
Bank BaHk 300005 00 kopecks
ACC, 1A 44 300006 0000000026002002913 -
Descr, HoHTp_zaAEk_dim=z rpH
Receiver |:| Lser 1
Acc, (IBAN) A 11 200009 0000000260003002287
Bank BaHic 300009 Vser 2
AcCc, (260003002387 Country 804 | [¥kpaiHa
Marne
KoHTpareHT_123477stest
ID Code
524163743 Tax ID + ID card
Details of payment (There are 156 symbols left) Save as standard
test| [«]
| | | SelectPp.. || waT [~ Authorization signs
VYalue date - Priority 3
Additional details 4
Payment comments 3
Budget item - |PP Code v |6
State (On dlient |Entered Req.sign level
4" Save | | # Cancel Save as termplate
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Item description

Item Req | Description

Document number + Field contains document number. The number is inserted automatically in
accordance with numbering settings (see "Numeration”), but you can
change it.
Attention! After sending of document to the bank, the field is unavailable
for editing!

Date of document + Field contains the document date. By default, the system displays the

current date of bank operating day. You can change this date

Planned balance N\A | Text element displays account balance of payer specified in the section
“Payer”, adjusted for amount of this document (which account balance will
be if the document is accepted in the bank).

Planned balance is calculated as a difference of the current balance and all
unprocessed documents (documents with two signatures in states
“Entered”, “Ready for sending”). If the option "Take into account delayed
documents on calculation of planned account balance” is activated
(Service/Settings/Documents/Parameters), also the “Delayed/On
client” documents will be allowed

Amount + Field contains amount of payment order

Payer + Section contains the data about payer of the document: select the account
number of payer in the field Account (IBAN). The bank code, payer nhame
and description of the account will be substituted automatically from the
reference book of your accounts (see “Accounts”).

If in the “Accounts” reference book one of your accounts is set as "Main",
the parameters of this particular account will be substituted to the section
"Payer" automatically.

Attention! If any of the accounts available to the client is not set as "Main",
then by default the system fills the field Payer with account number from
the last saved UAH payment order.

Recipient + The section contains the data about payment: select a recipient from the
reference book of correspondents of UAH documents (see “Correspondents

of national currency documents”), by clicking the button - the section
fields will be filled automatically.

You can fill only the field ID code - if the counteragent data is in the
reference book. The section will be automatically filled. If the correspondent
has several accounts, the last essentials by the record will be used. Please
note: the functionality works provided that the corresponding entry has
been added (or edited) by the user in the "Correspondents of
Correspondents of national currency documents" reference book. If after
synchronization with the bank, the Date of the last change field in the
“Correspondents of documents” reference book remains empty, it will not be
possible to search for a counteragent by identification code.

Note. During the saving of document with the identification code of legal
entity, which falls short of rules of forming the ID codes, the system gives
out a report about incorrect code and asks about a necessity to continue the
operation of saving the information.

For a physical person in the ID code field the ID number or their passport
series and number in case if this person has refused from obtaining ID code
should be indicated.

Also in the ID code field, you can enter:

- ID card number (9 digits): indicated. if the recipient - the individual person
refused the id code for religious reasons.

- Tax ID - if the recipient code is specified (consisting of 9 digits) which is
assigned to the JAA (joint activity agreement) of the representative office
with a «P»-type account that carries out business activities or is a single tax
payer.

After entering the required value, the switches "Tax ID" and "ID card" will
be displayed - select the appropriate switch.
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Item

Req

Description

The button w allows filling of the current document with the details of the
previous payment with the same account number of correspondent. If the
button is inactive, that means that no payments with the selected account
were created.

Note. Payment information is saved in the local database of the current
computer (DATA folder in the iFOBS directory). If the folder was cleared, or
the required document was created on another computer, than you won't be
able to enter its details on this computer.

Payment purpose

Field contains payment purpose of the document. You can also use auxiliary
buttons to fill it: "Budget”, “Select PP”, “VAT"

If you want the system to insert a payment purpose by default, select the
menu Service/System settings/Documents/Templates, set the flag
“Set the following NP by default” and enter the payment purpose that
will be entered at document creation by default

Budget

N\A

The button makes it possible to generate a payment purpose for a budget
document in the format that is required by NBU in semiautomatic way. If
you click on the button, the system displays the form “Budget” where you
have to select a purpose coding (from 16.09.2002 or from 13.04.2003), and
document parameters. As parameters are specified, the record is formed
and displayed in the top of the form Value. After entering of all parameters,
click on the "OK" button - and the record will be automatically substituted
to the field Payment purpose

Select PP

N\A

The button makes it possible to select a payment purpose from the
reference book of payments

VAT

N\A

The button calculates the VAT from the document amount automatically (in
accordance with the current VAT percent that is determined in settings) and
substitutes the corresponding text element (e.g. “VAT incl. <...>% <...,...>
hrn.”) to the field of payment purpose (see “Setting of VAT percent and

template”)

Save as standard

This option allows to save the value entered in the field Payment purpose
in the reference book of payment purposes for this correspondent (see
“Payment purposes for national currency documents”). At the next creation
of UAH payment order you will have the opportunity to use the button
“Select PP” for selection of the saved payment purpose from the reference
book.

Attention! If in the last saved UAH payment order the option has been
activated, the system will automatically set it at creation of new document.

Value date

Field allows to specify the value date of the document. The value date
cannot exceed the document date more than for 10 days

Additional details

The field allows to enter additional details of a document.

Depending on the client application settings there can be a drop-down list

from the reference book available ~ (see “Codes of UAH documents”)

Code PP

The field allows to choose the code of payment purpose from a falling out

list. At pressure T the list of codes and description of PP is opened

Signatures

N\A

Fields contains information about first and second signatures applied on
document.

Attention! The user can sign a document only if he has a right for the
corresponding signature and for debit account from which money will be
withdrawn.

Priority

The field allows to set the priority of a document, created by the template,
at processing.

Note. Depending on the settings of the client's place, the field can be
unavailable for editing

Accept comment

N\A

The field contains information about errors of document filling. If there are
no errors the field is not displayed

State

N\A

The field is available only for viewing and displays the information about the
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Item Req | Description
current state of a document (see “"Document state”)
Payment with the - If this option is displayed on the form, it means that the user has the
commission during opportunity to send national currency payments to the Electronic Payment
non-operational System after the end of the standard operational hours, with the withdrawal
hours* of commission (the checkbox is displayed when the client location setting
UseDocWithFeeOperTimeAfter is true)
External code* - The field allows to assign the document with a unique code that will be used

to identify the document within one business day.

To use this functionality, the appropriate right should be set to the user by
the system administrator.

The user can fill the field with any combination of numbers, letters and
symbols unique to each document, created within one business day.

The field will be filled automatically when you are importing documents in
national currency from the .dat files of client-bank data (see "Document
import from a file")

Attention! After sending of a document to the bank, it is protected from editing.
Viewing of an approved document created on the basis of a document sent by you to the bank:
1. Click on the button “"National currency document” on the toolbar “"Operations”;
2. In the table select the document accepted in the bank;
3. Click on the j button to the right from “Switch to” and select the menu item Switch to
approved document;

4. The system will open the form “"Approved documents”, in which the approved document
created by your selected document will be displayed.

4.1.1.1.Creation of UAH document by template
1. Click the button “"National currency documents” on the panel "Operations”;

2. Click on the j button to the right from the button ﬂ and select Create by template;

* Additional functionality
* Additional functionality
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@ Mational currency docurmnents || (=l ﬂ
'+ Current | Date  Qutgoing || Documents created according to reqular payments
" Previous ' Period = Mot approved Agely
Drag a column header here to group data by the column
State j|hcc. (IBAM) v j| Date of entering to j| Documer
6861 bank |Sent UA 79 300006 0000000262080011289|26208001 11.04.17 10:00:15  24.00.200
E In bank |Sent UA 79 300006 0000000262080011289(26208001 11.04.17 11:21:47 24,090,201
EEELH bank |Sent UA 79 300006 0000000262080011289|26208001 12.04.17 10:00:22 24.09.20
EEELH bank |Sent UA 79 300006 0000000262080011289|26208001 13.04.17 10:00:15 24.09.20
SEEm bank |Mot all signatu UA 79 300006 0000000262080011289|26208001 09.03.17 16:45:03 24.09.20
EEEIH bank |Mot all signatu UA 79 300006 0000000262080011289|26208001 09.03.17 17:00:05 24.09.20
EEEIH bank |Mot all signatu UA 79 300006 0000000262080011289]|26208001 09.03.17 17:30:01 24.09.20
EEEIH bank |Mot all signatu UA 79 300006 0000000262080011289|26208001 09.03.17 17:30:02 24.09.20
. innz A 79 300006 0000000262080011289|26208001 10.03.17 10:04:48 24.09.20:
oF Create Ins 0006 0000000262080011289|26208001 10.03.17 10:04:48 24.09.20:
I + CanE Shiﬂ:-'-]:ns NNNsE NANANAMISINonAti2onl2&82nonnt 40 N2 17 ANend «An A na ne
+ Clone selected Ctrl+Ins 1|r|
I| + Create by template  Ctrl+Alt+Ins ﬂ
Customize Quick templates...
+|v iy — | 44 4 B BE | i v||@'C!I|:n.=_-ra1j|::nrT|| Eﬂﬁgnatures v|| @l | Switchto = 4131
Note. To work with this functionality the user must have a right to create documents.
3. In the opened form select a necessary template and click on the i button;

4. The system will create a document with data specified in this template and display it on a
screen. The document number will be entered in accordance with numbering settings, the
document date will be the same as the current working day date, the value date will be
substituted according to template settings.
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e

@ Mational currency documents El@
NG Document date Flanning remainder: Amount
521176818 20.04.2019 = 560.00 (A) 260.00
Payer Five hundred sixty hrn
Bank (300006 Bank 3000086 00 kopecks
Acc. (IBAN) |UA 79 300006 0000000262080011289|262080011289
Descr. BTOPOMR 0. K. User 1
iy III User 2
Acc. (IBAN)  |UA 07 300009 0000026003300000229
Bank Bank 300009
Acc.  (26003300000229 Country 804 w | |VkpaiHa
Mame ID Code
Umbrella 009 04591423
Details of payment (There are 143 symbols left) [l Save as standard
Nag 20% 0.56 hrn. [«]
| Budget.. || selectpr.. |[ wvaT -] Authorization signs
Value date| v| Priority| 50/ 3
Additional details 4
Payment comments 3
Budget item w PP Code| 703 - || 6
State |On client [Entered Req.sign level
" Save | | X Cancel Save as template

Creation of a document by template using hotkey:

1. Invoke the operation “National currency documents” on the "Operations” taskbar;

2. Use the combination of hotkeys set for the template according to which toy are going to

create a document;

3. The system will create a document with data specified in this template and display it on a
screen. The document number will be entered in accordance with numbering settings, the
document date will be the same as the current working day date, and the value date will be
substituted according to template settings.

Attention! To set a combination of hotkeys for the template, click on the j button to the left from

ﬂ and select the item “Customize quick templates” (see “Setting of fast access to national currency

documents templates”).

' Efr" Create Ins
Iﬂl Clane Shift+Ins
+ Create by template  Chrl+alk+Ins

Cuskomize Quick templates. .,
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4.1.2. Document import from a file

The system makes it possible to import UAH documents to the DB from client-bank data files (.dat,
ixt), from .xml, .xls, .dbf, PAIN.001, iBank2 (additional functionality), DBF (VFP) (additional
functionality) file formats, and also SAP R/3 (available if purchased in the complete set of supply of the
system) client-bank data files. It's possible to learn more about import files format in the document
"Import and Export Formats Description”. In order the system could perform the import, the folder
“Plugins” should contain import library files ImportCB.dIll and ImportXml.dil.

Attention! At the document import the system performs all checks applied on documents when
they are added manually.

To work with this functionality the user must have a right to document import.
To import data:
1. Click on the button “"National currency documents” on the panel "Operations”;
2. Click on the j button to the right from “Operations” on the form toolbar. Select
“"Document import” from drop-down list;

3. In the menu Import select the import file format;

i Reset F11
# Font size...
Roll back default view Shift+Ctrl+R

Auto matching of height  Shift+ Ctrl+H
Auto matching of width  Shift+ Ctrl+W

E Display mode ’

Import from DEF file (Dos)

Import from DEF file (Win)

Data import from SAP B3 client-bank data files
Import from XML-file

Print payment order
Print all payment orders

.Er;\" Data export... Shift+Ctrl+5
Unsent documents report

Print preview

Journal of passing the document

4. In the next window specify the location and name of the file from which the data will be
imported;

5. Click on the “"Open” button.

Attention! The system provides the opportunity of extension of import functions by new DLL-libraries
that makes it possible to import data from files of any format.

4.1.3. Print of payment orders
To generate the payment order by a document:

1. Select the required document;

2. Click on the j button to the right from “Operations” button on the toolbar and select the
Print payment order option;

Page 34 of 175



iFOBS.WinClient

User manual

% Dperatiuq 7 |

{5 Reset F11
# Font size...
Roll back default view Shift+ Ctrl+R

Auto matching of height  Shift+ Ctrl+H
Auto matching of width  Shift+ Ctrl+W

@ Display mode

4

Q Document import

k

= Print payment order

Frint all payment orders

Unsent documents report

Q Data export... Shift+Ctrl+5

Print preview

Journal of passing the document

3. You can view payment order in the preprint mode. After checking you can print it or close

the form.

& Preview

PAHODEB - 5/&9% &R >

MnarixHe gopy4eHua Ne 9111111545
Big "24" sepecun 2019 p.

Mnathuk OO0 BTOPOW 0. K1."0"0

Kog | 3107401113

npum._ 1 0410001

OpepwaHo bankom

"24" BEPECHA

2019 p.

Baxk nnarHnka Koa BaHky OEBET pax. Ne

Bank 300006

300006 UA 83 300006 0000000260590011289

Otpumysay BTOPOW 10 K.

Kog |3107401113 KPEAWT pax. Ne 101,00
Bank oTpimysava Ko Gauky | UA 75 300006 0000002600530011675
Bak 300006

300006

Cyma cnosamm
Cro oaHa rpueusa 00 koninok

Mpu3HaueHHA NnaTexy
Nepexas Mox Bnaciumm paxyHkamu Ges NOB

S

M.n. Mignucn

MpoeegeHo Gavkom

Nignuc Banky

4 | 1

[Page1 of1

/

Attention! If you want to print the selected payment order, press [Ctrl] + “Operations” and the

process will be performed automatically
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To generate the payment order by several documents:

1. Select the required documents, holding down [Shift], if you need to select several
documents in a row, or [Ctrl], if you need to select documents randomly;

2. Click on the j button to the right from “Operations” button on the toolbar and select the
Print selected payment orders option;

3. You can view payment order in the preprint mode. After checking you can print it or close
the form.

To generate payment orders by all documents from the selected filter (i.e. by all records
displayed in the table):

1. Click on the j button to the right from the “Operations” button and select the menu item
Print all payment orders;

2. The system will generate payment orders and display them on a screen in preview mode.
After that the document can be printed or closed.

To print the list of documents:

1. Click on the j button to the right from “Operations” button on the toolbar and select the
Print preview option;

@' Operation =

{5 Reset F11 |
# Font size...
Roll back default view Shift+ Ctrl+R

Auto matching of height  Shift+ Ctrl+H
Auto matching of width  Shift+ Ctrl+W
E Display mode r
.Er;" Document import r

Print payment order
Print all payment orders

.Er;" Data export... Shift+Ctrl+5
Unsent documents report

Print preview

Journal of passing the document

2. The system will generate the list of documents and display them in preview mode. Use the
toolbar to set the printing options and print the document.
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-

[&, NpensapureneHsii npocmoTp =HECE X
Qaiin  lMpocwmotp  @opmar  [Nepeiti
BEerd S50 E B ECEBEE B | w -l 1 |2 ek B
Mona Slesoe: 12.7 mm BepxHee: 12.7 mm Mpaeoe: 127 M Huknee: 12.7 . BepxHWiA KONOHTHTYM 6.4 mm Huskcnuil konontityn: (6.4 1

..............................................................................................................................................

______________________________________________________________________________________________________________________________________________

1State Acc. (IBAN) u Date of entering to th¢ Document d N2 Amount [
iI.n bank |Approved UA 90 300006 0000002600580001228|26005800 19.03.14 15:52:20  29.04.2010 12344445 11.00 @
EI.r'I bank |Rejected UA 90 300006 0000002600580001228]26005800 25.03.14 14:25:57 05.05.2010 12344445 12.00
i].n bank |Rejected UA 90 300006 D000002600580001228]26005800 08.12.14 13:13:05 24.06.2010 12345680 123 456 7890 .
EI.ﬂ bank |Rejected UA 90 300006 0000002600580001228]26005800 23.12.14 14:17:35 24.06.2010 12345680 3.00 .
i].n bank |Rejected UA 90 300006 D000002600580001228]26005800 27.11.14 17:02:32 24.06.2010 123456 12.00
iI.n bank |Rejected UA 90 300006 0000002600580001228|26005800 02.12.14 13:45:01  24.06.2010 );)))($(% 757.99 |
EI.r'I bank |Rejected UA 90 300006 D000002600580001228]26005800 02.12.14 14:17:16 |24.Dﬁ.2DlD 12345680 666.66 Zﬂ
] »
CTpanuua: 1 wms 286 Crpanwuel | Pasmep Gymarn 210 wama % 297 ram Cratyc |ToToB

L 4

The printing parameters, such as number of copies, sorting and the possibility of printing in the text
mode can be set and changed (see “Printing of payment orders”).

During statements and payment orders forming it is possible to display the account by its
description instead of the contragent’s name. This description of the account is taken from the CBS as it
can be seen in the "Wizard of statement generation" form, the Description field (see "Accounts
balance").

If a client has several branches, he can specify their names instead of the name of the head
organization in the statements and payment orders.

For setting of this possibility contact the system administrator with a request to set the
ShowAccountDescr parameter for the proper client. Setting of parameter and possible values are
described in manual of iFOBS system administrator.

4.1.4. Printing a report of documents ready for sending

Documents in the national currency those are ready for sending, i.e. entered and signed by all the
necessary signatures, can be printed and given for signatures to the director and the chief accountant
before sending to the bank.

For printing an unsent documents report follow the items below:

1. Click on the button j on the right side from the “Operations” button and select the Unsent
documents report item;

Page 37 of 175



iFOBS.WinClient

User manual

% Dperatiuq 7 |

Print preview

{5 Reset F11
# Font size...
Roll back default view Shift+Ctrl+R
Auto matching of height  Shift+ Ctrl+H
Auto matching of width  Shift+ Ctrl+W
@ Display mode r
Q Document import r
Print payment order
Print all payment orders
Q Data export... Shift+Ctrl+5

I Unsent documents report I

Journal of passing the document

2. The system will generate the report of payment documents ready for sending and display it in

the preview form;

3. Click on the button = in the toolbar for printing the report.

&) Preview e
Bl OODEBD w~-EF & 1% |G| 1« 1 Y ciose |
. |
PeecTp nnatexHeix gokymenToe 3a 29.04.2010
Cuer (UAH) UA 21 300006 0000000260520011288
Mg e Lara plc Nonyyarens Haumexosanwe nonyyarena |M@O Gavka | Kpamoe Hasgame Cwma =
nn |goxyaenTal eeoga nonyyatenA| Gaska nonyvarens
1 866521574 29.04.2019 UA 13 300006 First One [ Barw 300006 1,20
00000 26005000000017
witheFawal
OBoporoe no cyety [EBET: 1,20
Cuer (UAH) UA 83 300006 0000000260590011289
M e Hara ple Monyyatena HanmexosaHne nonyyarena |MOO Gavka | Kpamoe Haseame Cymma
wn |goxywenTal eeoga nonyyatenA| Gawdka nonyyarens
1 521176551 29.04.2010 UA 40 300009 000 Mausa” 300009  Bars 300009 12,55
0000 002620000000082
214
2 521175952 1306, 2013 UA 40 300009 000 Muusa® 300009 Basx 300009 22,22
withaawal 0000 002620000000082
3 521176553 29.04.2010 LA 40 300009 MEPERI KOP M IM-ECKIM 00009 Bamx 300009 1,00
0000 002620000000082 KOHTPATEHT
o yment for educa fon
OBoporoe no cyety [IEBET: 35,0
Wroro obopotoe [IEBET: 36,97
PykoBOAUTE Nb Cnaexwi byxrantep
‘| n | 3
|Page 1ofl s

4.1.5.

Document information

To invoke the task use the button "Document information” on the panel "Operations”.
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The form contains documents created and approved in CBS B2 by UAH documents, created by user
in iFOBS system or by terminal kiosk and sent to the bank.

The table displays debit documents of D type (for debiting client’s account on the basis of the
information received from iFOBS), credit documents of C type (for crediting of money to client’s account),
information credit documents of IC type (payment requirements sent to your debtor), information debit
documents of ID type (payment requirements sent to you).

You can adjust the filters for proper viewing (see “Data filtering in tables”).

Approved documents in which our account is used as a payer’s account are marked with red color
(D and ID type), approved documents in which our account is used as a recipient’s account are marked
with blue (C and IC type).

On the form you can view the total amount for the selected documents (see “Viewing the total
amount for selected documents”).

If you want to print a payment order, select a document and click on the button “Print” on the
toolbar.

To view detailed information on the document, select the required line in the list and go to the
"Record" tab.

@ Document information EI@
Ci t Date
HITE from|12.03.2000 | tp/12.03.2021 + I:l
Previous * Period
Drag a column header here to group data by the column
General essentials Correspondent essentials
Transa v | Docum | Document ¢ ¥ ||Ami || Typ ¥ || Additio © ~||Cu | Corresponder v || Correspol v || Bank || Corresp || Acc
18.03.201! 7562 08.01.2015 100 00 C #®ONN12458: UAH  [Dxopmps KnyHw 26000000001 300003 NN124583 261
B4 15.10.2021|142324 20.12.2019 (3 000. C|#nnoo4# UAH |BanTuka+ 26000010301) 300003 | 3565984 7i(263
15.10.2021 42325 20.12.2019 @ Document information EI@
15.10.2021 42322 20.12.2019
No. from Accepted in bank Transaction date Code
15.10.2021 42328 20.12.2019 =
42324 | 20,12.2019 20.12.2019 15.10.2020 14:40:35 3102
15.10.2021 42326 20.12.2019
15.10.2021 42327 20.12.2019 Qur essentials Loan - Amount Currency
Code and name of a bank 3 000.00 | [UAH
15.10.2021 42323 20.12.2019 .
300003| |Cu3c 7 Amount equivalent
12.02.201! 2938 08.01.2015 g
Account IBAN .
36.03.201! 9636 09.01.2015 3 000.00 Document is deleted
B : B 262 HrE e ——— UA 92 300003 0000s = prannnes .
08.07.201! 10659 21.01.2015 D Code Name Details of payment
06.11.201! 24070 26.01.2015 . rPH Ans nok./oT npogaxml
3238800 H o
, - oTaE 2510000000+11420500 [/ decode
29.10.201! 22907 26.01.2015
Correspondent essentials o (25.1,0,case when (23.502697 < 0} then
16.10.201! 19277 26.01.2015
1€ 40 Nt ACconc A Nt N c COde and name Ofa bank 2521420500 E|Se (round
]
= m - - 1 300003] |Cuac 7 Additional details
Table I Recoar I Account IBAN #nMo0as
44 4 b B | 3 scarch +|| & of 26000 RN UA 95 300003 00000500 b0 B Account description
Lo £12% Name HoTapuyc MTE 2012
3565kl 08 O ar-mma

Table Record

44 4 B Bk | 34 search =|| Y operations ~ [@ print... S 209

On the form “Document information” you can create a report of activity between your account and
accounts of correspondents. To do this choose your account (column Our essentials/IBAN), select the
period (see “Data filtering in tables”), select Operations/Account activity report.
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m|20.06.2000 v | £920.06.2012 v | | 11

p— ‘“« - I A L L SE—————

e GRS W R R R T R e .

| R N 8 Reset FII | S -
L B B A # Fontsize... e e e —
. % " = W Rollback default view Shift+Ctri+R | 0 SRR S
B - . = = Automatching of height  Shift+Ctrl+H A I
BT T T . Auto matching of width  Shift+Ctrl+W O e W
0w R Display mode P e e ..

Data export... Shift+Ctrl+S
X|v (Account=260013001183 ot et

' Print preview
L‘- Table I Record Account activity report...

44 4 > »| A search ~| || operatons v | | | @ Print... || €3 Payment| 12 |

In the “Document information” form you can create a copy of payment order for documents in
national currency. For this:

1. Select the document and click the “Payment” button.

2. For debit document system will clone the previewed document. The “Payer” section in the
“National currency document” form will be filled with data about payer from the “Document
information” form, and the “Receiver” section in the “National currency document” form will
be filled with data about receiver from the “"Document information” form. You can edit the
data (for the payment order, based on the document of information debit (see “Create a
payment order based on an ID document”) the payer and receiver details and the amount
of payment can not be edited.
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a Document information EI@
+! Current Date I:l
P Period a Mational currency decuments EI@
p— No Document date Flanning remainder: Amount
Drag a column header here to group data by the column 1111111191 26.08.2019 454.40 (P} 1.04
General essentials Payer One hrn 04 kopeck
Bank (300009 EaHk 300009
Type ~|| Currency v| Document n v| Document date - || Amount || Transa
b mm 1234444541  |20.04.2010 10.03.9 Acc. (IBAN] |UA 16 300009 0000026002300000004 260023000000 +
IC UAH 1111111216  14.04.2010 1.04 14.04.2 Descr. YeTBepTHIi y. K.
D UAH 1119111247 29.04.2010 125.00 29.083  Recewer || User 1
D UAH 1119111243 29.04.2010 0.12 28.08.7 Acc. (IBAN) A 40 300009 0000002620000000082
D UAH 1119111244  29.04.2010 0.16 28.08.3 T E oo User 2
an
D UAH 1110111245 29.04.2010 0.12 20.08.3 anK
D UAH 1110111236 29.04.2010 129,02 (03.08.7| | Acc- |2620000000082 Countryl 804 | |Vipaika
D UAH 1119111246 29.04.2010 100.00 20.08.3 | Mame iy
D UAH 1111111215 28.04.2010 12.05 13.04.7 20 DEEEE
D UAH 1111111212 28.04.2010 12.01 13.04.4 Details of payment (There are 145 symbols left) Save as standard
T R R R na Aa nAen 4 An 4noaa specil charge
: p ged E
[ Table | Record
[ Budget.. |[ selectpp.. |[[ war [ Authorization signs
B BE | 33 search v @ Operations @. Print... || Q, Payment] Value date|28.08.10 - Priority| 50/| 3
Additional details 4
Payment comments 3
Budget item PP Code 777 v || 6
State On dient [Entered Req.sign level
| « Save | | # Cancel ‘ Save as template

3. For credit document the system will create a new payment order, where The “Payer”
section will be filled with data about receiver from the “Document information” form, and
the “Receiver” section will be filled with data about payer from the “Document information”
form. You can edit the data (for the payment order, based on the document of information
debit (see “Create a payment order based on an ID document”) the payer and receiver
details and the amount of payment can not be edited.

Having filled all the fields of the document, save it, then sign it with your digital signature
(or signatures, depending on your user rights and rules of document acceptance in the
bank) and send it to the bank.

4.1.6. Informational debit documents$

Informational debit (ID) documents are payment requests used for a counteragent notification
about an existing debt or a necessity to pay a certain amount. Documents of such a type are
informational ones and on the basis of them a payment order can be created.

You can view (see “View ID documents”), create (see “Create an ID document”) or import ID
documents from a file (see “Import ID documents from a file”) and make payments based on ID
documents received from counteragents (see “Create a payment order based on an ID document”).

To make an invoice for your debtor follow the instruction:

= create ID document (see “Create an ID document”);

= fill in the fields of the “Informational debit document entry” form (specify your essentials in the
“Payer” group-box and your debtor’s ones in the “"Receiver” group-box, enter a debt amount in the
Amount field);

= sign a document and send it to the bank.

After an ID document is passed in the bank, the balance of your and your debtor’s accounts will not
change. Your debtor will receive an ID document and you will receive an informational credit (IC)
document (see “Document information”). Your debtor can create a payment order based on this ID
document (see “Create a payment order based on an ID document”) with his essentials as a payer’s ones
and your essentials as a recipient’s ones. After the payment order is sent to the bank and passed in it,
the specified debt amount will be transferred from your debtor’s account to your account. You will receive
a credit (C) document and your payer will receive a debit (D) document (see “Document information”).

§8 For operating ID documents you should have a license
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If an invoice was sent to you and you received an ID document (see “Document information”), you
can create a payment order based on it (see “Create a payment order based on an ID document”), with
your essentials as a payer’s ones and the essentials of a counteragent who created the ID document as a
recipient’s ones.

After the payment order is sent to the bank and passed in it, your debt amount will be transferred
from your account. You will receive a debit (D) document and your recipient will receive a credit (C)
document (see “Document information”).

4.1.6.1.View ID documents

Use the “Informational debit document entry” button in the “Operations” bar to view ID
documents.

Select a filter type, which limits displayed ID documents (see “Data filtering in tables”) in a way you
need, in the top of the form and click on the “"Apply” button. A list of documents selected according to
the applied filter conditions is displayed in the table.

@ Information debit documnent entry E\@
+ Current Date QOutgoing
Previous Period Mot approved I:I
|
State ~ || Date of entering to v | Documer || N2 - || Amount - || Acc. (IBAN) i
®81n bank | Mot all signature 15.08.19 10:37:23 20.10.2011 2 1 000.00 UA 35 300006 0000000260040011
In bank |Not all signature 15.08.19 10:37:23  29.04.2019 5 900 000.00 UA 90 300006 0000002600580001
®81n bank | Mot all signature 15.08.19 10:37:22 20.09.2019 3 342 434.00 UA 90 300006 0000002600580001
In bank |Not all signature 15.08.19 10:37:22 05.04.2015 2 3 232.00 UA 90 300006 0000002600580001
8 In bank | Approved 20.10.16 15:23:36  07.09.2010 94564564 77.00 UA 76 300006 000002600400000(
E In bank |Approved 20.10.16 15:25:20 07.09.2010 94564564 77.00 UA 76 300006 0000026004000000
5 In bank |Approved 20.10.16 15:44:32 07.09.2010 94564564 44.00 UA 76 300006 000002600400000(
galn bank |Sent 12.06.13 14:13:38 12.06.20132 19 22.00 UA 90 300006 0000002600580001
galn bank |Sent 12.06.14 15:14:13 12.06.2014 75190 50.00 UA 48 300006 0000000260030011
B In bank |Delayed 27.01.17 12:25:12 27.01.2017 11111111 2.02 UA 12 300009 0000000260013001
o 3
[ Table | Record
g8 - = | 44 4 B B - @ Operatior * EESignatures - Eﬂ Switchto 23

Depending on a document state a line can be displayed in the table in a various font format. In the
State column there is information about signatures as well (see "Document state”).

4.1.6.2.Create an ID document

Click on the button ﬂ in the toolbar of the “Informational debit document entry” form to create a
new ID document. Fill in document fields in a proper way (see “Creation of UAH document”, item
description), considering that in the “Payer’ group-box you should specify the essentials of your account,
which you wish to get a debt amount to, and the “Receiver’ group-box is to be filled in with your debtor’s
account number and essentials.
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P "

@ Information debit document entry El@

Mo Document date Amount
1234568124 29.04.2010 - 30.00

Payer Fifty hrn 00 kopecks
Bank 300006 BaHk 300006

Acc. (IBAN) |UA 48 300006 00000002600300112253|260030011228 «

Descr. TOB "MNacrouka"

Receiver |:| User 1

Acc. (IBAN) | yA 16 300009 0000026002300000004]26002300

Bank (300006 - | BaHk 300006 User 2

Acc. Country 804 w | |VipaiHa
Mame ID Code
TOB "Nacrodka" 52639870

Details of payment (There are 145 symbols left)
special charges

[d[]

| Budget.. || SelectPp.. || waT |[+|
Value date - Priority

Additional details
Payment comments

PP Code| 710 w
State (On client |Entered

" Save ¥ Cancel

After you save the document, a state specified in the settings is assigned to a new document (see
“Setting of a state of a new or edited document by default”). Besides, your digital signature can be
affixed on the document automatically (see “Setting of automatical signing of documents”).

Attention! To make a document valid it is to be sent to the bank server and passed in CBS B2 (see
“Sending of documents to the bank”, *Document information”).

Attention! After a document is sent to the bank, it is edit-protected.

After the document is sent and passed in the bank, you can view essentials of a payment order
created on the basis of your ID document in the “Document information” form (see “Document
information”), if you select documents of the IC type.

4.1.6.3.Import ID documents from a file

You can import ID documents (payment requests used to notify you, a payer, about an existing
debt or a necessity to pay a certain amount to a recipient) from text files for the further editing and
operating of them.

To import ID documents click on the “"Operations” button in the “Informational debit document
entry” form, select Document import/Text file import. In the opened form specify a file directory and
a file name you need to import data from and click on the “"Open” button.
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I

@‘ Information debit document entry EI

® o ® oz ®_Ti from 20.08.2010 + [t929.08.2018 v | |
" Previous '+ Period ' Mot approved e

Drag a column header here to group data by the column

State j|Date of entering t0j| Documerj|NQﬂ|Arrﬂ|Acc. (IBAN) Tj|Pa1,rer ac

1]

8®1n bank |Sent 12.06.13 14:13:38 12.06.2013 19 22.00 UA 90 300006 00000026005800012 TOB "Macn

In bank |Mot all signature 15.08.19 10:3 % EESEt_ F11 006 00000026005800012 TOB "Mach

i ont size..
k| 8 In bank |Approved 20.10.16 15:2 006 00000260040000000 EraHec-cue
Lags \App Roll back default view  ShiftCtrl+R

e In bank |Approved 20.10.16 15:2| Risamaiching of et ShEEEH 006 00000260040000000 BHM3HeC-CUE

® In bank |Approved 20.10.16 154 Auto matching of width  Shift+Ctrlsw  [006 00000260040000000 BusHec-cue
@ @ Display mode r

e®1In bank |Sent 19.04.17 11:3 006 00000260040000000 EHZHeC-CYE
:Eﬂln bank |Sent 12.06.14 15:1 Q Data export... Shift+Ctrl+S (006 00000002600300112 TOB "Macm

®®1n bank | Mot all signature 15.08.19 10:3 006 00000002600400112 "TOB "BTO

g‘ln bank |Sent 30.05.18 1121 006 D0000260328000000 BTOPOH 1O -

In bank |Not all signature 15.08.19 10:37-22 —_— 2939 LA a6 30q006 00000026005800012 TOB "Macn

Print preview

lournal of passing the decument

»

[ Table | Record
+ v R = | 44 4 B B‘§| 34~ |E§Dperatin%v | @Signatures'| IE’1| Switch to =

Before documents are imported, a list of documents which can be imported without errors and a list
of documents which cannot be imported because of errors are displayed. Document without errors can be
sent to the bank, being signed or not. Documents with errors can be saved in a file in order to correct
them and try to import later.

See formats of import files in the document “Import and Export Formats Description.doc”.

4.1.6.4.

Create a payment order based on an ID document

Use the "Document information” button in the "Operations” bar to view ID documents sent to

you.

To make a payment order, based on an ID document, in the “Document information” form follow
the instruction:

1.
2.

4.2,

Select an ID document you need.

Click on the “"Payment” button.

. The form for creating a payment order is opened (see “Creation of UAH document”). You can

change the document number and date, details of payment, additional details and payment
comments. The payer’s and receiver’s essentials and payment amount are edit-protected.

. Having filled all the fields of the document, affix it with your digital signature (or signatures,

depending on your user rights and rules of document acceptance in the bank) and sent it to the
bank.

Registration of cash ordering*

To invoke the task click on the “Registration of cash ordering” button on the “Operation”
taskbar or select the Payments/Registration of cash ordering menu item.

Note. To work with this functionality user should have a right to work with cash ordering.

* Additional functionality
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@ Registration of cash ordering El
'+ Current . Date ' Dutgoing

e (6] —
' Previous ' Period ' Mot approved

Drag a column header here to group data by the column

j|[}rder ﬂlhcc. (IBAN) 'Fj|[}rder date [IﬂlDrder datejhmount jl Currencyﬂ|C(

In bank |Mot all signaturg? UA 21 300006 00000002605200(21.09.2010 29.04.2016 i

In bank |Mot all signature 8 UA 21 300006 00000002605200 21.09.2010 29.04.2016 9.99 UAH ME

| In bank |MNot all signature 9 UA 21 300006 00000002605200 21.09.2010 29.04.2016 9.99 UAH ME
| 5 Inbanlieizsied 18 YA21300006-00000002605 24002010 83032017 345 Usb H
| In bank |Mot all signature 19 UA 21 300006 00000002605200 24.09.2010 27.09.2010 14.00 UAH ME
| In bank |Mot all signature 20 UA 21 300006 00000002605200 24.09.2010 29.03.2017 1111.00 UAH ME
| S In bank |Entered 21 UA 21 300006 00000002605200 24.00.2010 29.03.2017 1111.00 UAH ME
| oo Es 22 HAZ21 300006-00000002605200 24-0020108 20:83261F 18:68- UAH HE
| Jrozza—Tooziiz 24 B2 S 0R0Re 0000000205200 24002010 SHAE2AF 128 HAH RE
| g In bank |Sent 23 UA 21 300006 00000002605200 24.09.2010 30.08.2017 10.30 UAH ME
| In bank | Mot all signature 26 UA 21 300006 00000002605200 24.09.2010 30.08.2017 10.40 UAH ME
| 5 In bank |Sent 27 UA 21 300006 00000002605200 24.00.2010 30.08.2017 10.50 UAH ME
) |! T Lol dmicr Cl CiceCso_mA 1A M4 AAAAAS ARARARATCACAAR TA AA RAAn na oA -in..—. amoen e .;..—

[ Table | Record

+ v Oy = | 44 4 B §§| ﬁﬁSearch v|| @Dperah’ons v|| @Signamres 'H E’i

i
—

In the “Registration of cash ordering” form the user can view requests of cash ordering and perform
operation with them. The user can also view requests of cash ordering, created in the CBS B2. These
requests are highlighted with another color and can not be edited.

To create a requests of cash ordering:

1. Click the “Registration of cash ordering” button on the “Operation” taskbar or select the
Payments/Registration of cash ordering menu item;

2. Click on the ﬂ button on the toolbar;

3. Fill the form with necessary parameters (see “");

4. Save the document. The system will assign the request with an initial status "On client /Entered".

Attention! The document should be sent to the bank server and approved in CBS B2 (see “Sending of
documents to the bank” and “Approved documents”).
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e

Bank 300006

Branch for delivery

Mote

State
In bank |Enteraed

@ Registration of cash crdering E'@

Order Mo Order date (0OBD)
21 24.09,2010
Amount Order date Order calendar date
1111.00) |29.03.2017 w | (28.03.2017 14:48:15
Acc. (IBAN) Counteragent name

UA& 21 300006 0000000260520011288|26052 « || UAH MEPBLIM HJ. K.
Bank 300006

23 TOBO NO50 (2) -

Address  |He onpegeneHo

additional expenditurey

-

[AD]

User 1 User 2
VTORODY VTOROY

Table Record

2 = | 44 4 b kb

S .;17; %Y Operations *|| & Signatures ~|| [F2 71

Item description

Item

Req Description

Order N?

N/A Field contains document number. The number is inserted automatically
and can not be edited

Order date (OBD) N/A The date of request creating (current OBD date). The data is inserted
automatically and can not be edited

Amount + Amount of the request for cash ordering

Order date + Planned date of receipting the order. The user should fill in the field
manually.

If the request is created before 16:00 in the latest calendar date
relating to the current date ODB (hereinafter LKD), the date of the
order must be greater or equal to the current date ODB + 1 working
day.

Example: the OBD of Monday, 14.10.2013 is opened at Friday,
11.10.2013 in the evening. So, the request of cash ordering can be
created on a Saturday 12.10 or Sunday 13.10 at any time. Timestamp
at 16:00 can occur only in the last calendar date of opened ODB - at
14.10.2013 16:00.

If this condition is not fulfilled, the system will display a blocking
message: “Attention! The order date should be greater than the
current OBD date. Please, enter another value!"

If the request is created after 16:00 at LKD, then the date of the order
must be greater or equal to the current date ODB + 2 working days.

If this condition is not fulfilled, the system will display a blocking
message: "Attention! For the request created after 16:00 the order
date should be greater or equal to the current OBD + 2 working days.
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Please, enter another value!"

If the specified order date is a holyday, the system will display a
warning message: "Attention! The specified order date is a holiday.
Please, enter another value!"

Order calendar date

N/A

Order date and time (the current calendar date). The data is inserted
automatically and can not be edited.

Acc. (IBAN)

The counteragent’s current account number in IBAN format, by which
the request for cash ordering is created.

The user selects the needed account number from the drop-down list.

The system fills the field by default with the details of the previous
payment with the same account number of counteragent.

Currency

N/A

Currency code. The data is inserted automatically and can not be
edited.

Counteragent name

N/A

Counteragent name. The data is inserted automatically and can not be
edited.

Branch for delivery

The field fills in by default with the name of the branch of the selected
account.

The user can select from the list another branch, where he wants to
receive the order.

Branch for delivery code

N/A

The bank branch code.

The data is inserted automatically and can not be edited.

Branch for delivery
address

N/A

The bank branch address.

The data is inserted automatically and can not be edited.

Note

The user can enter his wishes about banknotes at par

The user can fill in the field in any format (the max length is 160
symbols).

State

N/A

The current state of the request. The data is inserted automatically
and can not be edited.

User 1, 2

N/A

The field displays the login of the user who has signed the document

Depending on the state of an order,

the standard operations of filtering, sorting, editing, cloning,

and deleting available for each request (see "General principles of operation with documents”, "General
principles of operation with system forms").

The user can also export the list of requests of cash ordering into .xls or .xml file format (see. "Export of

table data into a file").

4.3. Currency documents

4.3.1.

Currency payment orders (SWIFT)

To invoke the task click on the “Currency payment order (SWIFT)"” button on the “Currency
operations” panel or select the Payments/Currency payment order (SWIFT) menu item.

4.3.1.1.SWIFT MT

The Currency payment order (SWIFT) may be displayed as a single-page form with scrolling or as a

form with separate tabs.

It depends on the setting that the bank set for your client place

(FXSwiftOnePage). But you can also adjust the look of the SWIFT document - using your personal
settings. To do this, go to the menu Tools/Settings/Currency orders and find the setting “Application
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form of currency payment order is to be displayed on one page”. For more details see the section

“Currency orders”.

Allowed symbols

Attention! The option of check of correspondence of the data, entered to the fields of currency payment
order to be allowed for SWIFT documents, is activated in the system by default. To turn off this option
and get the opportunity of entering Cyrillic symbols to currency payment order, in the menu
Service/System/Documents/Actions set the flag “Allow entering of Cyrillic symbols in

curr.paym.orders”.

Allowed symbols for SWIFT documents

Category

Symbols

Latin symbols

abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNO
PQRSTUVWXYZ

Numbers

0123456789

Other symbols

/-?2:0().,"+
and also Space and Carriage return
{ } are allowed, except of the field Additional information

Cyrillic symbols (if
entering is allowed)

abBraeéxsunknmMHonpcTydxuywuwbbb3toaABEBIE
EX3UNKIMHONPCTYOXUYHWWDBbbIb2OSAIIileE

Main
@ Currency payment order (SWIFT) EI@
Main Payer | Additional
32: -

No. |5 Currency Amount Value date Transaction urgency
Date |27.02.2017 o | | USD hd 15.02 | [27.02.2017 - | [Mormal -
Purpose Save as standard |:|
Delivery repayment Qa340

Remittance information
(70: Remittance Inf.)

Bank of recipient (57: Acc. With Inst.) Beneficiary customer (59: Beneficiary Customer) |:|
A w| BIC|ITGRUAUICCX Account N2 (Account M2) |CH7187801001005464001
Par ID Mame and address (Address)
Smith and Nephew Orthopaedics AG, O
INTEGRAL JOINT STOCK COMMERCIAL BANK bernehofstrasse 10d, 6340 Baar Swit
POBEDY AVE. 52/2 serland
03057 KIEV
| |Nn. |Date of upload Filename State
) i Authorization signs
Budget item - Req.sign level 2
3 |5IG2
State User 1 User 2 4 [s1G2
In bank |Delayed gIG2 5IG2
5 |5IG2
& |5IG2
Table Record
qe 44 4 B Bk | 34 Search @ Cperations ~ @Signab.lres b EQ 282

Item description

H Item ‘ Req ’ Description H
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Item Req | Description

No. + Field contains number of currency payment order. A nhumber is inserted
automatically according to numbering settings (see "Numeration”), but you
can change it.

Attention! After sending of a document to the bank the field is unavailable

for editing!

Date + Field contains the date of document creation. By default the system displays
the current date of bank operating day. You can change this date

32: + Section contains data about currency, amount, value date and transaction
urgency

Currency + This is the field for specifying the currency of a payment order. Depending

on your workstation configurations either all the currencies from the
reference-book (see “Currencies”) or only currencies, you have accounts in,
are available in the drop-down list.

To change the client workstation configurations contact the system
administrator

Amount + Field contains amount of payment order

Transaction urgency | + The displaying of the fields of this section depends on the setting that the
bank set for your client place (FxSwiftValueDate).

When the setting is enabled, the urgency of processing the SWIFT document
will be indicated in the fields Value date and Transaction urgency
(Normal or Urgent).

When the setting is disabled, the Transaction urgency section will be
displayed:

T+0 - the document have to be approved today (value date is the same as
the document date);

T+1 - the document can be approved only tomorrow (value date can be
one day later than the document date);

T+2 - the document can be approved the day after tomorrow (value date
can be two days later than the document date)

Attention! You can set the Transaction urgency by default - go to the
menu Tools/Settings/Currency orders and find the setting “Urgent
type”. For more details see the section “Currency orders”.

Purpose + Field contains the purpose for currency payment order. This field may
contain letters and numbers, but not service digits (the maximal length of
the field - 90 symbols)

Save as standard - Field makes it possible to save the data about remittance in reference book
of purposes for currency payment orders.

Attention! If in the last saved payment order the flag is set, the system will
automatically activate the option at creation of a new document

Remittance + The field contains the data about remittance of payment order in
information appropriate format. The field may not contain more than 4 lines and 35
(70: Remittance symbols for each of them.

Inf.)

Bank of recipient + Section contains data about bank of recipient: BIC-code or name and

(57: Acc. With Inst.) address of a bank, and the Par ID (the maximal length of the Par ID field -

34 symbols). Depending on selected A/D version you may enter either BIC-
code, or name and address of a bank.

Attention! Possibility of input of BIC for the D option is regulated by client
place adjusting (FXSWIFTNeedBIC). Please, contact the system
administrator for information.

In the section BIC-code you may enter only 8 or 11 symbols, service digits
are unavailable (only letters and numbers are permissible).

Attention! Depending on tuning of your client place (FXSWIFTSpecialLabel)
the field of Par ID can be renamed on ACC.N2/Correspondent Account
and then you need to enter the number of account in IBAN format of bank-
correspondent in this field.
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Item Req | Description

Attention! When you enter the details of bank of recipient to separate the
name from the address, use the line break by clicking on the «Enter» key.

Attention! For filling of the section “"Beneficiary customer” you may use the
reference book (see “Correspondents of currency payment orders”), the
system inserts the data about bank from this reference book.

Depending on the settings of the client's place, the block of fields can be
displayed in the section: Name, Country, City, Address. In addition, the
maximum number of characters for the fields Name + Address - 140,
Country + City - 70

Beneficiary + Section contains data about recipient: account number in IBAN format,
customer (59: name and address. You can enter the data manually or select it from the
Beneficiary reference book (see “Correspondents of currency payment orders”). Closed
Customer) account numbers are unavailable for selection.

Attention! When you enter the details of beneficiary customer to separate
the name from the address, use the line break by clicking the «Enter» key.

Attention! At selection of recipient in the reference book, the system
automatically fills the section “Bank of recipient” and “Intermediary bank” as
well (the bookmark “Payer”), if the data about recipient and intermediary
bank is in the reference book (see “Correspondents of currency payment
orders”).

Note. The system checks the data entered in the Account field for
compliance with the IBAN format. If the format is correct, in section "57
(Acc. With Inst)" option "A" will be set and the BIC field is filled in
automatically. You can edit this field.

Note. For USD payments, if the option "D" is set, Par ID. starts with the
characters // FW (in the section "57 (Acc. With Inst)"), then the system
checks the FEDWIRE code in the Account field. If an error is detected or
the verification is not possible, a corresponding message will be displayed.
At the same time, further work with the payment is possible.

Note. Depending on the settings of the client's place, the block of fields can
be displayed in the section: Name, Country, City, Address. In addition,
the maximum number of characters for the fields Name + Address - 140,
Country + City - 70

Name and address + The field Name and address consists of four lines. The first 2 lines contain
Name, the last ones - Address. They are displayed on a print form in this
very order. If a name fits in one line, the second one must be left blank, and
address should be entered in the third line than. If a name/address cannot
be fitted in one line it will be carried over to the next line automatically. A
forced hyphenation to the next line is executed by the button “Enter”.
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Payer

@ Currency payment crder (SWIFT) EI@
Main Payer | Additional
Details of charges (71: Details of Charges)
Commission type Operation code
* OUR BEN SHA FULL (Operation code) (234%-2 v
Commission acc. Banefic i
UA 35 300006 0000000260040011289|26004( eneficlary country VkpaiHa -
(Beneficiary's Country)
Intermediary bank (56: Intermediary) Ordering customer (50: Ordering Customer)
A | BIC|/WELTHKH1X0OC Name/address
Radomir Itd
Par ID Pushkinskaya str., 15/2
MosCow
WEALTHCRAFT SYSTEMS INT. RFO123
94, ON HING BUILDING 1 ON HIMG TERRACE
HOMG KONG
Currency acc.
UA 83 300006 0000000260590011289|26059( « ||USD
| |Nn. Date of upload Filename State
. . Authorization signs
Budget item - Req.sign level 2 .
State User 1 User 2 -
In bank |Sent ALFA_EQ ALFA_EQ
5
i
Table Record
‘ﬂ’ 7 = | 44 4 B BB | 34Search v @ Operations * @ Signatures * Eﬂ 282
Item description

Item Req | Description

Details of charges + Section contains data about commission type and account in IBAN format,

(71: Details of operation code, beneficiary’s country

Charges)

Commission type + Group of buttons makes it possible to select the type of commission:
OUR - commission fee is charged from payer (our account);

BEN - commission fee is charged from recipient (from account of recipient);
SHA - commission fee is charged both from payer, and payment recipient
FULL - commission fee is levied from payer (the field 72 is filled with the
value FULLPAY)

Commission acc. + Field allows to select an account number for commission withdrawal from
the reference book (see “Accounts”). Closed account numbers are
unavailable for selection.

Operation code + Field contains the operation code by payment purpose. The value is taken
from the reference book of operation codes that is saved on the bank
server.

Attention! The value set for the parameter “"Country destignation” of the
Operation code field, will define the rules of filling for the following fields:
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Item Req | Description

= 0 or not specified - check is not performed;
= 1 - the Beneficiary country code field is to be “Ukraine”;

= 2 - countries, selected in the fields Currency (the field 32) and
Beneficiary country are to be the same;

= 3 - the Beneficiary country code field is to be different from Ukraine

Beneficiary country + Field contains country code of payment recipient. The value is taken from

code the reference book (see “Countries”). Name of the country is entered
automatically after code entering

Intermediary bank + Section contains data about intermediary bank: BIC-code or name and bank

(56: Intermediary) address, and Party Information. Depending on selected A\D, you can enter

either BIC-code or name and address of a bank.

Attention! Possibility of input of BIC for the D option is regulated by client
place adjusting (FXSWIFTNeedBIC). Please, contact the system
administrator for information.

In the section BIC-code you may enter only 8 or 11 symbols, service digits
are unavailable (only letters and numbers are permissible).

Attention! If you used the reference book at filling of the section
“Beneficiary customer” on the bookmark “Main” (see “Correspondents of
currency payment orders”), the system will insert data about the
correspondent of the intermediary bank from this reference book.

Depending on the settings of the client's place, the block of fields can be
displayed in the section: Name, Country, City, Address. In addition, the
maximum number of characters for the fields Name + Address - 140,
Country + City - 70

Ordering customer + The section contains data about payer: name, address, currency number

(50: Ordering and code of payer account.

Customer) Depending on settings of the client's place, the following options are
available:

e Section is filled in manually. Enter the name and address of the
payer, the currency (choose it from the list) and the account (the
list of accounts is formed depending on the currency you choose,
closed account numbers are unavailable for selection.).

e Section is filled in automatically with the ability to edit.
e The section is automatically filled without the ability to edit.
Account number in IBAN format, specified in the field Currency account, is

also used for identification of bank branch to which the created document
will be sent.

Depending on the settings of the client's place, the block of fields can be
displayed in the section: Name, Country, City, Address. In addition, the
maximum number of characters for the fields Name + Address - 140,
Country + City - 70
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Additional
@ Currency payment order (SWIFT) E‘@
Main Payer Additional

Additional instructions

Additional inf. (72: Sender to Receiver Information)
For oil Shell Mobile USA

Payment comments Comment fro04.09.2014  w

Authorization signs

Budget item - Req.sign level 2 3
State User 1 User 2 -
In bank |Accepted GAMYA GAMYA
5
6
Table Record
do v 4 = | 44 4 B PP | 3 search v | &) Operations v @Signatures - EJ 20
Item description
Item Req | Description
Additional - Section may contain any additional information about transaction
instructions
Additional inf. (72: - Section may contain any data for recipient
Sender to Receiver Attention! Maximally possible amount of symbols for the field Additional
Information) information - 210. Thus information is broken up on lines for 35 symbols

in each (maximum 6 lines). If there are more symbols in the copied report,
information after a 210 symbol is reduced.

Transaction Type - Field contains the additional information about transaction type*
Code (26T:
Transaction Type

Code)*

Regulatory - Field contains the additional information about calculation enumerations tax

Reporting (77B: and another regulatory reporting*

Regulatory

Reporting)*

Payment comments | - Field contains the additional information about payment

from + Field contains the date from which the payment order is valid. By default the
system inputs the current date to the field.

State + The field contains data about documents state (see “"Document state”).

The information about users signed the documents is displayed on the
bookmark “Record”. If it's necessary to sign a document by another user
select the option “Signs” in the bottom of the form “Currency payment order
(SWIFT)"”. From the drop down list select “"Delete all signatures” and after
that - “Sign on behalf of”. Enter authorization information of another user
and click on “Sign”. You can sign a document on behalf of another user only
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Item Req | Description

if the document state is “On client”. A document marked as sent to the bank
(“In bank”) cannot be signed with signature of another user.

* - For SWIFT-payments in Russian rubles there is a possibility of tax payments, collections and
other payments to the budgetary system of the Russian Federation.

4.3.1.2.SWIFT MX
SWIFT MX payments are available if you have a license and the bank has enabled the setting.

If SWIFT MX document creation is available, SWIFT MT document creation is no longer available.
Previously created SWIFT MX payments are available for viewing, printing, and cloning only.

Use the buttons / to expand/collapse sections of the form. Use the buttonlz| to clear the
fields of the section.

Allowed symbols_for SWIFT MX payment:

Character category Symbols
Latin symbols abcdefghijklmnopqgqrstuvwxyzABCDEFGHIJKLM
NOPQRSTUVWXYZ
Numbers 0123456789
Other symbols /-?2:(0).,"+
as well as Space
Special symbols V# % *=~_{|FI~";,;@[]\$><
@l Currency payment order (SWIFT) EI@
sl
Document parameters
| MNa. Date Value date Transaction urgency
1 16.09.2010 hd 16.09.2010 w | [Mormal hd
1 Payment amount and currency
1 Currency Amount
a usD - 201.00
3 Payer
] Payer account
UA 83 300006 0000000260590011289 w (|USD

Actual payer
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Full form

—A

Country Region

| | |
C |
Street name

| |
House number Apartrment Postal code

) Private person

0/140 Country of residence

Country Region
| | |
City

| |
Street name

| |
House number Apartment Postal code

) Legal entity
Date of birth

City of birth

(s} Private person

Country of birth
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Full form
Marme

0/140 Country of residence

Country Region

| -] |
City

| |
Street name

| |
House number Apartrment Postal code

Clearing systern ID

Intermediary bank 1 and account
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Payment purpose
Unstructured
Document Information
Type

Additional inforrmation

Commission details

*) Structured Save as standard E

MNurmnber Date Amount

+) Commission is charged to the payer (DEBT) Commission is charged to both payer and recipient (SHAR)
Commission is charged to the recipient (CRED)

Commission account

Additional payment information

Purpose

Fayment comment

Additional instructions

Budget item

State
On dient |Entered

Dperation code Recipient country

Preferred processing date 11.06.2025 -

Authorization signs

- Req.sign level .

User 1 User 2

4
3
B

" Save | | # Ccancel

Description of elements

Element [ Req IDescription

Section "Document parameters"

No +

The field is used to enter the number of the currency order. The number
is automatically set when the document is created, according to the
numbering settings, but can be changed

Date +

The field is used to enter the date of payment. By default, the system
fills it with the current date when creating a document. To enter the
date, you can use the calendar

Value date +/-

The field allows you to specify the date of the document's value. You
can use the calendar to enter the date

Transaction urgency +/-

The field allows you to specify the order of transfer: normal or urgent.

Depending on the settings of the client seat, the section will display
either the "Value date" and "Transfer order" fields or the "Urgency"
section, where you can set the urgency level of the foreign currency
payment order using the radio buttons:
e T+40 - the document must be sent "today" (the value date is
equal to the document date). The default value;
e T+1 - the document can be sent "tomorrow" (the value date
can be set one day later than the document date);
e T+2 - the document can be sent "the day after tomorrow" (the
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Element Req | Description

value date can be set two days later than the document date)
Section "Payment amount and currency"

Currency + Field for specifying the currency of the order from the list (except for the
national currency)

Amount + Field for entering the amount of the order

Section "Payer"

Payer account + The field is used to select an account number from the list (in the
selected currency). If the user has only one account on monitoring, it is
automatically substituted

"Actual payer" is a button that is displayed when the bank setting is enabled. Clicking on it opens the
"Actual payer" section. Fill in if necessary

Checkbox "Full - When the checkbox is enabled, additional tags and fields are displayed

form"

Name + Field for entering the name of the actual sender. Maximum 140
characters

Country of - Field for entering the country of residence (selected from the directory)

residence

Mailing address +/- | Block for entering address data: Country (selectable from the list),
Region, City, Street name, House number, Apartment, Postal code

Identification + Block for entering identification data: select the legal status of the
initiator using the "Legal entity" (default value) or "Private person”
switches.

The following fields are displayed for a legal entity:

- BIC code - business identification code of the organization. The
BIC code of the organization is filled in if it is registered with
ISO and is in the BIC catalog. The format is either 8 or 11
characters.

- Id code - the organization's identification code.

Note. If the option "Legal entity" is selected, at least one field BIC
code, Id code must be filled in.

For an individual, fields with birth data are displayed:
- Date of birth - indicates the date of birth.
- City of birth - indicates the city of birth.

— Country of birth - indicates the country of birth. The country is
selected from the directory.

Note. If the "Individual" option is selected, the fields Date of birth,
City of birth, Country of birth must be filled in

“Recipient and recipient account” section. Data on the recipient is entered manually or from the

directory (button III)

Checkbox "Full - When the checkbox is enabled, additional tags and fields are displayed
form"
Recipient's account + Use the radio buttons to select the format of the account: "IBAN" or

"Other", enter the identifier.

Note. Depending on the settings in the bank, for payments in USD, the
system may check the FEDWIRE code. If an error is detected or
verification is not possible, the following message will be displayed

Recipient + In this section, fill in the name of the recipient, the country of residence
is selected from the directory

Mailing address +/- | Block for entering address data: Country (selected from the list),
Region, City, Street name, House number, Apartment, Postal code

Identification + Block for entering identification data: select the legal status of the
initiator using the "Legal entity" (default value) or "Private person"”
switches.

The following fields are displayed for a legal entity:
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- BIC code - business identification code of the organization. The
BIC code of the organization is filled in if it is registered with
ISO and is in the BIC catalog. The format is either 8 or 11
characters.

- Id code - the organization's identification code.

Note. If the option "Legal entity" is selected, at least one field BIC
code, Id code must be filled in.

For an individual, fields with birth data are displayed:

- Date of birth - indicates the date of birth.

— City of birth - indicates the city of birth.

- Country of birth - indicates the country of birth. The country is

selected from the directory.

Note. If the "Individual" option is selected, the fields Date of birth,
City of birth, Country of birth must be filled in.
Note. Depending on the settings in the bank, the system can
automatically substitute the BIC code based on the entered IBAN

"Actual recipient” - Button displayed when the bank's settings are enabled. When you click
on it, the "Actual payer" section opens, which is filled in as needed

Section "Actual recipient”

Checkbox "Full - When the checkbox is enabled, additional tags and fields are displayed

form"

Name + Field for entering the name of the actual recipient. Maximum 140
characters

Country of - Field for entering the country of residence (selected from the directory)

residence

Mailing address +/- | Block for entering address data: Country (selected from the list),
Region, City, Street name, House number, Apartment, Postal code

Identification + Block for entering identification data: select the legal status of the
initiator using the "Legal entity" (default value) or "Physical person”
switches.

The following fields are displayed for a legal entity:

- BIC code - business identification code of the organization. The
BIC code of the organization is filled in if it is registered with
ISO and is in the BIC catalog. The format is either 8 or 11
characters.

- Id code - the organization's identification code.

Note. If the option "Legal entity" is selected, at least one field BIC
code, Id code must be filled in.

For an individual, fields with birth data are displayed:
- Date of birth - indicates the date of birth.
- City of birth - indicates the city of birth.

- Country of birth - indicates the country of birth. The country is
selected from the directory.

Note. If the "Individual" option is selected, the fields Date of birth,
City of birth, Country of birth must be filled in

Section "Recipient bank and bank account”

Checkbox "Full - When the checkbox is enabled, additional tags and fields are displayed
form"

Recipient bank - Use the radio buttons to select the format of the account: "IBAN" or
account "Other", enter the identifier.

Note. Depending on the bank settings, for payments in USD, the
system may check the FEDWIRE code. If an error is detected or
verification is not possible, the following message will be displayed

Recipient + I:I
bank/Main bank The data is selected from the bank directory (button ) or filled in
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manually: BIC code of the bank, identifier of the clearing system,
identifier of the clearing system member, name, address (country,
region, district, city, street name, house number or fill in the address
line).

Only one of the following details must be filled in: either the bank's BIC
code, or the clearing system information, or address information.

Note. Depending on the settings in the bank, the system may
automatically substitute the BIC code based on the entered IBAN

Recipient's - A block with a field for entering the branch identifier is displayed if the

bank/Branch ID country is Japan or the BIC of a Japanese bank is specified

"Intermediary bank - A button that opens a section for entering data about the intermediary

1 and account” bank. The fields of the section are identical to the fields of the "Recipient
bank and bank account" section. Filled in if necessary

"Intermediary bank - A button that is displayed when the bank setting is enabled. Clicking on

2 and account” the button opens a section for entering data on the second intermediary

bank. The fields of the section are identical to the fields of the "Recipient
bank and bank account" section. Fill in if necessary

Section "Payment purpose"

Payment purpose + I:I
The data is selected from the bank directory (button ) or filled in
manually.
Use the radio buttons to select the type of payment purpose:
e "Unstructured" - this displays a single field for entering the
purpose of payment.
e "Structured" - specify the information about the document(s):
type (selected from the list), number, date, amount. To add a
document, click the button (the number of documents is
limited by the settings). The ability to create a structured
payment depends on your bank's settings.
In addition, you can enter additional information
"Save as standard"” When the checkbox is enabled, the payment purpose is saved in the
checkbox reference book of purposes for foreign currency payment orders

Section "Commission details"

Commission details + Use the radio buttons to select the type of commission:
e Commission is charged to the payer (DEBT), by default;
e Commission is charged to the recipient (CRED);

e Commission is charged to the payer and the recipient
(SHAR);

e The commission is charged as agreed by the parties
(SLEV) - displayed when the setting is enabled in the bank,

e FullPay - - displayed when the setting is enabled in the bank

Commission + Field for selecting the account number for withdrawing the commission
account

Section "Additional payment information"

Purpose + Field for entering the reason for the currency payment. The field is
automatically filled with the value from the "Document
information"/"Number" field when the "Structured" checkbox is selected
and can be supplemented with information by the user

Operation code + The field allows you to select the transaction code for the payment order

Recipient country + The field allows you to select the name of the country of the payment
recipient from the list

Payment comment - Field for entering a comment to the currency order

Preferred - Field for entering the date of processing the application

processing date
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Section "Additional instructions"

Additional - Field for entering additional payment instructions
instructions

4.3.2.

Requests for currency purchase

To invoke the option use the button “Requests for currency purchase” on the panel “Currency
operations” or menu Payments/Requests for currency purchase.

The request for currency purchase may be displayed as a single-page form with scrolling or as a

form with separate tabs.

It depends on the setting that the bank set for your client place

(FXBuyOnePage). But you can also adjust the look of the request for currency purchase - using your
personal settings. To do this, go to the menu Tools/Settings/Currency orders and find the setting
“Application form of currency purchase is to be displayed on one page”. For more details see the section

“Currency orders”.

@ Requests for currency purchase

UAH account

Currency acc.

Authorized person

Ma. Amount Currency
11450 1.00 | |\USD -
Request date Valid il
29.08.2019 | 29.08.2019 =«
Accounts | Payment purpose  Mote  Pension fund

UA 92 300006 0000000262070011228|262070011228

UA 90 300006 0000002600580001228|2600580001228

Transaction type
+ To our account

According to paym. ord.

[= ][O ]

Rate of exch.

+! Rate of the Banl
Fix.

Rate of purchase

| 4" Save | | * Cancel

MName Phone number
MNpokoneHko Backnid Kapnoeuy +380577370908
Mo. Date of upload Filename State
3 29.08.2019 1.jpg
+ b =
] ] Authorization signs
Budget item - Reqg.sign level .
State User 1 User 2
On dlient |Entered 5
B

Item description

Item Req | Description

Table N\A | Table contains a list of requests for currency purchase that correspond to
the filter parameters set at the top of the form (see “Data filtering in
tables”). Records are marked with different colors in compliance with
documents states, the first column contains signatures applied on
documents (see “"Document state”)

Record
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No. + Field contains number of request for currency purchase. Number is inserted
automatically at document creation according to numbering settings (see
“Numeration”), but you can change it. Number can contain both numbers

and letters.
Attention! After sending of document to the bank, this field is unavailable
for editing!
Amount + Field contains amount of acquiring currency
Currency + Field contains information as for currency of request. The value is inserted
from the reference book (see “Currencies”)
Type of + Group of buttons makes it possible to select a commission type: “Retain
commission from purchased amount”, “Retain from our account” or “Transfer to bank

account”. At selection of variants 2 or 3, the fields Commission account or
Bank account are available, respectively.

Attention! If group of buttons is inactive, and you can not choose the type
of commission, but consider that this operation must be accessible for you,
please contact the system administrator with a request to set the parameter
FxCanChangeFeeType for your client place. Setting of parameter and
possible values is described in manual of iIFOBS system administrator.

Rate of exch. + Group of buttons allows to set a rate of exchange: market (at request
processing, the amount is calculated according to the rate of exchange of
NBU by the date of processing (see “Rates of exchange”), fixed or by
agreement. If you selected the Fix. Or Agreement options the field Rate
of purchase is available (the minimum allowable value of the field is
0.0001 or "empty").

Attention! Depending on your work-station configuration, set in the bank,
the following different variants of values for the radio-button "Rate" can be
available for you: Market (or Authorized bank), Fixed, Agreement.

Pay attention, please: if "Agreement" option is selected (in the "Rate of

exch." section), but the rate of purchase is not specified, the amount of the
request will be recalculated according to the NBU rate

Request date + Field contains date of request creation. By default the system displays the
current date of bank operating day. You can change this date

Value date** - Field allows to specify the value date of the document. By default, is filled
with the system date, but the value can be edited

Valid till +/- The maturity date of a request., the following options are available:
e The field is optional.

e The field is filled in automatically with the current date with the ability
to edit.

e The field is filled in automatically without the ability to edit

Enter UAH - If a client wants to purchase some amount in foreign currency for a definite
amount amount in hryvnya (e.g. some amount of dollars for 1000 hryvnyas at the
rate — see the description of the Rate of exch. field), he is to set the check-
box “"Enter UAH amount”, enter an amount in hryvnya in the Amount
field and select the currency of the purchase in the Currency field (see
above the description of the fields).

If there is no such a necessity, the check-box is to be set off and an amount
of the currency for purchasing is to be entered in the Amount field.

Note. The availability of field on the form is regulated by settings adjusted
by the bank administrator

Accounts + The section/bookmark provides the opportunity of selection of UAH and
currency account numbers, commission accounts from reference book of
accounts.

If the accounts in the different banks/branches are available in the
dropdown list in the UAH account field, then after choosing one of them

** Additional option
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you can select only the accounts of specified bank/branch in the Currency
acc and Comission acc. fields.

If the Currency acc. field is filled primarily and in the dropdown list
accounts in the different banks/branches are available, then after choosing
one of them you can select only the accounts of specified bank/branch in
the UAH account and Comission acc. fields.

If the bought currency is transferred to account that is previously known,
select the option “"To our account” in section “Include currency” and then
select or enter manually an account number to which currency will be
transferred in the field Currency account. Closed accounts are unavailable
for selection.

If the bought currency should be transferred according to payment order,
select the option “According to paym. order” and enter the date and
number of corresponding payment document in the section “Paym. order”.

Attention! Even if the bought currency is transferred “According to
payment order”, you should fill the field Currency account - it will be used
for determination of a bank branch to which the created document will be
sent

Payment
purpose

The section/bookmark contains information about purpose for currency

purchase (see “Purpose for currency purchase/sale”). The button
provides the opportunity to invoke the form of viewing the data about
reason for currency purchase

Note

The section/bookmark contains any additional information concerning the
request. This field allows to enter no more than 254 symbols

Commission

Commis. amount

Field contains commission amount (if the commission is withdrawn as fixed
amount)

Commission
CUrr.

Field contains the currency of commission. The value is inserted from
reference book (see “Currencies”)

Commission acc.

The field contains account number from which commission amount will be
withdrawn. This field is available only for commission type “Retain from our
account”

If the Comission acc. field is filled primarily and in the dropdown list
accounts in the different banks/branches are available, then after choosing
one of them you can select only the accounts of specified bank/branch in
the UAH account and Currency acc. fields.

Commission (%)

Field contains the percent of commission for currency purchase (if the
commission if withdrawn in percents)

Max. sum of
commis.

Field contains the data as for the maximal amount of commission

Bank account

Field contains account number to which commission will be transferred. It is
available only for commission type “Transfer to bank account”

Additional
commission
compensation %

Field contains the % of additional commission compensation (if necessary)

Payment
comments

Field contains the additional information about payment

Pension fund

The bookmark/section contains essentials of assessment to pension fund.

Note. The availability of fields on the form is regulated by settings adjusted
by the bank administrator

Budget item - If the currency account you specified is a budget account it is necessary to
specify the budget item (select from the drop-down list)

State N\A The field contains information about the current document state (see
“Document state”)

Req. sign level N\A | Number of signatures required for sending the document to the bank is
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specified in the field (for documents having the state “Not all signs”)

User 1 N\A | The field displays the login of the user who has signed the document with
the first signature

User 2 N\A | The field displays the login of the user who has applied the second signature
to the document

Authorization N\A | The fields of this section display the logins of the users applied authorization

signs signatures of the 3-6th levels to the document.
The third signature is necessary if the amount of the document exceeds the
authorization limit amount set by the administrator.
The fourth, the fifth and the sixth signatures are required in case when the
debited account is a budget account

Attention! If bank settings are configured for one-page mode of displaying of the currency buy
documents, all the data will be provided on the bookmark “Record”.

4.3.2.1.Purpose for currency purchase/sale

The bookmark contains information about purpose for currency purchase or sale: Number and Date
of contract, Amount, Payment purpose.

Confract Mo, |Date of confract |f-‘«m|:|unt Payment purpose
123 02.07.2009 1000.00 kymnedHo ANA iMOopTy TOE:S
k245 29.06.2009 300.00  kynnedHo AnA iMNopTY Nocr

& = | 44 4

The bookmark contains the bar of tools for addition, editing, delete and detailed viewing of records.

"

To add a new record, click on = . Fill the fields in the opened form “Purpose for currency purchase
or “Purpose for currency sale”. Pay attention, that all fields (except for Contract N° and Amount) are

contained by lists.
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Purpose for, currency acquiring E|
Contract Mo, Date of contract Arnount

123 19.04,2010 - 1 000,00
Goal

FyMNEHD ANA IMNoPTY NoCyT, podiT -
Reaszon

MOEEPHEHHA IHESCTOPY KOWTIE BiA 3AIFACH, CRiNLH. HESCT, A-Ti -
Courntry Beneficiary country

YEDaeHa w | D87 EgHaHi Apabceki EmMipatia -
BO10 bank name Product group name

PROCREDIT BAME SH. A, ALBAMLA W | [38pHOB Ky NBTYRA -

Economic activity type
55 w» | Ana M1 cuyeToe 22,202,203

Documents

2 |Tmr| ‘Date ‘Amn:uunt |
Ll AN 19.04.2010 1 000.00
oK, | | Canicel |

There is possibility to input the documents in purpose for currency purchase or sale. For this
purpose click on the button «Add» in a section «Documents». In the opened form «Document of
contract» fill the essential elements of document: number, date, sum, type of document (choose from a
falling out list). Click on the «OK» button.

To change or delete the documents of contract use the proper buttons on the form. For saving of
the entered documents click on the «OK» button on this form.

There is no limit on a number of the documents which one contract can contain.

Attention! When making a request for currency purchase or sale the system behavior is
determined by the work-station configuration FxEqualContracts - depending on the value set by the
system administrator the total amount by the contracts can or can not exceed the amount of purchasing
or selling currency specified in the request, or it must be equal to it. If the condition specified in the
FxEqualContracts setting, is not met, the request will not be created and you will get an appropriate
message.
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Purpose for currency acquiring

Contract Mo, Date of contract Aot

123 | 19.04.2010 ~| | 1000.00|
Goal

|IQ,I'I'IJ'IEHI:I ARA iMNopTY Nochyr, pobiT - |
Reason

||_|DBEDHEHH:F| HEECTODY KOWTIE Eif 24IMACH. COiNeH. IHESCT. A-Ti v|
Country Beneficiary country

|l-’+-q:na-Ha - | |OE‘ EAHaHI Apabcekd EMipaTi - |
BO10 bank name Product group name

|F'ROCREDIT BAME SH. A, ALBAMNIA - | |3epH|:|E:i K METY L v|

Economic activity type
| S5 w | |AnA ©N W cueToe 22,262,263 |

D

8 Contract document

Document details

Documents no Date Aot

1 19042010 w| | 1000.00 |

Docurment type

i
| OH | | OTMEHA |

4.3.3. Requests for currency sale

To invoke the task use the button “Requests for currency sale” on the panel “Currency
operations” or the menu Payments/Requests for currency sale.
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@ Currency sale request EI
No. Request date Amount Currency  Walid till
1234150 | [29.08.2019 || 1100/ [usD v |[29.08.2019 |

Curr. account

— Account for UAH inclusion

|UA 21 300006 0000000260520011288|260520011288 vl

D Rate of exch.
Bank i») Rate of the Ba
| 300006 v| |EEIHI{ 300006 ) Fix.
Account TBAN ) Agreement
262080011289 ~| UA 79 300006 0000000262080011289 | I
BTOPOV 10.K. | 3107401113 |
Commission

— Type of commission
) Retain from sold amount
! Retain from our account

. Commis. amount Commiss. curr. _Commis. account .
usD - -

:Commisslon (%) Max. sum of cbmmlé_ii ank account

) Transfer to bank account 2.3000
— Authorized person
Name Phone number D_
Contract No. 2 |Date of contract |Amount |Purpose
k11 30.08.2016 11.00 npoAaHo IHBECTUUiAHI KOWTH B i

= & = |44 4 b bk | EQ
— Note
[4]
[=]
Payment comments extra payment
No. Date of upload Filename State
7081 19.10.2018 check_DocUpload.pdf
+ B =4 4 » | &
. ) Authorization signs——
Budget it - Req.sign level
ugt-}|em| | eq5|gneve|:| 3|:|
— e e s 1]
|Dn client |Entered | | | | |
sl
6
[ & Save ||| X Cancel |
Item description
Item Req | Description
Table N\A | Table contains a list of requests for currency sale that correspond to the
filter parameters set at the top of the form (see “Data filtering in tables”).
Records are marked with different colors in compliance with documents
states, the first column contains signatures applied on documents (see
“Document state”)
Record
No. + The field contains number of request for currency sale. A number is inserted
automatically at document creation, according to numbering settings (see
(see “"Numeration”), but you can change it. Number can contain both
numbers and letters.
Attention! After documents sending to the bank, the field is unavailable for
editing!
Request date + Field contains a date of request creation. By default the system displays the
current date of bank operating day. You can change this date
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Value date*

Field allows to specify the value date of the document. By default, is filled
with the system date, but the value can be edited

Amount

The field contains amount of sold currency

Currency

The field displays a currency for which sale a request is formed. The value is
inserted from the reference book (see “Currencies”)

Curr. account

The field allows to select currency account number from the reference book
of accounts. A currency account number is used also for determination of a
bank branch to which the created document will be sent. Account numbers
of closed accounts are unavailable for selection.

If the Curr. account field is filled primarily and in the dropdown list
accounts in the different banks/branches are available, then after choosing
one of them you can select only the accounts of specified bank/branch in
the Account and Comis. account fields.

Valid till

+/-

The maturity date of a request. Depending on the settings of the client's
place, the following options are available:

e The field is optional.

e The field is filled in automatically with the current date with the
ability to edit.

e The field is filled in automatically without the ability to edit

Account for UAH
inclusion

The section contains essentials for entering of UAH account to which money

will be charged after currency selling. You can use the button
activating the reference book of accounts or the drop-down list in the field
Account and the fields of the section will be filled in automatically.

If the Account field is filled primarily and in the dropdown list accounts in
the different banks/branches are available, then after choosing one of them
you can select only the accounts of specified bank/branch in the Curr.
account and Comis. account fields.

This rule does not apply to those cases when you have selected the bank ID
in the reference book and have filled the Account manually.

Attention! The system saves the last entered data for hryvnya charging
and inserts it to the field in the next created document by default

Rate of
exchange

The group of radio buttons provides the opportunity to select the type of the
rate of exchange: market (the amount is calculated proceed from NBU rate
for the date of request processing (see “Rates of exchange”), fixed or by
agreement (if the two latter are chosen the field Rate of sale becomes
active (the minimum allowable value of the field is 0.0001 or "empty")).

Attention! Depending on your work-station configuration, set in the bank,
the following different variants of values for the radio-button "Rate" can be
available for you: Market (or Authorized bank), Fixed, Agreement (By
agreement)

Type of
commission

Group of buttons makes it possible to select a commission type: “"Deduct
from amount for purchase”, “"Charge off from our account” or “Transfer to
bank account”.

Attention! If group of the radio buttons is inactive, and you can not choose
the type of commission, but consider that this operation must be accessible
for you, please contact the system administrator with a request to adjust
the parameter FxCanChangeFeeType for your client place. Setting of
parameter and possible values is described in manual of iFOBS system
administrator.

Commis. amount

Field contains commission amount (if the commission is withdrawn as fixed
amount)

Commission (%)

Field contains the percent of commission for currency purchase (if the
commission if withdrawn in percents)

Commission

N\A

Field contains the currency of commission (according to the NBU

* Additional option
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curr. requirements is hryvnia)

Commiss. - The field contains account number from which money for commission will be

account withdrawn. The field is available for commission type “Charge off our
account” only.
If the Comission acc field is filled primarily and in the dropdown list
accounts in the different banks/branches are available, then after choosing
one of them you can select only the accounts of specified bank/branch in
the UAH account and Currency acc fields

Max. sum of - Field contains data as for the maximal amount of commission

commission

Bank account - Field contains account number to which commission will be transferred. It is
available only for commission type “Transfer to account in the bank”

Payment - The field is for entering comments, maximum 160 symbols

comments

Note - The field contains any additional information concerning the request. This
field allows to enter no more than 254 symbols

Purpose for + The bookmark contains information about purpose for currency sale (see

currency sale “Purpose for currency purchase/sale”). Maximally possible amount of
contracts - 5

Budget item - In the currency account you specified is a budget account it is necessary to
specify the budget item (select from the drop-down list)

State N\A | The field contains information about the current document state (see
“Document state”)

Req.sign level N\A | Number of signatures required for sending the document to the bank is
specified in the field (for documents having the state “"Not all signs”)

User 1 N\A | The field displays the login of the user who has signed the document with
the first signature

User 2 N\A | The field displays the login of the user who has applied the second signature
to the document

Authorization N\A | The fields of this section display the logins of the users applied authorization

signs signatures of the 3-6th levels to the document.
The third signature is necessary if the amount of the document exceeds the
authorization limit amount set by the administrator.
The fourth, the fifth and the sixth signatures are required in case when the
debited account is a budget account.

Accept comment | N\A | The field contains message about errors occurred at filling of the document
form. If there are no errors, the field is not displayed

4.3.4.

To invoke the task use the button “"Requests for currency conversions” on the panel "Currency
operations” or in the menu item Payments.

Requests for currency conversions

Attention! For conversion operations ability, you must have accounts in the relevant foreign
currencies be opened, as well as an account in the national currency for the commission charging.

According to agreement with your Bank, you can transfer acquiring currency to an account opened
in another bank, or to an account of your partner. To do this, you need to switch option According to
paym. orders in the section Transaction type and enter the number and date of the payment order (or
SWIFT currency document), according to which the Bank must be made currency transfer.

Processing of applications in the bank is carried out manually, according to business process, and
such cases are individual.
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@ Requests for currency conversion E'@
Mo. Reguest date Valid til Goal
15975 29.08.2019 | (29.08.2019 | Conversion
Sale Rate of exch.
Amaount 10.00 | Currency |EUR v +! Rate of the Banl
Fize.
Our account (UA 45 300006 0000026001000000004 |260010( -
Acquiring Rate of conversion
Amount 10.00 | Currency USD -
Account (UA 90 300006 0000002600580001228|260058( w
Transaction type
According to paym. orders
Commission
Interest 1.0000 Retain from our account
UA 92 300006 0000000262070011228 -
Amount Include to acc. in bank
JAH UA 90 300006 0000002600580001228 -
Contact information
+380007006767
Authorized person |:|
Mame Phone number
MpokoneHko Bacunii Kapnoewy +380577370908
Payment comments |@xtra conversion
| |N|:|. Date of upload Filename State
+ &
State User 1 User 2 Authorization
On client |Entered
v Save | | ¥ Cancel

Item description

Item Req | Description

Table N\A | Table contains a list of requests for currency conversion that correspond to
the filter parameters set at the top of the form (see “Data filtering in
tables”). Records are marked with different colours in compliance with
documents states, the first column contains signatures applied on
documents (see “Document state”)

Record

No. + The field contains a number of request for currency conversion. The number
is inserted automatically at document creation in accordance with
numbering settings (see “Numeration”), but you can change it if necessary.
Attention! After documents sending to the bank, the field is unavailable for
editing!

Request date + Field contains date of request creation. By default the system displays the

current date of bank operating day. You can change this date
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Valid till +/- The maturity date of a request.
Depending on the settings of the client's place, the following options are
available:

e The field is optional.

e The field is filled in automatically with the current date with the
ability to edit.

e The field is filled in automatically without the ability to edit

Goal + The field contains the purpose for currency conversion

Sale

Amount - The field contains amount of currency for sale. Depending on work-station
configuration the field could be mutually exclusive to the amount of the
currency acquiring field (i.e. it is possible to fill in only one of these two
fields, the second value will be calculated automatically), or both fields (the
amount of acquiring and amount for sale) must be filled manually

Currency + Field contains the currency of commission. The value is inserted from
reference book (see “Currencies”)

Our account + The field allows entering or selecting an account number from which
specified amount of sold currency will be withdrawn. Besides, according to
account specified in the field, the system defines a bank branch to which the
created document will be sent. A list of accounts becomes to be available
only after entering of a currency. Closed accounts numbers are unavailable.

If the Our account field is filled primarily and in the dropdown list accounts
in the different banks/branches are available, then after choosing one of
them you can select only the accounts of specified bank/branch in the
Account and Retain from our account fields

Acquiring

Amount - The field contains an amount of acquiring currency. Depending on work-
station configuration the field could be mutually exclusive to the amount of
the currency for sale field (i.e. it is possible to fill in only one of these two
fields, the second value will be calculated automatically), or both fields (the
amount of acquiring and amount for sale) must be filled manually

Currency + Field contains the currency of commission. The value is inserted from
reference book (see “Currencies”)

Transaction type + The switcher makes it possible to select if the bought currency should be
transferred to the specified account or to the one specified in payment
order. Subject to this, it is necessary to specify either account number in the
field Account or data of payment purpose in the section “Payment order”

Account - The field contains account nhumber to which the bought sum will be
transferred (filled in accordance with the selected switcher “Transfer to”).
The list for account selection is available only after entering of the currency.
Closed accounts numbers are unavailable.

If the Account field is filled primarily and in the dropdown list accounts in
the different banks/branches are available, then after choosing one of them
you can select only the accounts of specified bank/branch in the Our
account and Retain from our account fields

Payment order - The field contains number and date of the payment order according to which
the bought currency will be charged (filled in accordance with the selected
switcher “Transfer to”)

Commission

Interest - The field contains the interest rate of commission (if the commission is
collected from amount)

Amount - The field contains commission amount (if the commission is collected as
fixed amount)

Currency - In this field a user can select a currency for commission amount. The list of
currencies is inserted from the reference book “Currencies”

Retain from our + The field contains our account number from which from which the
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Item Req | Description

account commission amount will be withdrawn. Closed account numbers are
unavailable for selection.

If the Retain from our account field is filled primarily and in the dropdown
list accounts in the different banks/branches are available, then after
choosing one of them you can select only the accounts of specified
bank/branch in the Account and Our account fields

Include to account + The field contains a number of account to which commission amount will be
in bank charged
Rate of exchange + The field contains type of rate of exchange (the minimum allowable value of

the field is 0.0001 or "empty").

Attention! Depending on your work-station configuration, set in the bank,
the following different variants of values for the radio-button "Rate" can be
available for you: Market (or Authorized bank), Fixed.

Rate of conversion + This is a field to enter the maximum rate for currency purchase and
minimum rate for currency selling (in hrynvia). Filled in case that the value
of course is chosen "Fixed"

Contact information | - The field contains contact information of our enterprise, maximum 180
symbols

Payment comments | - Field contains the additional information about payment

State + The field contains information about the current document state (see

“Document state”)

User 1 N\A | The field displays the login of the user who has signed the document with
the first signature

User 2 N\A | The field displays the login of the user who has applied the second signature
to the document

Accept comment N\A | The field contains message about errors occurred at filling of the document
form. If there are no errors, the field is not displayed

If there is no data about counteragent’s address in the system, a form for manual entering of address
will be displayed during the request creating.

4.3.5. Currency documents

The section “Currency documents” is an analog of operation of national currency documents
creation but which makes it possible to work with several currencies. Unlike SWIFT documents a currency
memoorder is used for money transactions to currency accounts within one bank branch. To work with
this functionality a user must be provided with a right for operation with currency documents.

Creation of currency memoorder:

1. Click on the button “"Currency documents” on the taskbar “Currency operations”;

Click on the button ﬂ on the toolbar;
Fill the form with necessary parameters (see the description below);

4. Save the document. The system will assign a state that is defined in settings to it (see “Setting of
a state of a new or edited document by default”). The document can also be automatically signed
with your digital signature (see “Setting of automatical signing of documents”).

Attention! In order the document come into effect it must be sent to the bank server and approved
in CBS B2 (see “Sending of documents to the bank” and “"Document information”).
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M@
2104
Fayer
Bank (300009

@ Currency documents

BaHk 300009
Acc. (IBAN}  |UA 69 300009 0000026000426153729|2600042¢ w | |[EUR

Descr. YeTBepThIi ¥. K. User 1
Receiver E

Acc. (IBAN)  |UA 55 300006 0000026200000000236 User 2
Bank Baxk 300006

Acc.  (26200000000236 Country 804 « | YkpaiHa

Marme ID Code

YHpaWHCKan HediTAHEA KOMNEHWA 65213652

Details of payment (There are 137 symbols left)
with several currencies

Value date 29.04.19 - Priority| 30

Budget item -
State |On client |Entered

Req.sign level

= o 58
Document date Flanning remainder: Amount

29.04.2019 - 13 923.00 (F) 1 099.00

Authorization signs
3

4
5
&

w° Save

# cancel

Item description

Item

Req

Description

Ne

Field contains document number. The number is inserted automatically in
accordance with numbering settings (see "Numeration”), but you can
change it.

Attention! After sending of document to the bank, the field is editing
protected!

Document date

Field contains the document date. By default the system displays the
current date of bank operating day. You can change this date

Planned remainder

N\A

Text element displays account balance of payer specified in the section
“Payer”, adjusted for amount of this document (which account balance will
be if the document is accepted in the bank).

Planned balance is calculated as a difference of the current balance and all
unprocessed documents (documents with two signatures in states
“Entered”, “"Ready for sending”). If the option "Take into account delayed
documents on calculation of planned account balance” is activated
(Service/Settings/Documents/Parameters) the “Delayed/On client”
documents will be also allowed

Amount

Field contains amount of payment order

Payer

Section contains the data about payer of the document: select the account
number of payer in the field Account. The bank code, payer name and
description of the account will be substituted automatically from the
reference book of correspondent (see “Correspondents of currency
documents”).

Attention! The system fills the field with account number from the last
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Item Req | Description
saved currency payment order
Receiver + The section contains the data about payment: select a recipient from the

reference book %see “Correspondents of currency documents”), by clicking

on the button - the section fields will be filled automatically.

You can fill only the field ID code - if the contragent data is in the
reference book. The section will be automatically filled. If the correspondent
has several accounts, the last essentials by the record will be used.

Note. During the saving of document with the identification code of legal
entity, which falls short of rules of forming the ID codes, the system gives
out a report about incorrect code and asks about a necessity to continue the
operation of saving the information.

Note. For a physical person the ID number or their passport series and
number in case if this person has refused from obtaining ID code should be

indicated.
Details of payment + Field contains payment purpose of the document.
Value date - Field allows to specify the value date of the document. The value date

cannot exceed the document date more than for 10 days

Priority - The field allows to set the priority of a document, created by the template,
at processing.

Note. Depending on the settings of the client's place, the field can be
unavailable for editing

Budget item - If the currency account you specified is a budget account it is necessary to
specify the budget item (select from the drop-down list)

Authorization signs N\A | The fields of this section display the logins of the users applied authorization
signatures of the 3-6th levels to the document.

The third signature is necessary if the amount of the document exceeds the
authorization limit amount set by the administrator.

The fourth, the fifth and the sixth signatures are required in case when the
debited account is a budget account

State N\A | The field is available only for viewing and displays the information about the
current state of a document (see “Document state”)

Req. sign level N\A | Number of signatures required for sending the document to the bank is
specified in the field (for documents having the state “Not all signs”)

Accept comment N\A | The field contains information about errors of document filling. If there are

no errors the field is not displayed

4.3.6. Currency documents import from a file

The system makes it possible to import currency documents to the DB from client-bank data files
(.dat, .txt), and also to import currency payment orders from client-bank data files of the extended
format (EXP). It's possible to learn more about import files format in the document "Import and Export
Formats Description.doc".

Attention! The list of available formats is defined by presence of corresponding import libraries in
the catalogue “Plugins”.

Attention! At the document import the system performs all checks applied on documents when
they are added manually.

To import data:

1. On the taskbar “Currency operations” choose the necessary document type for import:
“Currency payment order (SWIFT)”, “Currency purchase request”, “Requests for
currency sale” or "Requests for currency conversion”;

2. Click on the j button to the right from “Operations” on the form toolbar. Select "Document
import” from drop-down list;
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3. Select the import file format;

5 Reset F11
# Font size...
Roll back default view Shift+Ctrl+R

Auto matching of height  Shift+ Ctrl+H
Auto matching of width  Shift+ Crl+W

@ Display mode r
Document export ’
Q Data export... Shift+Ctrl+5

Print preview
Open current document in M5 Word
Print the document

Journal of passing the document

Import from data files of client-bank
Import from data files of client-bank (EXP)

4. In the next window specify the location and name of the file from which the data will be
imported;

5. Click on the «Open>» button.

4.3.7.

Currency documents export to a file

The system makes it possible to export currency documents to client-bank data files (.dat, .txt),
SAP R/3* client-bank data files and also to export currency payment orders to client-bank data files of the
extended format (EXP). It's possible to learn more about export files format in the document "Import and
Export Formats Description.doc”.

To export data:

1. On the taskbar “Currency operations” choose the necessary document type for export:
“Currency payment order (SWIFT)"”, “Currency purchase request”, “"Requests for
currency sale” or "Requests for currency conversion”;

2. Click on the j button to the right from “Operations” on the form toolbar. Select "Document
export” from drop-down list;

3. Select the export file format;

* Export to SAP R/3 files is possible, if such functionality is purchased in the complete set of supply

of the system
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1 Reset F11
# Font size...
Roll back default view Shift+Ctrl+R
Auto matching of height  Shift+ Ctrl+H
Auto matching of width  Shift+ Ctrl+W
@ Display mode r
Q Document import ’
.Er;\" Data export... Shift+Ctrl+5

Print preview
Open current docurment in M5 Word
Print the document

Journal of passing the document

Export to data
Export to data

file of client-bank
file of client-bank (EXP)

4. In the next window specify the location and name of the file to which the data will be
exported;

5. Click on the «Save» button.

4.3.8.

Print of currency documents

In order to print the document:

1. Select the document.

2. Click on the j button to the right from the “"Operations” button and select Print the document
from the drop down list.

3. You can view the preprint version of the document. After that the document can be printed or

closed.

In order to print the list of documents:

1. Click on the “Operations” button on the form of currency document;

2. Select Print preview from the drop down list. You can view the preprint version of the list of
documents. After that the document can be printed or closed.

1 @ Reset

1 # Font size...
Roll back default view

Auto matching of height
Auto matching of width

E Display mode

Q Document import

Document export
1 E-}‘ Data export...

. Print preview

F11

Shift+ Ctrl+R
Shift+ Ctrl+H
Shift+ Ctrl+W

' Open current document in MS Word

I Print the document

Journal of passing the document

k

2
4

Shift+Ctrl+5
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It is also possible to open current document in MS Word format for editing and print.

To open the document in MS Word:
1. Click on the “"Operations” button on the form of currency document;

2. Select Open current document in MS Word from the drop down list. The received
document can be edited, saved or printed.

4.4, General principles of operation with documents
4.4.1. List of allowed symbols

The system provides check of all the document form fields which content is used on applying of
digital signatures. The list of symbols allowed for ciphering is specified in the following table:

Category Symbols

Cyrillic symbols a6BF,D,eé)K3VIl7IKJ'IMHOI'IpCTyd)XLJ,l-lLULIJ,'PbIbBlOﬂABBF,U,EE)K3V|V]
KIMHOMNOPCTYOXUYWWbbIb2IOAiIlile€E

Latin symbols abcdefghijklmnopgqrstuvwxyzABCDEFGHIJKLMNOPQRST
UVW XYZ

Numbers 0123456789

Other symbols % \N/-?2:5().,"+<>|{I[]!'"~ " *"NO#$R=@ _

Attention! The symbols CR and LF (Carriage return key) are restricted symbols, this is why it is
recommended not to use the [Enter] button when entering the documents.

4.4.2, Templates of standard documents

To invoke the operation use the button “"Templates of standard documents” on the panel
“Operations”.

Attention! The current system version provides operation with templates only for UAH documents.

The system allows to create documents using templates. And the document fields are filled with
template’s parameters.

Creation of a document template:
Method 1

Create a document (see “Creation of UAH document”), but before saving it, set the flag "Save as
template”.

Method 2

1. Select the operation “Templates of standard documents”;

2. Click on the button ﬂ on the toolbar;
3. Fill the fields with necessary values (see the Description);
4. Save the record.

Item description
Item Req | Description

Table N\A | The bookmark contains a list of templates of standard documents. Subject
to templates state their records are marked with different colours:

Template - state of "Not sent” record - template was added or changed on
client application and will be sent to the server at the next synchronization;

Template - state of "Changed being sent” record - template was sent to the
server and than changed on client application. The data about changes will
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be sent to the server at the next synchronization;

A\ ”

o) | | P Kstati

Record

Payer + Fields contain information about payer by the document, which is created by
this template. After entering of the bank code, name is entered
automatically, if the reference book of correspondents contains information
about this payer.

Attention! If the field Receiver is filled, this section is not obligatory for
entering.

Receiver + Fields contain information about the bank, account and country of payment
recipient by the document which is created by this template. The bank code
can be selected from the reference book of banks, after that the bank name
will be entered automatically. Country code is selected from reference book
of counties

Amount - The field contains amount of documents created by this template

Details of payment - The field contains payment purpose of the document, that is created by the
template

Budget N\A | The button makes it possible to generate a payment purpose for budget
document in the format that is required by NBU (National bank of Ukraine).
If you click on the button, the system displays the form “Budget” where you
have to select a purpose coding (from 16.09.2002 or from 13.04.2003), and
document parameters. As parameters are specified, the record is formed
and displayed in the top of the form “Value”. After entering of all
parameters, click on the "OK" button - and the record will be automatically
substituted to the field Payment purpose

Select PP N\A | The button makes it possible to select a payment purpose from the
reference book of payments

VAT N\A | The button calculates the VAT from the document amount automatically (in
accordance with the current VAT percent that is determined in settings) and
substitutes the corresponding text element (e.g. “VAT incl. <...>% <...,...>
hrn.”) to the field of payment purpose (see “Setting of VAT percent and
template”)

Days till value date - The field allows to specify amount of days which will be added to the
document date for filling the field Value date. For example, if the value of
this field is 2, and the date of created document is 20.03.2008 than the
Value date of the document will be 22.03.2008

Priority - The field allows to set the priority of a document, created by the template,
at processing.

Note. Depending on the settings of the client's place, the field can be
unavailable for editing

PP Code - The field allows to choose the payment purpose code from a list

Additional details - The field allows to enter additional details of a document, that is created by
the template

Template + The field allows to add a short description of a created template
description
State N\A | The field is available only for viewing and displays the information about the

current state of a template (see description of states in description of
“Table” description)

Please note: after creating a template and performing synchronization, editing and deleting the sent
data is temporarily unavailable. These buttons will be available after the next synchronization, when the
current data from the iFOBS database will arrive to the client application from the server.

4.4.3. Documents cloning

The function of cloning was provided for the case of creating several documents with the same
essential elements. Lest enter the same data while creating identical documents, proceed as follows:
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1. Select from the list the document you need to clone;

2. On the toolbar invoke the list ~ on the right of the documents adding button -+ and select the
item ‘Clone’. Or press the key combination ‘Shift+Ins’;

Note. To work with this functionality the user must have a right to documents cloning.

3. Check whether the fields values of the cloned document are right and edit them, if it is
necessary;

4. Click on the button ‘Save’.

Note. On the form National currency documents you can clone several documents at once. To
do this select the documents and click on “Clone selected” or the key combination [Ctrl]+[Ins].

@ Maticnal currency documents EE

'+ Current '~ Date  Qutgoing | Documents created according to regular payments
" Previous  Period  Not approved

Drag a column header here to group data by the column

State j|hcc. (IBAM) v j| Date of entering to j| Documer j|
] E In bank |Approved UA 35 300006 0000000260040011289|26004001 04.05.17 17:39:43 24.09.2010
] E In bank |Approved UA 35 300006 0000000260040011289|26004001 04.05.17 18:53:43 24.09.2010
] E In bank |Approved UA 35 300006 0000000260040011289|26004001 05.05.17 11:31:45 24.09.2010

In bank |Mot all signature UA 35 300006 0000000260040011289|26004001 06.06.17 18:53:06 24.09.2010

B . mbankisent  |UA 35 300006 0000000260040011289|26004001 [24.07.18 18:39:06  |24.09.2010 |

In bank |Mot all signature UA 35 300006 0000000260040011289|26004001 26.07.18 12:28:00 24.09.2010 —
In bank |Mot all signature UA 35 300006 0000000260040011289|26004001 30.07.18 11:22:18 24.09.2010
In bank |Mot all signature UA 35 300006 0000000260040011289|26004001 30.07.18 11:34:59 24.09.2010

s In bank |Approved UA 35 300006 0000000260040011289|26004001 |02.08.18 18:10:01 24.09.2010 |

In bank |Approved UA 35 300006 0000000260040011289]26004001 |02.08.18 17:59:55 24.09.2010 |

E In bank |Approved UA 35 300006 0000000260040011289 26004001 02.08.18 18:05:48 24.09.2010
E In bank |Approved UA 35 300006 0000000260040011289|26004001 02.08.18 18:24:56 24.09.2010
-;H(': S— - ;" =90006 0000000260040011289|26004001 11.05.19 16:51:33 24.09.2010
I reate ns
i 006 0000000260040011289|26004001 29.09.17 12:23:58 29.09.2010
+ Clone Shift+Ins ———————————————————————————— ———
+ Clone selected Ctrl+Ins v|
| + Create by template  Ctrl+Alt+Ins ﬂ
Customize Quick termplates...
'I'Iv i = | 44 4 P FF| A v||@0p€raﬁﬂr'|| @Signatures'“ Efi| Switchto ~ 4135

It is necessary to keep in mind that while cloning, the essential elements of the source document
are placed in the new document, except for several fields values that are changed or cleared by the
system automatically:

1. Document Number - it is changed to the ordinal number of the new document automatically;
2. Document Date (in the national currency) - it is updated for the current date automatically;

3. Application Date (for the purchase, selling, conversion of currency) - if it is less than the current
date, the system will propose you to change it;

4. Value Date - the field is cleared if the date entered in it is less than or equal to the document
generating date.
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Confirm §|

9P The document date is less than the current date maore than For 10 daws, Do you really wank to leave the date?

o)

Yes | | Mo |

Attention! While cloning applications for the purchase or selling of currency the documents are
cloned in the purpose of purchase or selling. If any of the parameters has been removed from the
reference book, cloning will proceed, but when you save the request, you will receive a message, and will
be able to edit the field.

4.4.4, Signing of documents
To apply a digital signature on a document, do the following:
1. Select the document for signature applying;

2. Activate the context menu of this record and select Sign. Your digital signature will be
applied on a document (or both signatures, if you have the right to apply two signatures).

Attention! A user is able to sigh documents only if he has rights for corresponding signatures and for
debit accounts from which money will be withdrawn (see “Account rights” and “Interface rights”).

To sign all documents, use the option “Sign all” from “Operations” on the tool bar of the form.

Attention! According to the security requirements, the system checks the certificate term of validity
every time when the document is sent to the bank. The sent document should to be signed with valid
certificates only. And the certificates have to be valid for the moment of documents sending. If the
certificates are invalid, you will see the corresponding message and the document will be sent with an
error.

To sign a document on behalf of another user (of a user that is not registered in the

system):

1. Select the document which you are going to sign;

2. Click on the button j, to the right from “Signatures” or activate the context menu of the
record and select the option Sign on behalf of;

| 5ign on behalf of...

Login
AWARTY D, b

Frivate key passwiord

Path to the user certificate and private key
Dok _for _wik\ProgshiFOBS Clientlsert\baybalk

Canicel Help

3. In the opened authorization form enter a name of a user, digital signature of which you are
going to apply on the document, specify the path to files of key and certificate of the user and
enter the user’s private key password. Click on “Sign”;

4. If the entered data is correct, the signature will be applied on a document.
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To sign a document on behalf of user of other client:

1. Select the document which you are going to sign;

2. Click on the button j, to the right from “Signatures” or activate the context menu of the
record and select the option Sign on behalf of (other client);

= Sign on behalf of...

Login Signature
TEST77 First
Frivate key password Second

Path to the user certificate and private key
W\ Sagehcertiphobos, TESTZY

Sign Cancel Help

3. In the opened authorization form enter the login of the user, which digital signature you are
going to apply on the document, specify the path to files of key and certificate of the user and
enter a user’s private key password. In the «Signature» section mark, with which signature
(first and/or second, third) you want to sign a document. Click “Sign”;

4. If the entered data is correct, the signature will be applied on a document.

Attention! A user is able to sign documents only if he has rights for corresponding signatures and for
debit accounts from which money will be withdrawn (see “Account rights” and “Interface rights”).
Otherwise, during synchronization with the bank, you will receive the error message.

To delete the digital signature from the selected document, use the option “Delete the first
signature”, “Delete the second signature” or “Delete all signatures” - depending on which
signature you want to delete.

You can adjust the number of signatures required for sending to the bank (see “Setting of number
of signatures required for sending to the bank”), and also automatical signing of documents (see “Setting
of automatical signing of documents”).

4.4.5. Sending of documents to the bank
In order to send documents to the bank, do the following:

1. Make sure that all new documents which you are going to send are in the state “"Ready for
sending” or "Changed being sent”;

2. In order the document be in the state "Ready for sending” select this document, click on

the button | to the right from “Signatures” on the toolbar and select “Switch to ‘Ready for
sending’ state”;

Attention! The system will automatically switch the document state to “"Ready for sending” or “"Changed
being sent” if the document has the required amount of digital signatures (see “Setting of number of
signatures required for sending to the bank”).

3. To send documents to the bank and get the latest data about their state, click on the
button @ on the toolbar.

The system can send not only your documents at synchronization but also documents with the state
“"Ready for sending” of other users of this application (see “Sending”).
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4.4.5.1.SMS-confirmation of the document’?

1.

In certain cases the user should confirm a transaction additionally by using one-time password.

To confirm the document:

When the form for entering the dynamic password will be displayed, click the "Resend SMS
code” button. The SMS, containing the one-time password, will be sent on the phone number
which you have provided when registering in the bank.

il N
Information ﬁ

5MS5 code has been sent to your mobile phone,
After SM5 code is entered and checked the process of authorization will be continued.

oK

e

2. Enter the received code in the SMS code field and click on the “Authorize” button.

Authorize payment package with SMS code I&

List of payments requiring authorization
ﬂ|Pa}rment package Mo 2555197 (quantity of payments 2 for the amount of 0.06 UAH)

Authorize [ reject
Selected:

SMS code (123456 M || Authorze || Reject Cancel

If SMS code was not accepted by the system, an error message will be displayed. Click "Request
SMS-code" again, enter the new code and click on the "Authorize" button.

L

If you enter an incorrect SMS code for several times, your registration record will be blocked. To
unblock your registration record, contact the bank, please.

You can refuse of authorizing the document by clicking the "Reject" or "Cancel” button on the
"Authorization payment package with SMS code" form. If you click on the "Reject" button, the
document will be rejected.

If you click "Cancel" button, authorization of the document will be canceled and the document
will get the “Requires confirmation” state. Pay attention, please, that for document in the
“Requires confirmation” state the operations of editing, signing and deleting are not available. For
further operations you have to re-authenticate the document by using Service/Document
authorization menu item. Select the package of payments you want to authorize, click the
"Resend SMS code" button, enter the confirmation code in the SMS code field and click the
"Authorize" button.

™t Additional functionality
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Service
=¥ Synchronize actions with the bank F5
Settings...
| Document authorization
E} Messages
System log r;‘fllu'cf'u:-rize payment package with SM3 Lcc:E g1
Update ter List of payments requiring authorization

+l|Payment package No 2555238 (quantity of payments 1 for the amount of 0.01 UAH)
4| Payment package Mo 2551834 (guantity of payments 1 for the amount of 0.01 UAH)
2| Payment package Mo 2555197 (quantity of payments 2 for the amount of 0.06 UAH)

—Authorize [ reject
Selected:

Reject Cancel

sMs code |123456)| SMES |

[ o

7. You can also authorize a single document that requires authorization by selecting the Payment
authorization by SMS code menu item or the same item of the Signatures menu.

(o))

|| Documents created according to reqular payments

@ Mational currency documents

[ Date | Dutgoing
' Period ' Not approved

'+ Current
" Previous

Drag a column header here to group data by the column

State j|ﬁcc. (IBAN) v ﬂ| Date of entering t0j| Documerj|
| |8 1 bank | Approved UA 35 300006 0000000260040011289|26004001 04.05.17 17:39:43  24.09.2010
8 In bank | Approved UA 35 300006 0000000260040011289|26004001 04.05.17 18:53:43  24.09.2010
8 In bank | Approved UA 35 300006 0000000260040011289|26004001 05.05.17 11:31:45  24.09.2010
In bank |Not all signature UA 35 300006 0000000260040011289|26004001 06.06.17 18:53:06  24.09.2010
> s 4001 [24.07.18 18:39:06  |24.00.2010 |
In bank |Not all 14001 26.07.18 12:28:00  24.09.2010
Sign current document
Inbank [Notall " 14001 30.07.18 11:22:18  24.09.2010 —
— .gn on Denall o
i In bank [Notall o= ahoraaton by 5 coie | 14001 30.07.18 11:34:59  24.09.2010
8 In bank |Approv 14001 02.08.18 18:10:01  24.09.2010
® Inbank [Appray  Deleteal signatures 14001 02.08.18 17:59:55  24.09.2010
| |8 Inbank |Approy  Decumentimport ' 14001 02.08.18 18:05:48  24.00.2010
8 In bank [Approy  Decument export 14001 02.08.18 18:24:56  24.09.2010
B%In bank |Approy  Ddtaepor.. Shift+Ctd=S 14001 11.05.19 16:51:33  24.09.2010
|8 1 bank |Sent :"_""' _ € 34001 20.00.17 12:23:58  29.09.2010
® In bank |Not all ore presye 14001 29.00.17 12:35:59  29.09.2010
| Roll back defautt i - ; -
| | e In bank |OTP o M Authorize payment package with SMS code ﬂ
ZabEaletee Reset
H Total by selected dd | List of payments requiring authorization
a Clone +|[Payment package No 2551834 (quantity of payments 1 for the amount of 0.01 UAH)
I Table | Record Delay
Switch to ‘Ready fo
+ - & = | 4~ —rruu | authorize / reject
Selected:
sMs code | 123456 H sME | [ Authorze [|  Reject ‘ | Cancel
L -

Page 83 of 175



iFOBS.WinClient User manual

Pay attention please - if the package includes more than one document, the Payment
authorization by SMS code menu item will be inactive. You can authorize the package using the
Service/Document authorization menu item.

8. After successful authorization you will get an appropriate message. Click “"OK" button.

'l -
Information Iﬁ

Authorization is performed successfully

OK

e

9. On the next step the system will display information that the state of the authorized documents
will change within a minute and will offer you to synchronize actions with the bank.

[ Confirm Iﬁ1

You have authorized documents (their state will change within a minute)!
To receive information about new state of the documents you need to perform synchronization with the bank,
Synchronize all actions with the bank now?

Yes Mo

4.4.6. Deleting of documents

To delete a document, which is not send to the bank:

1. Select the document or some documents you want to delete;

2. Click on the = button - “Delete the current record”;
3. Click on the “Yes"” button in the dialog window.

Selected documents will be deleted.

You can also click by the left mouse button on the icon E in the left top corner of the form and in
the opened menu select the Delete unsent data... item (see "Data updating”). This operation will delete
all unsent to the bank documents from this form.

You can also delete documents already sent to the bank, provided that they are not processed in
the CBS and the system administrator enabled system setting "Allow deletion of documents sent to the
bank" (see "General").

To delete a document, sent to the bank, but not processed in the CBS:
1. Select the document ( in the “In bank/Entered” state);

2. Click on the = button - “Delete the current record”;

3. System will ask for confirmation. Click on the "Yes” button. The document will be marked
for deletion.
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[ Confirm @1

The document is sent to the bank! Do you really want to delete it? If «Yess, the document will be marked for deletion and deleted at the next synchronization.

4. Click on the button @ to synchronize the data;
5. If the document is not processed in the CBS yet, it will be deleted;

6. If after marking a document for deletion the synchronization fails, then the document
status, the signatures and the document version will be restored at the time of removal, and
the user will receive an error message indicating the reason of the deletion error (e.g., “The
document was processed by operator and can not be changed”, "The document was deleted by
the operator”, "The document type is not define”, "No connection to the bank”).

Attention! If within one client several users were created, then each user is able to delete
documents created and signed by other users within the same client.

4.4.7. The journal of passing documents

The iFOBS users can view the journal of passing documents both in the national and foreign
currency. The availability of such a journal makes it possible, for example, to resolve controversial
situations concerning delaying payments via the banking system.

For this purpose do the following:

1. Select the document you need in the form of entering documents (in the national or foreign
currency).

Click on the button “"Operations” and select the item Journal of passing the document.

Click on the button “"Get log” in the bottom part of the opened form for receiving actual data
concerning the document.

4. Use filters and sorting for easy operating the journal (see «Data sorting in tables», «Data
filtering in tables»).
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£l Documentlog T o e |

Drag a column header here to group data by the column

Document ﬂ| Date of change * j| State I[j| Reject cumrj| Change |
788500766  15.08.2012 14:57:2% Approved KHBF1
788500766  15.08.2012 14:57:2: Approved KHBF1

» [T e 788500766  15.08.2012 14:57:2; Approved KHBF1
8 In bank | Approved 00/0412/15:08:09))) 10|| N FESS00EE 1508 INTHI2:545% Snmane L
- 15.08.2012 14:57

hopoved | ka1

] Reset [0

B 34 qp|| 788500766  15.08.2012 13:15:5¢ Sent KHEF1 j

| Roll back default view ShiftsCtrl+R (40 11
Auto matching of height  Shift+Ctrl+H (38 11
: Auto matching of width — Shift+ Chrl+W 126 11
_ B Display mode R
8:51 11
B Q Document import L 44 1
] Print payment order 37 11
Print all payment orders 10 11

| Data export... Shift+Ctrl+5

Unsent documents report

3

44 4 b bb| 3 search v|| @ operations v/ |

Journal of passing the decument

I
o |
Table | Record

dhv i o= 44 4 b BB ﬂ'“r@[]peraﬁor'|

=

Fdsigns ~|| @2 | swithto ~|
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5. DEPOSITS AND LOANS

There is a possibility for users to view data about deposits and loans of their counteragents as well
as to perform the deposit active operations (if performing active operations is admitted with deposit
contract terms) in the system. Data is loaded into the system from the CBS B2.

5.1. Deposits

For viewing data about deposits go to the menu item Deposits/Loans on the main taskbar and
click on the "Deposits” button or select the menu item Payments/Deposits.

There is a list of deposits on the tab “Table” and there is detailed data about the deposit selected
from the list on the tab “"Record” (see the items description below).

@ Deposit information EI@

Contragent

|‘.Wc|:|aqu:|caﬂ HedTAHaA KoMNaHs| ‘

Deal number CurrencyValid from Valid till Deal state
147 uUsD 15.07.08 25.12.25 Active
Deposit name

Active

Rate
Interest account Date of the next payment

UA 55 300006 0000026200000000236 ||01.10.19

Interest rate Amount of the next payment
12 1.97

Main debt

Current balance
200.00

Main account

IUA 69 300009 0000026000426153729

Table Record

B Bk | 34 search - @' Operations ™ 72

Items description

Item Required to be | Description
filled in

Table N\A The table contains the list of counteragent’s deposits.

Record

Contragent N\A The field contains data about the counteragent whose deposit deal is viewed by a
user.

Deal N\A The deal number in the CBS B2 DB is displayed in the field.

number

Currency N\A The field contains the deal currency code.

Valid from N\A The field contains the beginning date of the deposit term.

Valid till N\A The field contains the expiration date of the deposit term.

Deal is N\A The check-box for defining whether the deal is closed in the CBS B2.

closed

Deposit N\A The field contains the name of deposit

name

Interests N\A The section contains data about deposit interests, i.e. interest accrual account,
deposit interest rate, as well as the date and amount of the next payment.

Main debt N\A The section contains data about the deposit main debt, i.e. the deposit main
account number and current balance of this account.
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Attention! In the iFOBS only deposits of such deal types in the CBS B2 as 61, 340, 361 are
displayed.

5.1.1. Deposit operations

If performing deposit active operations is conceded with deposit contract terms, you can fulfill them
in the iFOBS. For this do the following:

1. Select the deposit you need from the list.

s =

@ Deposit information EI
B

Drag a column header here to group data by the column

Current balarﬂ|‘u’alid from jh’alid till j| Deposit name j| Date of tt / ﬂ|hmount :ﬂ| Inte

1 500.00 06.09.10 06.09.11  [fdenozvTHas nuHkA  01.10.10 17.75
3 000.00 06.09.10 06.09.11 [eno3WTHas nuHMA  01.10.10 35.51
1500.54 06.09.10 06.09.11  [fdenozvTHas nuHkA  01.10.10 4,44
1 500.00 06.09.10 NA NG 11 Nann2uTuaa nuuua ni1n1in 17.75
3000.00 06.09.10 % Reset F1L 35.51
3000.00 06.09.10 Font size... _ _ 35.51
— Roll back default view Shift+ Ctrl+R
1 500.00 06.09.10 17.75

— Auto matching of height  Shift+ Cerl+H

- R Auto matching of width  Shift+Ctrl+W Lo

3 000.00 06.09.10 35.51
 3000.00 06.09.10 F& Display mode ' 35.51
 1500.00 06.09.10 £ Data export... ShiftsCtrl+S 17.75
" 1500.00 06.09.10 17.75
N 1 500.00 06.09.10 History of deposit documents 17.75
[ (Deal is closed = No) Schedule of interest accrual Customize... ,l

Print preview

1
[ Table | Record
44 4 ¥ BR | &3 search - | @ Dperaticn;' |

2. Activate the task “Operations with deposits” and a message about necessity of performing
synchronization with the bank will be displayed.

| Confirm .- g*

@ Mo available deposit operations. To continue, you have to synchronize available operations on the deposit, Perform a synchronization with the bank now?

| Yes | ‘ Mo ‘

% ———— o)

3. Perform the synchronization (by means of the button “Yes” in the message window).

4. Fill in the fields of the form “Operations with deposits” which has been opened (see description in
the table below).

Page 88 of 175



iFOBS.WinClient

User manual

@ Operations with deposits
Deposit
111113

Operation
Partial withdrawal -

Amount

Receiver
Bank (300003

AcC. |UA 55 300006 0000026200000000236 vi UAH

Cu3c-BaHk

Descr.,000 KowkuH aom (gonr)

Payment purpose
YacTKoBe 3HATTA KOWTIE 3rigHo 3 yrogow N2 111113

User 1
State On client |Entered

+ Save | | XK Cancel

-

=8 Eol 5

Document date

N©
UAH | 8732

W My account

User 2

5. Click on the “Save” button.

6. Sign the document and perform the synchronization.

7. For viewing the list of deposit operations as well as detailed data about each operations, go to
the item Deposits/Loans on the main taskbar and click on the button “"Operations with deposits”.

Items description

Item Required to Description

be filled in

Deposit N\A The deposit contract number.

Document N\A The current date is set on default.

date

Operation + The list of deposit available operations.

Amount + This is the field for entering an amount of the operation in the currency of the
deposit.

Ne + The ordinal number of the document (it is specified automatically according to the
rules of documents automatic numeration).

Receiver + This is the section for entering data about a recipient: the bank code and name (it
is selected from the adjusted reference book of banks in Ukraine), the account
number, the country, the name and the ID code.

My account +/- When the checkbox is set the list of accounts to which funds from the deposit can
be transferred will be shown automatically in the Account field. If the checkbox is
disabled the user enters details in the section "Receiver" manually.

Note. The checkbox is available only for the operation "Partial withdrawal".

Payment + This is the field for entering a payment purpose (the maximum quantity of symbols

purpose is 160).
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5.1.2.

The history of deposit documents

For viewing the history of deposit payment documents select a deposit from the list and activate the

task “History of deposit documents”.

| Deposit information

Drag a column header here to group data by the column

Transaction na. j|CurrE j|l:urrer‘|t k j|Ir‘| effects j|1r‘| effects j|Mearest ¥ j|f-‘«m|:|ur‘|t ¥ j|

| MMOD734
- MMO0713

LI&H
LU&H

B (Trans. is closed = Mo}

4 000.00 14.07.09 14.10.10 14.10.10
b B o T B T | 45 AT A% A5 450 S5 45 1':':':'9
i Reset F11
J" Fank size, ..
R.oll back default view Shift-+CErl+R
Auko matching of height  Shift+Cerl4+H
Auko matching of width Shift+Crrl+w
@ Display mode L
£ Data expart... Shift-+Ctrl+5

Cperations with deposits

Histary af deposit dacuments

Schedule of interest accrual

Table | Record

Print preview

1001564
a0,74

44 4 b BB | 34 Search ||@' Operatian;" |

I

In the form which has been opened there is a list of all the documents concerning the deposit in the
tab “Table” and there is detailed data about each document in the “Record” tab, i.e. the date, number
and currency of the document, the document type, the debit bank code and the debit account, the credit
bank code and the credit account, the payment purpose and the document status. The data of this form

is only in the view mode.
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0 History of deposit documents

Drag a column header here to group data by the column

Documer || Document date

_v_'AmDunt

| Debit account ~| Credit accour ~| Debit ba

Currency
980

200.00

Document date Document No. Arnount
_14PEI?.2EIIQ | .1
Document type
_ﬂnaTexHDe nopyYeHue
pebit bank code Debit account
SIICIM_ ‘ UA 55 300006 0000026200000000236
Credit bank code _ cra:lit account
. EIJDIII4_ lUA 69 300009 0000026000426153729
Payment purpose
Mononkerue genosuTa
. Status
N Table | Record .rpDEEABH
4 4 b pp _:ﬁSea
Table Record
id 4 b bp ﬂ'ﬁ Search | '@ Operations ¥ |
5.1.3. The schedule of interest accrual

For viewing the schedule of deposit interest accrual select a deposit from the list and activate the
task “Schedule of interest accrual”.

| Deposit information

Drag a column header here to group data by the column

Transaction na. j|CurrE j|l:urrer‘|t k j|Ir‘| effects j|1r‘| effects j|Mearest ¥ j|f-‘«m|:|ur‘|t ¥ j|

| MMOD734
- MMO0713

B (Trans.

L1aH 4 000,00 14.07.09 14.10.10 14.10.10 100164
LJaH SLARAIAA A5 AT A TAAnAn 210,09 00,74
i Reset F11
J" Fork size. ..
Roll back default view Shift+Crl+HR
Auka matching of height Shifk+Crrl+H
Auto matching of width  Shift+CkrlH4-w

@ Display mode »

Q Daka expork, ..
Cperations with deposits

Shift+Ckrl+5

Histary af deposit dacuments

iedule of ink

Table | Record
44 4 b BB | 34 Search ||@' Operatian;" |

Print preview
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In the form which has been opened there is a list of all the interest accruals concerning the deposit
in the tab "Table” and there is detailed data about each accrual in the tab “"Record”, i.e. the date, amount
and the currency, the branch code, the account number, the correspondent bank code and account, the
description and the state. The data of this form is only in the view mode.

7 History of deposit documents (25.10.2010) : EI[‘S_TI
Drag a column header here to group data by the column =
Document date - || Amount T ||Currency ~ | Date fram - | Date fill
03.11.2008 14.75 980 02.07.2008 31.07.2008
03.11.2008 15.25 030 01.08.2002 31.08.2002
03.11.2008 14.75 930 01.09.2008 30.09.2008
0=.11,2003 15.25 920 01,10,2002 31.10,2003
11.12.2008 14.75 930 01.11.2008 30.11.2008
321.01,2009 15.25 920 01,12,2002 31.12,2008
07.02.2009 15.29 930 01.01.2009 31.01.2009
13,07, 2009 13.81 920 01,02,2009 28.02,2009
13.07.2009 15.29 930 01.03.2009 31.03.2009
13,07, 2009 14,79 920 01.04,2009 20.04,2009
13.07.2009 15.29 030 01.05.2009 21.05.2009
13,07, 2009 14,79 920 01,06,2009 20.06,2009 -
4 b
I Table | Record
B Bk 34 search * Y Operations 15
5.1.4. Depositing money**

If your bank provides such service, you can create a request for depositing money and send it to
the bank.

For creating a request:

1. Use the button “Depositing money” on the panel Deposits/Loans.

2. Click on the ﬂ button on the toolbar.

3. In the “Source account” group-box choose a source account from the list of your enterprise
accounts.

4. Select a deposit you interested in from the list in the Deposit name field.
In the “Deposit conditions” group-box information about the deposit you selected will be displayed.

5. Select a deposit term (choose from the available conditions according to the parameters you
have selected).

Depending on the type of the chosen deposit the minimum and maximum deposit amounts will
be displayed on the screen.

6. Enter deposit amount.

** additional functionality
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The Annual interest rate field will be filled in automatically (interest rate is calculated as of

current date and can change during the deposit contract validity period depending on its conditions).

7. In the “Account for interest payment” group-box select an account for interest payment.

8. Check your deposit conditions once more and set the check-box “I have read and understood,

and I agree with the deposit conditions”.
9. Click on the “Save” button.

10. Sign the document and perform the synchronization for sending it to the bank.

RR[RoS x ]

K] Depositing money

Source account
Bank 300006 BaHk 300006

Deposit conditions

Account for interest payment
Bank |300006 BaHk 300006

Acc. UA 90 300006 0000002600580001228|26005800 » | |UAH

Descr. TOB "NacTouyka”

v| I have read and understood, and I agree with the deposit conditions

Acc. UA 90 300006 D000002600580001228| 26005800 + | |UAH

Descr. TOB "MNacrouka"
Deposit name Depaosit term
HoBbIi oA TECTMPOBEHKA HA CHERK C KanuTanu3aumned | 365 gHed

Deposit account Agreement number
Bank

Acc. Descr.

Interest payment type Kanuranuzauns ¥ | FPartial withdrawal possibility v
Interest payment term On the maturity date Automatic prolongation
Replenishment possibility v Max. quantity of prolongations 0
Deposit amount Min. deposit amount  Max. deposit amount  Annual interest rate *
1 002,00 | |UAH 0.3a 100000 12.00

State User 1 User 2
In bank |Approved LADAT LADAZ
| & Save | | X cancel |

5.1.5. Print a request for depositing money

If you need to print a request for depositing money:

1. Use the button “Depositing money” on the panel Deposits/Loans.

2. In the form which has been opened there is a list of all requests for depositing money in the tab
“Table”. Select the request from the list and activate the operation "Print the document”.

3. You can view the preprint version of the request for depositing money.

4. Click on the button = in the toolbar for printing the request.
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Depositing money [E=NESR(
Drag a column header here to group data by the column [
State || Date of enterin »|| Source account (IBAN) © v/ Documer ~| N2 ~|Amount =]
g“[ﬂ bank |Sent 31.07.19 19:04:57 UA 84 300006 0000002208930011 24.09.2010 41041 19.13
e In bank |MWot all sigr01.08.19 19:46:0« UA 83 300006 0000000260590011 24.00.2010 41110 1 952.00
:E!m bank |Sent 04.08,19 17:52:2! UA 80 300006 0000026181028001 24.09.2010 41273 95.53
E!m bank |Sent 04.08,19 19:02:57 UA 80 200006 0000026181028001 24.09,2010 41279 56.66
_g“]:n bank |Sent 04.08.19 20:58:4. UA 80 300006 0000026181028001 24.09.2010 41284 100.10
_E!In bank |Error of 31.07.19 17:01: UA 76 300006 0000026004000 24.09.201( 41031 19.13
| In bank |Mot all sigr02.08.19 17:04:3¢ UA 76 300006 0000026004000000 24.09.2010 41231 59.88
| 1 bank |Not all sigr02.08.19 18:09:1¢ UA 76 {8 Reset F11 Es 55.55
In bank |Not all sigr 02.08.19 18:25:41 UA 76 1 & Font size.. 9 55.66
_59]}1 bank |Sent 02.08.19 19:48:47 UA 76 3 Roll back default view Shift+Ctrl+R &0 50.99
_EUIH bank |Sent 06.08,19 13:01:1( UA 76 3 Auto matching of height  Shift+Ctrl+H 12 150.11
| Inbank | Mot all sigr 08.08.12 09:02:4; UA 763  Auto matching of width  Shift+Ctr+W  Bp 11 111.00
: In bank |Not all sigr 08.08.19 09:04:3; UA 76 2B Display mode ’ I51 11 111.00
id £ Data export... Shift+Ctrl+S |
In bank |Mot all sigr 08.08.19 09:13:5. UA 76 ] : b3 11111.00
P | | F‘rnt preview LIJ
e e
dev @ = |44 4 » b | 3 search v||[@ operations v | 5 sionatures ~|| B2

5.2. Loans
To call the task use the button “Loans” on the panel Deposits/Loans or Payments/Loans.
The form provides the information about loans of user’s counteragents.

The client application allows only to view the loans; adding, editing and deletion are unavailable on
the form.
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@ Loan information EI\EI
Contragent
4ETBEPTbII YK |
Deal number CurrencWalid from Valid till Deal state
1 UAH 23.04.10 31.07.15 Active
— Rate Main debt
Interest account Current balance Date of the next loan repayment
UA 48 300006 0000000260030011228 0.00
s kil Gl Main account Amount of the next payment
11 111 [ua 13 300006 0000026009000000017 33.33
Date of the next payment
Commissions
Amount of the next payment Sum of accounting Mumber of paid commission
0.00
Penalty Total amount of loan repayment
CyMMa NeHw O6Lwan cymma 0.00
| |Fee & Comission rule ni » || Currency code of F|~||Amount -
Table Record
B BE | 34 search v || FY operations = 12
Item description
Item Req | Description
Table N\A | Table contains list of contragent’s loans
Record
Contragent N\A | The field contains a data about contragent, whose credit transaction is
viewed by the user
Deal number N\A | The field contains the number of transaction in CBS B2
Currency N\A | The field contains currency code of the deal
Valid from N\A | The field displays the date of the beginning of a credit
Valid til N\A | The field displays the date till which the credit is valid
Deal is closed N\A Indication if the deal is closed in CBS B2
Interests N\A | The section contains the data about interests by credit: interest account
number, interest rate by credit, and the date and amount of the next credit
interest repayment
Main debt N\A | The section contains the data about the main credit amount: the main
account number by credit, the current account balance, and the date and
amount of the next repayment
Penalty N\A | The field contains the data n the amount of the penalty (depending on the
bank settings, this field may not be displayed on the form)
Commissions N\A | The section contains the data by credit commission: amount of charged and
paid commissions (depending on the bank settings, this section may not be
displayed on the form)
Charge information N\A | The section displays information about commissions and fees charged for
the credit (if available): charge name, currency code and amount

Pay attention: iFOBS displays only the loans with deal types - 309 and 353.
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User manual

1. Select the section “Operations” on the main toolbar (it is also available from the menu
“Service” on the top toolbar of the form);

2. Click on the button “"Messages”;

& Messages E'@

P

= & = v _| B _ [ a8
Create Update Delete Read Signs Deliver Print
=8 @5‘-‘ Local folders
_____ . Incoming (95) Drag a column header here to group data by the column
""" ~® outgoing (0) State  v|[Sender / +|Subject  +| Message date hd
""" % ge”;t (21) { | Fromban @ DENIS  ykeykel 16.00.2014 13:41:36
----- rafts ( 5
______ o) Rotne e e i
% All messages (169) From ban € DENIS adasd 17.09.2014 10:04:42
From ban € DENIS Coobienne ¢ n 25.09.2014 11:12:34
From bar ¥ DENIS 200 02.09.2014 13:08:47 J
[ I N Y Lk ] EICEAR WS ETET S SR R SRS 8 A M e hd
[ e e a e sa e aaacaaaas A

Subject:NEW_TECHICIAN_KEY TEST15
Bank DS is correct

lg_j = MEW _TECHICIAM_KEY_TEST - 15
H 2. JTMMWT Ha CYeT Ha JeHEb

Uene: CozgaTe NMHUTH (00WWe, 3ETOPHEELUMOHHbBIE) ANA CYETE Ha TEKYLWMA ONepauMoHHBIR
223.xks JeHk B O3HKe M MPOBEPUTE WX KOppeKTHoe dYHKLUWOHWPOB3IHME NPH OTNPaBKE OOKYMEHTOE, ©
CYMMOM NPeBLILEKWEeR YCTaHOBNEHHLIE NMMKTLL. MpOEEpUTE COCTOAHWE NUMUTOE.

[ Mo [eAcTBMA NONLSOBITENA 3HaYeHWA OMaaeMblid pESYNETAT 3HaJveHWA
N 1 Ha naneny "NMUHMWTHPOBEaHME" HamMUTe KHONKY "TIMMHTE No c4eTam”
= — | MpunoxeHre "IFOBS KnMenT" A0NMHO OTKPLITE dopMy "TIMMWUTE no cyeTaM”
ifobs-313... 2 OTKpOATE KOHTEKCTHOR MeHK W BalBepuTe nyHKT "OnpegenTe NMMKUT Ha CYET Ha
feHe" OTHpLIT2 hopMa "NMMMKT Ha CyMMY ODKYMEHTOB 328 AeHk". KHonkm "OK" 1
"OTMEHE" BKTHBHBI
1| 3 OCT3aBLTE BCE NONA NYCThIMKY W HAXMKUTE KHonky "OK" MpunoxeHue
| |Head | |5ignature5: lino/2:ino/3:no | S

Select the type of messages for viewing:

“Incoming” - messages received from the bank server;

¢ MOutgoing” - messages which will be sent to the bank at the next synchronization, i.e.
messages that have the required amount of signatures but not sent yet;

¢ "Sent” - messages sent to the bank;

o “Drafts” - drafts of messages and messages that are not ready for sending to the bank
(that do not have the required amount of signatures);

e "Deleted” - deleted messages.

3. If necessary you can sort the documents by date - descending/ascending sorting or you
can select the date to view the documents only by the date (the table column “"Date”).

There is a list of messages in the top of the form. To view a message, click on it and its content will
be displayed in the lower section of the form.

Attention! In order a message not to be displayed as unread, mark it with the sign "Read” after
reading. For this click the button “"Read” on the toolbar of the form or use the contextual menu of the
message and confirm the operation in the opened window. Depending on the bank settings a message
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can be marked as read automatically when opening an unread message. In this case a warning about
changing of the message state can be displayed.

Depending on documents states they are displayed in different fonts:

Subject A message is ready for sending and will be sent to the server at the next
synchronization. Such documents are available for editing and deletion

Subject A message is received but not read yet (is not marked as read). The
amount of unread messages is displayed on the form "My iFOBS”

Subject A message is saved as a draft and will not be sent to the bank at the next

synchronization, until the sign "Save as a draft” will not be cancelled. Draft messages
can be edited and deleted as well

Subject A message is sent to the bank. These messages are unavailable for editing and
deletion

On the "Messages" form can be displayed an additional inscription "Bank DS is correct" or "DS
error". It is an indication that the message has been certified by an authorized person of the bank with an
EDS*. To verify the digital signature, select the needed message, right-click to open the context menu
and select Bank DS check item. The system will check the relevance of the EDS and displays the result
as a message about DS correctness, DS error or expiration the term for checking this message.

The documents’ state is also displayed on the form - if a message is sent or not, if it is read or not,
if it has signatures and how many.

Messages may contain attachments, which will be displayed to the left in the opened window. The
total size of attached messages must not exceed 1 Mb.

Attention! The attachment file name must not contain Cyrillic symbols.

6.2. Message creation
A new message creation:
1. On the task panel select the section "Operations”;

2. Click on the button "Messages”;

3. Click on the button ﬂ on the toolbar of the form;
4. In the field Subject enter a message subject;
5. Enter a message text;

6. If you want to attach any file(s) to a message, click on the button “Attach” and specify a
path to this file;

7. If you want to save the message as a draft sat the flag “"Save as a draft” and you’ll be
able to create a new message using this draft later;

8. In the field Branch-recipient select a bank code from the list to which a message will be
sent. The list of bank codes contains all bank branches in which you have accounts;

9. In the field Message addressing (if available) you can choose a message subject area
form the list;

10.Click on the button “Apply”;

11.The created message will appear in the list of outgoing messages. According to system
settings, it may be required to sign a message with your digital signature (see “Setting of amount
of signatures required for message sending” and “Applying of signatures on a message”). For this
set the flag “Sign”.

* Additional functionality
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6.3. Applying of signhatures on messages
To sign a message:
1. On the task panel select the section "Operations”;
2. Click on the button "“Messages”;

3. Select a message on which you are going to apply an digital signature;

4. Click on the button j to the right from the button “Signatures” and perform the operation
“Sign”. The selected message will be signed with your digital signature;

5. If it's necessary to sign a document on behalf of another user, click on the button j to the
right from the button “Signs” and select the menu item Sign on behalf of, enter the other user’s
password and click on “Sign”.

Attention! According to the security requirements, the system checks the certificate term of validity
every time when the document is sent to the bank. The sent document is to be signed with valid
certificates only. And the certificates have to be valid for the moment of documents sending. If the
certificates appear to be invalid, you will see the corresponding message and the document will be sent
with an error.

6. In order to delete an digital signature from a message use the options “"Delete the first
signature”, "Delete the second signature”, “"Delete the third signature” or “"Delete all
signatures” - depending on which signature must be deleted.

You can adjust autiomatical signing of messages (see “Setting of automatical signing of
messages”).

Attention! If the message has been edited before sending to the bank or its attachment has been
modified, then all the authorization signatures would be removed, and you would need to sign the
message again before sending it to the bank.

6.4. Sending and getting of messages
1. On the task panel select the section "Operations”;
2. Click on the button "Messages”;
Perform synchronization with the help of the button Deliver

Attention! A message will be sent to the server only if its state is "Ready for sending” (see “Setting
of amount of signatures required for message sending”).

6.5. Deleting messages
To delete a message from the list it is necessary to:

1. Select the Tasks/Messages item in the taskbar (or the Service/Messages item in the main
menu);

2. Select the message type you need, i.e. incoming, outgoing, sent or deleted;
Click on the “"Delete” button in the top part of the "Messages” form;

EQ

4. Perform the synchronization by clicking on the Deliver pytton.
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Attention! Outgoing messages being sent to the bank as well as unread incoming messages cannot
be deleted (see “Message viewing”). The “"Delete” button is not available for such messages.

For deleting an incoming message, it is necessary to:

1. Select a message and mark it as read one, i.e. click on the “Read” button in the toolbar for it (or
activate the contextual menu with the right mouse button and select the appropriate item) and
confirm performing the operation in the opened dialog box;

B2

Perform the synchronization by clicking on the Deliver putton;

After the bank receives the reading confirmation, the message state will be changed to “Read” and
the operation of deleting will become available for it, then click on the “"Delete” button.

Attention! If any user deletes a message, it will be deleted for all other users associated with the
same client. Deleted messages can not be changed; the operations of signing and changing the settings
are no longer available for them.

All deleted messages are saved in the “Deleted” folder.
6.6. iFOBS administrator messages viewing38

A user can receive and look through messages from iFOBS system administrator. New messages
come to the client’s application at synchronization with the server.

88 Additional functionality
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For viewing administrator messages choose the menu item Service/iFOBS administrator
messages. In the messages list message status is displayed: “"Read” or “Deleted”.

In order to mark a new message as read, click on the button ¥ on the toolbar (or invoke the
contextual menu with the right mouse button and select “"Read”). For deleting a read administrator

message, click on the button — (or invoke the contextual menu with the right mouse button and select
“Delete”). Deleted messages are displayed on the form in strikethroughfont.

Drag a column header here to group data by the column
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7. REFERENCE BOOKS OF THE SYSTEM

Reference books |

Currencies

Rate of exchange

Countries
Banks

Accounts
Bank branch

Correspondents of docurmnents
PP of nat.curr.docurnents
Codes of UAH documents

Payment type codes
Region codes

Tax codes

FIF IO ER OF

Reference book for work with curr. documents »

Reference book for work with Interbank deals »

The system contains a set of reference books which contain a frequently used data, such as a list of
currencies, banks, rates of exchange etc.

Forms of reference books are standardized, rules of work with them are the same for all reference
books.

Attention! At calling of a reference book from the field the button “Select” appears. It allows to
set the selected value in the filed.

7.1. Update of reference books data

To have the most urgent reference information it is necessary to update the reference books
periodically.

To update the data in reference books, do the following:

1. Check the correctness of synchronization (see “Setting of an automatical synchronization”);

2. Click on the button “Synchronize all actions with the bank” on the toolbar;

3. In the opened registration form enter the password for connection to the bank server in the
field System password and click on the "OK” button.

Attention! A guarantee of a correct update procedure is properly set connection to the bank
server. If the connection is not set or set in a wrong way, the data will not be updated.

7.2. Currencies
To invoke the task use the menu: Reference books/Currencies.

The reference book contains a list of currencies and their numeric and letter codes according to
international classification. The reference book is kept in CBS B2, its data is unavailable for editing.
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7.3. Rates of exchange
To invoke the task use the menu: Reference books/Rates of exchange.

The reference book contains a list of rates of exchange of NBU (National bank of Ukraine) by dates
(till the date of last update). The reference book is kept in CBS B2, its data is unavailable for editing.

7.4. Countries
To invoke the task use the menu: Reference books /Countries.

The reference book contains list of countries with codes and official currencies. The reference book
is kept in CBS B2, its data is unavailable for editing

7.5. Banks

To invoke the task use the menu: Reference books/Banks.

The reference book of banks contains a list of banks and their bank codes. “Disabled” banks are
marked with strikeout Strings and are unavailable for selection at creation of UAH and currency
documents. The reference book is kept in CBS B2, its data is unavailable for editing.

7.6. Accounts
To invoke the task use the menu: Reference books /Accounts.

The reference book contains a list of accounts available for the user. The closed accounts are
marked with strikeout lines and are unavailable for selecting at creating of UAH or currency documents.
The reference book is kept in CBS B2, its data is unavailable for editing.

You can set one of yours available accounts as “Main”. Select the account and click on the

L button or right-click to open the context menu and select "Main". After that, the main

account will be highlighted in bold.

When you create the UAH payment document, the parameters of main account will be substituted
to the section "Payer" automatically, if you have the right for account debit (see “Creation of UAH
document”).

To remove the “Main” option select the main account, right-click to open the context menu and
select "Remove the flag of the main account”.

If any of the accounts available to the client is not set as "Main", then by default the system fills the
"Payer" section with account number from the last saved UAH payment order.
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You can find the information about user’s rights for definite operation with available accounts in the
reference book of account (see “Account rights”).

To view the details of the account, double-click on it or click on the "Record" tab.
In the opened form you can view such a data:

e account number and currency;
e the size of the credit limit set by the bank (Limit field);

e the size of the hold (temporarily reserved amount on account transactions until the
transaction confirmation or rejecting within a term set by the bank);

e bank code and name;

e contragent’s ID, name, address and phone number;
e last synchronization date;

o state of the account;

¢ whether the account is set as main or budget (in this case, the appropriate checkbox will be
ticked).
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Account no. Currency Limit Hold
26107110001228 I"pHBHA - 0.00 0.00
IBAN
UA 86 300006 0000026107110001228
Bank code

300006 |BaHk 300006 v
Description

TOB "Nacrouka"

ID Code Contragent

52639870 TOB "MNacTouka"
Contragent address

61000, obn. XapoKoBcKan, M. XapbKoe, ByN. nepean, bya. 2
Contragent's phone number

Last synchr. date
25.07.2019 17:53:17

State
Is not registered in STI
Main account Budget account
Table Record
44 4 B Bb | 3 search ¥ EY Operations ¥ 4 Main 118

In addition, using a special option, you can specify your account name. To do this, click the
"Change" button in the Description field (additional functionality).

In the new form enter a description of the account, click "OK".

If the option ™Display account description” is set (additional functionality, see
Settings/System Settings/My iFOBS, "My iFOBS") and the account description is specified by user,
then the account number and its name specified by the user will be displayed in the list of accounts. If

the name of the account is not specified, the account number and the name of the counteragent will be
displayed.
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@ Accounts = || =2
Account no. Currency Limit Hold
2600580011045 IprEHA - 0.00 0.00
IBAM
ILla, 35 300008 0000002600580011045
Bank code

300006 |BaHk 300006 -
Description
M-Arc2 Change |
ID Code Cq Accaounts @
Pa933333T k Account dezcription [nicknarne)
Contragent address [t more than 84 characters)

bicc2]

Confragent's phone nurmb

] | Cancel

Last synchr, date
19.03.2020 11:03:14

State
ACcaunt is opened
Main account Budget account
Table Record
44 4 B bF | 34 5earch ~ @Operatinns" a Main 10

7.7. Bank branches

To invoke the task use the menu: Reference books /Bank branches.

The reference book contains a list of bank branches that are available for the user. It's necessary to
select a bank branch, which working day will be set as a current date at synchronization. For this, invoke
a contextual menu of the bank branch record and select “"Main”.

7.8. Correspondents of national currency documents
To invoke the task use the menu: Reference books/Correspondents of documents.

The reference book contains list of accounts and ID codes of correspondents of UAH documents,
and the data about banks of correspondents. You can add, change and delete the data from reference
book. Having changed any data do not forget to send it to the server in order them to be added to the
system DB (see “Update of reference book data”).

There is possibility of sorting the records in a reference book. If a few users work at your client
workplace, each of them can add the correspondents. Using a reference book, you can work as with the
list of the correspondents only added by you, so with the complete list of correspondents, including those
which was added by other users your workplace. For choosing the complete list of correspondents, added
all users of workplace was represented, set a small flag opposite the button «All users data». For
choosing the list was represented only your correspondents take off a small flag.

Value of the last chosen sign «All users data» is saved and reproduced at following login to the
system.

7.8.1. Correspondents data import from a file

To fill in the reference book of correspondents of UAH documents with data from external systems
use the possibility of correspondents list import from a file of .xml format.

It's possible to learn more about import files format in the document “Import and Export Formats
Description”.
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To import data:

1. Select the menu item Reference books/Correspondents of documents, then the task
“Document import”/“Import from XML-file”:

1 Reset F11
# Font size...
Roll back default view Shift+ Ctrl+R

Auto matching of height  Shift+ Ctrl+H
v Auto matching of width  Shift+ Ctrl+W

E Display mode »
import from XML
.Er;\" Data export... Shift+Ctrl+5

2. Specify the location and name of the file of .xml format containing the list of your correspondents
of UAH documents and click on the “"Open” button for loading the data from the file.

In case of successful import the proper message will be displayed.

If there have occurred any errors while importing, a warning will be displayed by the system and it
will be advised to you to see errors in the file being imported.

7.9. Payment purposes of national currency documents
To invoke the task use the menu: Reference books/PP of national currency documents.

The reference book contains the list of payment purposes for correspondents of payment orders in
currency 'hryvna'. While entering a new payment purpose, it is necessary to input a receiver's name by
means of selecting him from the drop-down list in the Correspondent field. You can add, change and
delete the data from reference book, also you can change connections “payment purpose-correspondent”.
Having changed any data do not forget to send it to the server in order them to be added to the system
DB (see “"Update of reference book data”).

There is possibility of sorting the records in a reference book. If a few users work at your client
workplace, each of them can add the payment purposes. Using a reference book, you can work as with
the list of the payment purposes only added by you, so with the complete list of payment purposes,
including those which was added by other users your workplace. For choosing the complete list of
payment purposes, added all users of workplace was represented, set a small flag opposite the button
«All users data». For choosing the list was represented only your payment purposes take off a small
flag.

Value of the last chosen sign «All users data» is saved and reproduced at following login to the
system.

7.10. Codes of UAH documents
To invoke the task use the menu: Reference books/Codes of UAH documents.
The reference book contains a list of UAH documents codes and their description.

The reference book is used when creating a UAH document for entering the details of budget
payment on the “"Budget” form (the list in the Additional details field).

This reference book is filled in and edited by a user and is kept in the client application.

7.11. Payment type codes

To invoke the task use the menu: Reference books/Payment type codes.
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The reference book contains a list of codes and names of payment types by documents and
indication if a record about payment type was valid at the moment of the last synchronization (“invalid”
payment types are marked with the “"Deleted” flag in the “"Table” and “Record” tabs).

The reference book is used when creating UAH documents for entering the details of budget
payment on the “"Budget” form (a list in the Code of payment type field). Invalid payment types are not
in the list for selection.

The reference book is kept in CBS B2, its data is unavailable for editing.

7.12. Region codes
To invoke the task use the menu: Reference books/Region codes.

The reference book contains a list of codes and names of country regions, indication if a record
about region was valid for the moment of the last synchronization (“invalid” regions are marked with
strikeout Strings, on the bookmark “Record” they are marked with the flag “"Deleted”).

The reference book is used in the reference book of tax administrations (the field Region code).
Invalid regions are not in the list for selection.

The reference book is kept in CBS B2, its data is unavailable for editing.

7.13. Tax administration codes
To invoke the task use the menu: Reference books/Tax code.

The reference book contains a list of codes and names of tax administrations with the information
about which regions every State tax administration (STA) belongs to, and indication if a record about STA
was valid for the moment of the last synchronization (“invalid” tax administrations are marked with
strikeout Strings, on the bookmark “Record” they are marked with the flag "Deleted”).

Invalid tax administrations are not in the list for selection.

The reference book is kept in CBS B2, its data is unavailable for editing.

7.14. Authorized persons
To invoke the task use the menu: Reference books/Authorized persons.

The reference book a list of authorized persons to handle requests for currency purchase, sale and
conversion. Its data is used when creating currency requests. Use the data search and filter to easily find
your authorized person.

You can add, edit and delete directory data if you need.
To add a new authorized person you should specify the following:

e Full name of authorized person.
e Position.

e Business and mobile phone.

e E-mail address.
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@ Authorized persons E'@

e "

Full name Position
|CH,EI,EI|'JEHKD Bacunii Hapnnamu| CeKpeTap
Business phone Mobile phone
+380577370908 +380668550908
E-mail

sidor@gmail.com

Template state Mew record

| o save | | X Cancel

Fill in the required fields and click on the “Save” button.

7.15. Reference books for work with currency documents

The section contains such forms as “Correspondents of currency payment orders”, “PP of currency
orders”, “1PB codes”, “Economic activity types”, “Purpose for acquiring/sell”, “Commodity groups”,
“Purpose for currency purchase”, “Foreign banks”, "SWIFT notifications”.

Reference book for work with curr. documents » Correspondents of curr.paym.orders

PP of curr. orders

1PB code

Economic activity types

Purpose for acquiring)/sell
Commodity groups

Purpose for currency acquiring
Reference book of foreign banks
SWIFT notifications

FTDIDDD D

7.15.1. Correspondents of currency payment orders
To invoke the task use the menu: Reference books/Reference book for work with
curr.documents/Correspondents of currency payment orders or Currency

operationi/Correspondents of currency payment orders.
The reference book contains information about correspondents of currency payment documents.

Item description

Item Req | Description

Beneficiary + The section contains account number, name and address of recipient-
customer organization of amount by currency payment order

Bank of recipient + The section contains information about bank of a recipient: BIC-code or

bank name and address, and the Party Information. Depending on selected
A\D option you can enter either BIC code or bank name and address of
recipient

Intermediary bank + The section contains the data about intermediary bank: BIC-code or bank
name and address, and the Party Information. Depending on selected A\D
option you can enter either BIC code or name and address of intermediary
bank
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You can add, change and delete the data from reference book. Having changed any data do not
forget to send it to the server in order them to be added to the system DB (see “Update of reference
book data”).

There is possibility of sorting the records in a reference book. If a few users work at your client
workplace, each of them can add the correspondents. Using a reference book, you can work as with the
list of the correspondents only added by you, so with the complete list of correspondents, including those
which was added by other users your workplace. For choosing the complete list of correspondents, added
all users of workplace was represented, set a small flag opposite the button «All users data». For
choosing the list was represented only your correspondents take off a small flag.

Value of the last chosen sign “All users data” is saved and reproduced at following login to the
system.

7.15.2. Payment purposes of currency documents

To invoke the task use the menu: Reference books/Reference book for work with
curr.documents /PP of currency orders or Currency operations/PP of currency orders.

The reference book contains a list of payments that are offered to correspondents of currency
payment orders by default. At entering of a new payment purpose for currency document’s
correspondent, the system allows to save this value for current correspondent. You can add, change and
delete the data from reference book, also you can change connections “payment purpose-correspondent”.
Having changed any data do not forget to send it to the server in order them to be added to the system
DB (see “Update of reference book data”).

7.15.3. 1 PB codes

To invoke the task use the menu item Reference books/Reference book for work with
curr.documents/1 PB codes.

The reference book contains a list of codes and names of parameters for the form 1 PB, types of
operation for these parameters and indication if a record about a code was valid for the moment of the
last synchronization (“invalid” codes are marked with strikeout Strings, on the bookmark “Record” they
are marked with the flag "Deleted”).

Invalid 1PB codes are not in the list for selection.

The reference book is kept in CBS B2, its data is unavailable for editing.

7.15.4. Economic activity types

To invoke the task use the menu item Reference books/Reference book for work with
curr.documents/Economic activity types.

The reference book contains a list of codes and names of economic activity types, and indication if a
record about an economic activity was valid for the moment of the last synchronization (“invalid” types
are marked with strikeout Strings, on the bookmark “Record” they are marked with the flag “Deleted”).

Inactive economic activity types are not in the list for type selection in form fields.

The reference book is kept is CBS B2, its data is write protected.

7.15.5. Purpose for currency purchase/sell

To invoke the task use the menu item Reference books/Reference book for work with
curr.documents/Purpose for acquiring/sell.

The reference book contains a list of purposes for currency purchase or sell, and codes
corresponding to deals. As on other forms it is possible to open a form by any specific record and a table
with all records.
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The reference book is kept in CBS B2, its data is write protected.

7.15.6. Commodity groups

To invoke the task use the item menu Reference books/Reference book for work with
curr.documents/Commodity groups.

The reference book contains a list of P70 commodity groups, group names and the date of group
opening and closing.

The reference book is kept is CBS B2, its data is write protected.

7.15.7. Purpose for currency purchase

To invoke the task use the menu item Reference books/Reference book for work with
curr.documents /Purpose for currency purchase.

The reference book contains a list of reasons for currency purchase, and a list of p63 codes which
correspond to every record.

The reference book is kept in CBS B2, its data is write protected.

7.15.8. Reference book of foreign banks

To invoke the task use the menu item Reference books/Reference book for work with
curr.documents/Reference book of foreign banks.

The reference book contains a list of bank names, B010 codes, country codes and, city and country
names in which the banks are located, SWIFT codes and telex codes of these banks, TNP, and provides
the opportunity to specify a bank technological signification.

The reference book is kept in CBS B2, its data is unavailable for editing.

7.16. Reference book of Bank Responsible Employees™™**

In the system you can view the list of the bank responsible employees which you can contact to
seek advice and urgent solution to questions related to the banking services. Select Reference books /
Reference book of Bank Responsible Employees menu item to go to the reference book.

KKK

Additional functionality
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Counteragent
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30000
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300006
300006

o] Reference haok of the responsible officials of the bank

Drag a column header here to group data by the column
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Mpoeepia T.0.

3809357165643

380957165633
380937165644
280957165622

380957162246

[ Tahle | Record

44 4 B bk | 34 search '|| '@ Cperations v||

The reference book is kept in CBS B2, its data is unavailable for editing.
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8. SETTINGS
8.1. Installation and first system start

Before the system installation, the administrator must register your user account and provide this
account with rights for accounts. After that, the administrator should give you a distributive (a CD, a
flesh-card, or other medium) with key files and with the system installation packet (see “Installation
packet and keys”).

8.1.1. Installation packet and keys

Installation packet contains the installation file in the format ifobs_win32client_x.x.x.x.zip (or
ifobs_win32client_x.x.x.x_secure.zip*), where x.x.x.x — number of the application version.

The key distributive contains the following files:
e ca.cer;
¢ TRANSPORT.cer;
e <USER>.cer, where <USER> is your login;
e <USER>.key, where <USER> is your login;
e <USER>.cer2'', where <USER> is your login;
e <USER>.key2*, where <USER> is your login.

Copy files with keys to an information medium (a CD, a flash-card or other).

8.1.2. System installation

To install the system, run the file with client application installation and install it on your computer.

8.1.3. First system start

The administrator will give you an information medium (a CD, a flash-card or other) with the keys
files for working with the system.

1. Mount the medium with the key files.

2. Run the file iFOBSClient.exe from the working directory of the system or run the link
created at the installation.

3. For system version before 2.1.7.8 do the following:

e Enter your login in the field Login;
e Enter your private key password in the field Private key password;
e Specify the path to the private key in the field Path to the private key.

4. For system version 2.1.7.8 and higher do the following:

e Enter your login in the field Login;
e Enter your system password;

e« Click on the “Accept” button. After that the fields for entering data about your private key
would be available;

o Enter your private key password in the field Private key password;
¢ Specify the path to the private key in the field Path to the private key.

™ The distributive should contain the file only if the bank uses the crypto-safety facilities of the
company “Cipher” in the system.
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5. By default, the system fills the field with the value “A:\". You can change the path with the

help of the button " or enter it to the field manually. If you do not see this field on the
registration form, click on the button “"Details”.

&2 iFOBS Client 2.1.6.42 [protected version] - Registration (S

Login Interface language B3

% TREGUBENKO

System password
FEEEEE

Private key password
T EEEE

v| Connect with the bank after registration

Details == - Accept Cancel

Path to secret key
D:\CERTIFICATE\TRE

6. To start working with the system, you need to perform its initialization (get user certificate)
and synchronization (loading) of data. For that contact the bank server after synchronization (see
“Primary synchronization”). You can omit this step and contact the bank later - for this unmark
the checkbox “"Connect with the bank after registration” and click on the button “Accept”.

7. In order to connect to the bank after registration, mark the checkbox “"Connect with the
bank after registration”. The system password for connection to the system must be entered in
the field System password. Click on the button “Accept”.

Attention! Before entering to the system set the parameters of connection to the bank server! For

that click on the button at the button “"Details” and select the menu item “Connection to the server”
(see “Settings of connection to the bank server”). Depending on the way of connection to the server, it is
can be required to set the modem connection parameters (see “Setting modem connection”) or the
proxy-server connection (see “Settings of proxy-server connection”).
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( @ System settings I&w

5-erver| Modem  Proxy server Safety

Used connection profile

SHAKE
Maximal data block received from the server (KB) 400 KB
| [ |
10 KB 500 KB
Maximal data block sent to the server (KB) 250 KB
| [] |
10 KB 500 KB
— MNumber of attempts of connection to the bank, before
10 = displaying an error of failed connection
oK Cancel

Attention! The system can verify the password* according to the reference book of forbidden user’s
passwords (password shouldn’t consist of regular sequences of characters, such as 11111, 12345,
gwerty, etc.), and also check that the password does not include a personal data (login, phone
number, date of birth). The parameters and necessary of checking are set by the system
administrator. If verification is enabled and your password does not match its conditions, you’ll get
a message saying that your password does not correspond to the bank password security policy. In
this case, the password must be changed. Verification is performed when user logs into the system
for the first time, when user changes the password, (see "Change of system password"), and in the
process of certificates generation and regeneration (see "Operation with certificates").

8. If all the data is correct, the main system form will appear on the screen. If you unmarked
the automatical connection to the bank, the system will display the following message: “This is the
first system launch. For the system initialization it is necessary to contact the bank administrator
for getting of necessary information. Synchronize all actions with the bank now?”. After clicking on
the “Yes” button the system will request to enter the system password and start initialization (see
“Primary synchronization”).

8.1.4. Primary synchronization

After the first connection to the system you need to perform its initialization, i.e. to get working
certificates for operation with the system, and primary synchronization, i.e. to load the data from the
bank server to the local DB:

* Additional functionality
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1. At the first system running there's displaying a form on the screen which notifies that certificates
will be expired in 1 day, and suggesting to start a generation of working certificates:

\:t/ Certificate expires in 1dayIRegenerate the certificate now?
-

"No"” - the process is postponed for some time - till the next connection with the bank.
“Yes"” - activates the process of keys and certificates regeneration.

2. The next stage is certificates regeneration (see “Certificates regeneration”);

After successful certificates generation you’ll get the message:

Certificabe request is successfully generated, it is necessary to carry out a synchronization For sending the request bo the bank.
- Would you ke to do it right now?

4. Then you need to enter the date beginning from which the data will be loaded from bank DB to

the local DB. Specify the date or mark the checkbox “Get all documents”, if you want to load
all the data. Then click on “"OK";

E Date E

Synchronization will be carried out now.

Enter the date beginning from which it's
necessary to receive all documents from bank

p1.09.2008

v Get all documents

ik Cancel Help

Attention! The earliest date you enter for loading, the longest time period will be taken to finish it.
Thus, size of loaded data will be also increased.

8.2. Operation with certificates
A function of user certificate is encoding of data that is sent to the server by the user.

A certificate is provided by a certification centre (e.g. a bank) after generation of private key and
sending of request for certificate receipt by the user.

The main certificate parameters

o Issued to - name of a user who got the certificate;

o Issued by - name of certification centre issued the certificate;
e Valid from - date from which the certificate is valid;

o Valid till - date of certificate expiration.
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At connection the system verifies if a user has a certificate which allows to encode the data and
send it to the server. The certificate must be issued by the certain certification centre.

Attention! In the process of certificates generation and regeneration the system can check the
password* according to the reference book of forbidden user’s passwords (password shouldn’t
consist of regular sequences of characters, such as 11111, 12345, qwerty, etc.), and also check that
the password does not include a personal data (login, phone number, date of birth). The parameters
and necessary of checking are set by the system administrator. If verification is enabled and your
password does not match its conditions, you'll get a message saying that your password does not
correspond to the bank password security policy. In this case, the password must be changed.

8.2.1. Certificate generation

If you have primary key you can enter the system. But for the further operation with the system it
will be necessary to send a request for working certificates to the bank. You can send a request with the
help of the function “Certificate generation” (Security administrator/Certificate generation).

W Certificate generation @

This operation generates a new private key and sends a
request for a new certificate generation to the bank

Enter Your private key |'|:“d ey |

passyword
MNew password Retype new password
|lzgr CoLntey
HAMSTER LLA,
City Crganization

LaraBanik
LInit E-rnail (E-rmail}

mail@testdata.com

Cancel Help
Description of the form
Field name Field content
Old password Enter private key password provided by the iFOBS system administrator.

If you do not want to change the password, enter your current password in all three fields.

New password Enter a new password which will be convenient to you.

Attention! The system checks the password for valid characters. Only Latin letters of both
cases, numbers and following symbols arevalid: | "# $% &' ()*+,-./:; <=>?2@[\]"
_ A | ¥ ~ All other characters, the space and Cyrillic letters will be ignored.

Retype new Retype a new private key password
password

These fields are followed by the informational fields, filled by the administrator at your account

* Additional functionality
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registration in the iFOBS system. The information will be used by the system for creation of report about
working certificate.

User Your login in iFOBS system. The field is forbidden for edition

Country Short abbreviation of the country (Ukraine) for correct generation of a new certificate. The field is
forbidden for edition

City City of registration of your organization

Organization Name of your organization

Unit Department of your organization

E-mail E-mail of your organization

1. For generation of certificate request click on the button “Create”;

2. The system will send a request for generation of working certificate to the bank. After successful
generation, the system will display the message:

Certificate request is successfully oenerated, it is necessary tao carry ouk a synchronization Far sending the request to the bank.

\__4:‘/ ‘owld wau like to do it right now?

3. After clicking on “Yes” the system will start a data synchronization (see “Primary
synchronization”);

Attention! The primary synchronization can take some minutes - its speed depends on the way of
connection to the bank, communications channel power and data bursts size. If you stop the process of
synchronization by clicking on the button “Cancel”, the system will annul the data state in local database
till the state when the synchronization was started.

4. After synchronization with the bank, the user gets a message:
G Request for certificate E]

Your certificate request is processed in the bank and will be authorized in some
time

Bl Report | C Close

To view and print a report about certificate click on "Report.,..”

5. The repeated synchronization should be performed in some (10) minutes after certificate request
authorization by the administrator of the system;

6. If your certificate request is not processed in the bank yet, the system will display a message:

Information

Operation with the bank is temporarily impossible. The operation of vour opened keys certification is performed in the bank now, Try
- l) ko carry out synchronization later,
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7.

If a request for new certificate generation is processed in the bank, the system will display the

message:

'il Synchronization with the bank

‘@ Synchronization with the bank - Connection with the bank

PEEE New passweord achivatisn

% New private key passwerd
“| Attention! The bank has inforced Your new certificate.

Do You want to activate a new cerfificate or key?
For activation of a new key, enter its password.

V! Close after connection session

| Details <<

New password | |

Cancel Help

Here you need to enter a new password for a new private key in order to confirm that it is the

same user who created the request.

If activation of a new certificate and key was successful, the synchronization will be continued,
and the main information required for processing will be loaded to the client application (see

“Description of ‘My iFOBS’ form”).

8.2.2. Certificates regeneration wizard

If certificates were lost or damaged it is necessary to regenerate them:

1. Click on the button B to the right from “Details” on the registration form and the menu item

Certificate regeneration;
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W iFOBS Client 2.0.8.6 [protected version] - Registration E

Login Interface language BB

% DIR_RAD

System password
+ ok

Private key password
R

| Connect with the bank after reqgistration

Accept Cancel Help

Connection ko the server I

Moderm
Proxy serwver

. Security

Certificates reqeneration. ..

Send logs ko the bank. ..

Refresh all inFarmatian. ..

2. In the next window enter the login and the path to secret key;

' ™
Wizard of certificates and keys refreshing

Using this wizard you can regenerate your lost or
damaged keys and certificates.

Login
% INADYA_JUR_BUH|

Path to secret key
D:\MADYA_JUR_BUH 17886 (45DE) akT cHelik

Al regenerated certificates and keys wil be saved by the
specified path. if it's necessary to check certificates the
system will refer to this folder as well

Continue = Cancel

E——— = T——

3. If there're temporary private keys in the set folder, a message about uncertified private keys
will appear on a screen. To prove a request sending to the bank click on the button "Next”;

4. Follow the Wizard instructions for creation of new private keys and certificates which will be
sent to the bank for authorization;

5. Possibility to unseal a certificate will appear after completion of the first phase of procedure of
certificates regeneration;

6. New certificates must be authorized in the bank. After authorization invoke the Wizard of
certificates regeneration again to verify the presence of regenerated certificates.
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7. Enter the system and private key passwords received from the administrator in the bank and
click on the button “"Next”. The system will perform certificates regeneration and data
synchronization;

8. After successful certificates regeneration, the message that informs about it will be displayed
on a screen;

Wizard of certificates and keys refreshing

Your private keys and certificates are successfully
saved in the folder "D Work_for_Vik', Progs', iFOBS
Client", sert’, pilkin™

Certificate regeneration finished successfully

Firish

9. After finishing carry out a synchronization with the bank. The log report will be displayed on a
screen.

8.3. Rights and passwords
8.3.1. Multiuser operation mode

In the iFOBS system it is possible for several users to operate consecutively in one workstation. For
doing this it is necessary to add accounts of all the users of this workstation to the local DB.

Version before 2.0.0.0

Any user of this workstation with administrator rights can add and delete user accounts in the
workstation.

Attention! The workstation administrator is not the system administrator! This user has rights only
to add other users’ accounts to the local data base of the workstation.

Viewing, adding and deleting users’ accounts in the workstation is available in the ‘Users of jobsite’
form.

Attention! Before adding a user’s account to the local DB their account should have been added to
the system DB on the server by the administrator. Also the user should have all necessary keys,
certificates and rights of access to the system data and functions.

To add a new user to the workstation:

1. Go to the menu item Security administrator/Users of jobsite;

2. Click on the button ﬂ on the form toolbar;

In the opened form of the Wizard for adding a user enter the new user login and specify the
path to the file of their key;
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4. If Your passwod for entering the system field is available for filling in, enter your password
for connecting to the server in it. This field cannot be edited if during the current session you
have already synchronized the data with the bank server - in this case the system has already
identified you and there is no need to re-enter the password;

5. Click on the “"Next” button and wait for a few seconds - the system will connect to the bank
server and check whether the user’s account you are adding is available there;

6. In the next form of the Wizard select a user type for the user you adding to the workstation.
The difference between a standard user and the workstation administrator is that the
administrator will be able to view, add and delete accounts of other users of the workstation;

7. Click on the “Finish” button.
To delete an account, select it, click on the “"Delete a record” button and confirm the deletion.

Version 2.0.0.0 and higher

All users have equal rights so only the bank administrator can add a user’s account. After providing
a user with a primary key, a certificate and rights to data access, they can enter the WinClient system.

8.3.2. User rights to system functions and accounts

The rights for the user are set by the system administrator. On the client application he can only
view the accounts and interface rights which are fore him.

If some rights are not set for the user by mistake he should contact the system administrator.

8.3.3. Account rights
Viewing of account rights: Security administrator/Account rights.

The reference book contains list of accounts available for the user and provides information about
user rights for operations with these accounts, and parameters of some operations: for example, account
debit limit. The user’s not able to edit his rights, if he needs some rights to be changed he must contact
the system administrator in the bank.

8.3.4. Interface rights
Viewing of interface rights: Security administrator/Interface rights.

The reference book contains a list of interface rights available for the user. The user’s not able to
edit his rights, if he needs some rights to be changed he must contact the system administrator in the
bank.

8.3.5. Change of private key password

1. Select the menu item Security administrator/Change the password for the private
key;

2. Enter the current password in the field Old password;

3. Enter new password and retype it the corresponding fields. It's not recommended to use
Cyrillic symbols in passwords;

4. Click on the button "Change”.
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o Change password for the private key @

Does ot require to be On-Line

This operation changes the private key password of the
Liser "hs"

Path to key  [Dehwiork _for Wik Progs\iFOES Clienthsertiba

Old password New password

Retype new password

Cancel Help

Attention! The system checks the password for valid characters. Only Latin letters of both cases,
numbers and following symbols are valid: ! " # $ % &' () *+,-./:;<=>?2@[\]1~_" {3} ~All
other characters, the space and Cyrillic letters will be ignored.

8.3.6. Change of system password
1. Select the menu item Security administrator/Change the system password;
2. Enter the current password in the field Old password;

3. Enter new password and retype it the corresponding fields. For correct system operation it's
not recommended to use Cyrillic symbols in passwords;

4. Click on the button "Change”.

o Change a user account

AnA EENONHEHMA TpebyeToA ELxo B On-Line

You enter this password when entering into the FOBS

application
Old password New password
*okkkkk dckkkk

Retype new password
dckkkk

Change Cancel Help

Attention! The system checks the password for valid characters. Only Latin letters of both cases,
numbers and following symbols arevalid: ' "# $% &' () *+,-./:; <=>?2@[\]1~_"{]3}~Al
other characters, the space and Cyrillic letters will be ignored.

The system can verify the password# according to the reference book of forbidden user’s passwords
(password shouldn’t consist of regular sequences of characters, such as 11111, 12345, qwerty, etc.), and
also check that the password does not include a personal data (login, phone number, date of birth). The
parameters and necessary of checking are set by the system administrator. If verification is enabled and

* Additional functionality
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your password does not match its conditions, you’ll get a message saying that your password does not
correspond to the bank password security policy. In this case, the password must be changed.

8.3.7. Changing the password to the local database

In the WinClient application the local storage of data is provided, for updating this data the user is
to connect to the bank server. The local database is encoded by a password. For providing data security
from unauthorized access the periodic changing of this password is provided. The expiration date of this
password is set by the system administrator and after it expires the user will receive the appropriate
notification containing the offer to change the password to the local database.

For changing password do the following:
1. Agree to change the password to the local database.
2. Connect to the bank (i.e. to perform synchronization) for receiving a new password.

Attention! After changing the password to the local database it is necessary for all users of the
given work place to synchronize with the bank and receive a new password for the further operating of
the system.

8.4. System settings
8.4.1. General

Select menu item Service/Settings... In the item General there are general settings for all the
users (see description in the table).
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r@ Settings

=)

General settings for all users

All

settings

- General

- Log file

DiED |E'!|"

- Confirmation
- My IFOBS

- My Ccurrencies
- My statements

- Connection

- Senver

- Modem

- Proxy server
- Parameters

- SeCurity
- Documents

- Parameters

-~ Actions

-~ Templates

- Nurneration

- Sending

L Import/export

- Currency orders
- Salary project
- Visa payment settings

Path to folder of DB files

Fs' 1 Che HO2 O Cdl SCOT

Date of system start (date of documents)

Starting from this date you will have complete information about operations
with the bank till the date of last synchronization with the server

01.06.2014 w Change the date of system start

Allow deletion of documents sent to the bank

ge files

il

Automatic system update

If this check-box is set, the application wil download a new version
autormatically when it is available

- Messages and files
- Print

= Statement

- Statement

Show expert settings

oK Cancel

s

Item description

Setting

Description

Path to folder of DB files

This is a field for entering directory which
contains local storage files.

Date of system start (date of documents)

This is a field for entering the date from which
documents were downloaded to this workstation
of the user (till the date of the last
synchronization with the bank).

Change the date of system start

Starting from this date you will have complete
information about operations with the bank till
the date of last synchronization with the server
(see “Setting of system starting date”)

Allow deletion of documents sent to the
bank

The option enables to delete documents already
sent to the bank. Set by the system
administrator. If the checkbox is set. A user can
delete the documents, sent to the bank, provided
that they are not processed in the CBS
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Automatic system update If this check-box is set, the application will
download a new version automatically when
it is available (see “Setting of automatical
update”)

8.4.1.1.Setting of system starting date

To change the system starting date set the checkbox “Change the system starting date” in the
issue, all further synchronizations will be performed beginning from this date. If the new date is earlier
than the previous one, this very date will be entered in the field of date. If a new date is later, the Date
field value will remain unchangeable.

8.4.1.2.Setting of automatical update

The system allows to set an automatical update of the program to the latest version in the bank. If
this mode is activated than every time at synchronization the system checks if there are any updates. If
there is a new version on the bank server, a message is displayed for informing about it, about changes
of this version and it is proposed you to start the loading.

Attention! At a new version loading there opens a window in which the user must accept or deny a
new version loading. The automatical synchronization mode denies loading of updates. So, in case of
automatical synchronization activating, the automatical update of the system is disabled.

The loading is performed in the background mode. That means, that at the time of updates loading
you can continue operation with the system. The loading process is displayed in the status line of the
main system window.

Activation of automatical system update:
1. Select the menu item Service/Settings...;
2. Select the section General in the settings tree;
3. Set the checkbox "Automatic system update”;
4. Click on “"OK".

Attention! If updates loading was broken by user’s log out, than at the next session it will be
continued from the breakpoint. If you do not want the system to continue the loading at the next session,
you have to delete the folder "NewVersion_temp” manually.

8.4.2. Log file

There are settings of the application log in the item Log file. The settings are available only in the
expert mode and in order to see them it is necessary to set the check-box Show “expert” settings in
the bottom of the form (see description of settings in the table).

Page 125 of 175



iFOBS.WinClient User manual

b

( 5 Settings | 8
&3 Setting

Setting the application log

Al settings Eventsforlogging |
Events for
- General

- Log file Specify events which are to be logged
- Disp lﬂ‘f
- Confirmation ) Errors only
=My iFOBS . ) Errors and warnings
- My currencies
- My statements ‘«) All possible
= CT;: :;?n [ | Switch the testing mode
.. Modem Run the system testing mode until the next session of program operation
- Proxy server
- Parameters Logging mode
- Security Set the mode of log keeping/truncating
- Documents
- Parameters ) Total
Actions ) By size
- Templates
‘.. Numeration {#) By size and with archivation
?rigg:'r;?expurt Max. size of a log file, Kb (1-10000)
- Currency orders |5EIEI .
- Salary project

- \isa payment settings
- Messages and files

- Print

- Statermnent

- Statement

Show expert settings 0K Cancel Help

Item description

Setting Description

Events for logging This is a group box for specifying events for saving in the
log, i.e. only errors, errors and warnings or all that is
possible.

Switch the testing mode If the testing mode is activated, more detailed recording of

users actions in the log is performed (in order to make it
possible for a developer to explore occurred problems in
greater detail).

Logging mode This is a group box for specifying the log keeping mode,
i.e. total, (compressed) by size or archived.
Max. size of a log file The setting enables to specify the size of files for splitting

the log (from 1 to 10 000 Kb).
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8.4.3. Display

In this item it is possible to set displaying bubble helps and the splash screen (see description of
settings in the table).

Setting data display parameters

All settings -

 Cenerd
~Lodg file Display splash screen on program loading
- Confirmation
= My IFOBS
- My currencies
- My statements Set the time for displaying a bubble help
-Connection
- server 0.05 sec.
- Modem
- Proxy server U |

Pa.rameters 0.05 sec 2 sec
- Securty

- Documents
- Parameters [ | Turn off bubble help

Templates Set the standard mode of displaying bubble help

Mumeration For Windows 98 and Windows Vista computer operation is slowed
Sending down considerably when bubble help is displayed.

We recommend turning on the standard mode of displaying bubble
help.

If check-box is set, then the splash screen wil be displayed on loading
the program

Import/ export
- Currency orders
-- Salary project
- \isa payments
- Messages and files
- Print
- Statement

[ Show expert settings

Item description

Setting Description

Display splash screen on program loading If this check-box is set, the splash screen will be
displayed at loading the application.

Set the time for displaying a bubble help Time interval which will pass from the moment of

placing the pointer on the object till the moment
of appearing a bubble help (from 0.1 till 2 sec.).

Turn off bubble help The check-box enables to deactivate bubble
helps.

Set the standard mode of displaying bubble As in some operating systems the PC running

help decelerates, if bubble helps are displayed, it is

recommended to set the standard mode of
displaying bubble helps.
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8.4.4. Confirmation

In this item it is possible to set requests for confirmation of one or another of user’s actions (see

description of settings in the table).

-
@ Settings

S50

Settings of parameters of confirmation dermand from a user

&l settings

- General

- Log file

DlED L-ﬂ.-

= My IFOBS

- My currencies
- My statements
E- Connection

- Senver

- Modem

- Proxy server

- Parameters

- Securty

= Documents

- Parameters

- Actions

- Templates

- Murmeration

- Sending

- Import/ export
- Currency orders

- Salary project

- Messages and files
- Print

- Statement

- Statement

Closing of programs
Demand a user confirmation before dosing the program

Cancellation of editing

Ask about necessity of saving changed data on choosing "Cancel” by a
user on editing forms

[] Automatically change acc. number for the correct one

On entering documents in national currency the recipient account will be
changed for the correct one if it's specified incorrectly (according to the
rules of determination of account key)

Inform about unread messages

[ ] Show "expert" settings

oK Cancel Help

L

Item description

Setting

Description

Closing of programs

If this check-box is set, a user will be enquired by
the system, whether he really wants to finish the
application running.

Cancellation of editing

If this check-box is set, a user will be enquired by
the system about the necessity of saving changed
data on selecting the action “Cancel” by the user
in the forms of editing documents.

correct one

Automatically change acc. number for the If this check-box is set, every time a user enters

an incorrect account of a payment recipient in
documents in the national currency, the account
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number will be automatically changed for the
correct one (according to the rules of determining
the account key).

Inform about unread messages If the option is enabled, the system informs
about unread messages

8.4.5. My iFOBS

In the item My iFOBS there are settings of parameters for the form of the same name (see
description of settings in the table).

@I Settings @

-

Settings of parameters for "My IFOBS" form

&l settings
- General
- Log flle This part contains settings of "My FOBS" form
- Display | Display the form "My iIFOBS" on program start

- Confirrnation
=Bty iFOBS If this check-box is set, the form "My IFOBS" will be displayed on every
J program start, &5 a result the time of the systemn opening will be
increased a little,

- My currencies
- My statements

= Connection v| Show information for open accounts only
- SErver +| Display balance by the primary branch transaction day
~Madem v Show account description
- Proxy server
- Parameters
- Security Minimum number of signatures for consideration in planning
= D:cn:uments Mo signatures One signature +! Two signatures
Parameters
Actionz Parameters of planning display
Templatn_as « Display planned balance
Murmeration
Sending Display max. amount of payment
“ Irmnpiart fexport

- Curkency arders

- Salary project

- Messages and files
- Corparate cards Text sample j j v suto matching of width
- Print

- Staternent

- Staternent

Settings of parameters of account balance information displaying

Shiow expert settings oK, Cancel

Item description

Setting Description

Display the form "My iFOBS"” on program If this check-box is set, the form "My iFOBS” will

start be displayed in the start page on every program
start that delays the application opening a little.

Show information for open accounts only If this check-box is set, the data about user’s
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open accounts only will be displayed in the form
“My iFOBS”. If this check-box is not set, there will
be closed accounts as well in the list of accounts
(they are displayed in the strikethrough font).

Display balance by the primary branch If this check-box is set, in the form "My iFOBS”
transaction day account balance will be displayed as of the date of
the transaction day of the primary bank.

If this check-box is not set - account balance will
be displayed as of the date of the transaction day
of a branch of the bank

Show account description Additional functionality. If this check-box is set,
the account number and its name specified by the
user are displayed in the list of accounts (see
"Accounts"). If the account name is not specified,
the account number and the name of the
counteragent are displayed

Planning The group for setting the planned balance (see
“Planned balance on the form “My iFOBS")

Current balance information One can set the font size of data about accounts
balance, which is displayed on the page “My
iFOBS”. Use buttons “=" and “+” for decreasing
and increasing the text size. For justified
alignment set the check-box “"Auto matching of
width”.

8.4.5.1.Planned balance on the form "My iFOBS"”

The system provides an opportunity to set the displaying of a planned balance on the form “My
iFOBS”".

If you want the planned balance on accounts to be displayed on the form "My iFOBS” you should:
1. Select the menu item Service/Settings...
2. In the settings tree select the section "My iFOBS”".

3. In the section Prediction/Options of prediction displaying select the switch button
“"Display predicted balance” (if you want a maximal sum of payment to be displayed instead of
a planned balance than select the next switcher).

4. In the section Prediction/Minimum number of signatures for inclusion to prediction
you can set a humber of signatures required by the system to perform a recalculation of a planned
balance displayed on the form "My iFOBS".

5. Click “"OK".

Attention! Do not confuse the setting “Minimal number of signatures required for inclusion to
prediction” with “Required number of signatures for sending to the bank”
(Service/Settings/Documents/Sending).

The first setting checks a number of signatures for the document and, if it meets a number specified
in settings, the “Prediction” data concerning account of the document on the form “My iFOBS” will be
updated. If the document is not signed with a required number of signatures, the data of the form “My
iFOBS” will be unchanged until the number of signatures for the document fulfills the set parameters.

The second setting checks a number of signatures for the document at synchronization for sending
it to the bank, i.e. if it has a required number of signatures, the document will be sent to the bank and
the server data will be refreshed; otherwise the document will not be sent to the bank and new data will
not be transferred to the server. Thus, it's necessary to keep in mind that a planned balance will be
updated on the server only if the “"number of signatures required for inclusion to prediction” is the same
or more than the number of signatures required for sending to the bank.

Note: If the setting that controls the inclusion of documents with the status "Not all signatures"
when calculating the forecast balance for selected customers (IncludeUnsignedDocsInForecast) is
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enabled, set the “Minimal number of signatures required for inclusion to prediction” and the “Required
number of signatures for sending to the bank” parameters to "No signatures.”

8.4.5.2.Rates of exchange on the form "My iFOBS"”
Selection of currencies to be displayed on the starting form "My iFOBS":
1. Select the menu item Service/Settings...

2. In the settings tree select the section My iFOBS /My currencies.

3. Click on the E button.

G Settings

List of frequently used currencies

&l settings

-~ General

- Log file

- Display

- Confirmation
=My iFOBS

My currencies
My statements
= Cannection

- Server

- Madern

- Proxy server MIC HikaparyaHoekA Kopaota o
- Parameters WG
- SECUrty —
[= Documents |
- Parameters PAR  MaHaMceke Hansbos

- Actions PGK  KiHa Manya-Hosos MBiHee

LEmS::EE; __F'YG MANArRAACHKAR Tvanadi
- Sending Table | Record
- Importfexport .
- Currency orders 44 4 F bk | 3 Search "H @ Operations "||
- Messages and files
- PNt | " Choose | ‘ * cancel |
= Statement
- Statement
“Upload
- Farms

My currencies

MZD HoEozenaHACEKA aonap

Hirepificeka Haepa
MNOK  Hopeezbka kpoHa

| (O (o (o (| (|

id |

[ ] Shaowe "expert” sattings | O | ‘ Cancel ‘ | Help

4. In the opened reference book (see “Currencies”) select the necessary currency and click on

5. After selection of all the necessary currencies click on the button "OK"” on the form of settings and
at the next invoking of the "My iFOBS” form the information about rates of exchange for selected
currencies will be displayed on the form (see “Description of ‘My iFOBS’ form”).

The button @ makes it possible to add all the currencies from the list.

In order the currency not to be displayed on the form “My iFOBS":
1. Select the menu item Service/Settings.

2. In the settings tree select the section My iFOBS /My currencies.
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3. Select a currency, data about which should not be displayed on the form "My iFOBS”.

4. Click on the E button;

After editing the list of currencies, click on the "OK"” button on the settings form and at the next
invoking of the "My iFOBS” form the information about rates of exchange for selected currencies will not
be displayed on the form (see “Description of ‘My iFOBS’ form”).

The button E makes it possible to delete all the currencies from the list.

8.4.5.3.My statements

In this item one can set the list of statement templates to be displayed on the "My iFOBS” form. For
it do the following:

1. Select the statement templates you want to be available from the "My iIFOBS"” form from the top
list of available statement templates (see “Statement template generation”).

W

==

2. Use the button for adding one template or the button
available templates to the list which will be displayed on the "My iFOBS” form.

for adding all

3. For deleting one or all the records from the list of templates displayed on the "My iFOBS” form

A o .
use the buttons and i respectively.

4. Click on the button “OK".
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8.4.6.

U Settings

Settings of user staterment templates, displayed on "My FOBS"

3

&l settings
Gereral - .
Log file List of available statement templates
Display Termplate descrintion | File name
Confirmation

- My FOBS f=]lWafinon 2

My CLrrencies

-l Connection
Server
Modermn
Prosy server
Pararneters

Security

-l Docurnents
Pararneters
Actions
Ternptates
Murner ation
Sending
Imnportfexport

Currency arders
Messages and files
Print

-l Statement
Staterment
Upload

Forms

v Shiow "expert" settings

D hwikkivwork_for _vikkibyProgsh ...

| L v ] ||

=

List of templates displayed on "My iFOES" form

Em)llatnon 2

QI || Cancel ||

Connection

8.4.6.1.Settings of connection to the bank server

For correct system operation the parameters of connection to the bank server are to be specified.
The connection can be implemented directly to the server or by means of a modem or a proxy-server.

Setting of connection to the bank server:

1. Select menu item Service/Settings...
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Choosing a server, setting of dialup, packet size etc.

Al settings Serverparameters |
Server parameters
- General pa

- Log file Used connection profile

- Display Mok N0 yMONUEHIKD o]
- Confirmation

- My FOBS

My currencies

- My statements Maximal data block received from the server (KB)
-Connection

—]
- Modem ' i
- Proxy server 30 KB

- Parameters
- Security Maximal data block sent to the server (KB)
- Documents

Parameters IZU

Actions : '
- Templates 80 KB 4000 KB

Murmeration Number of attempts of connection to the server

Sending
Import/export < Mumber of attempts of connection to the bank, before
- Currency orders 10 displaying an error of falled connection

- Salary project
- \isa payments
- Messages and files
- Print
- Staternent
- Statement

[ Show expert settings

2. In the settings tree select the section Connection/Server.

3. Click on the button —| in the field "Used connection profile”.

4. In the opened form you can add new connection profile or change the current one (the
buttons “Add” or “"Change” respectively). Select the necessary operation. A link profile set by a
system administrator is used on default.

5. Enter IP-address or bank server name in the field Name or IP.
6. Enter the bank port number in the field Port.

7. By means of the scroll bar set the maximal size of data blocks sent and received from the
server. The more data your equipment allows to load, the more size can be set for maximal block.

8. Enter the quantity of attempts to connect to the bank, after which an error message about
synchronization failure will be displayed.

9. Having set the parameters, click on “"OK".
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Attention! If you use a modem or a proxy-server for connection to the bank, do not forget to set
the corresponding parameters. (see “Setting modem connection” and "“Settings of a proxy-server
connection”).

8.4.6.2.Setting modem connection
For setting a modem connection:
1. Select the menu item Service/Settings...

2. In the settings tree select the section Connection/Modem.

[ Settings - - * u1

Setting modem connection parameters for dial-up and other

Al setongs
- Lag file [ | Set a modem connection

- Display Check if you want an automatical modem connection to be established

- Confirmation before a connection to the bank

= My IFOBS

- My Currencies
- My statements
Bl Connection Connection Chosen
- Sanver

- Proxy server
- Parametears
- Security

- Documents

- Parametears
- Actions O Release connection automatically

- Templates Check if you want to break a modem connection after synchronization with
- Murneration the bank

- Sending

- Import/export

- Currency orders

- Salary project

- \iga payment settings
- Messages and files

- Print

- Statement

- Statement

Connections

[15]
=]

Show expert settings 0K Cancel Help

. -_— E L. ]

3. Set the check-box "Set a modem connection”.

4. In the list of modem connections select the one which is to be used for connection to the
bank server.

Attention! If your computer does not have modem connections, the list will be empty.
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5. Set the check-box “"Release connection automatically”, if you want a modem connection
to be released just after session of connection to the bank;

6. Having set the modem parameters, click on “"OK".

8.4.6.3.Settings of a proxy-server connection
To set a proxy-server connection with the bank:
1. Select the menu item Service/Settings...

2. In the settings tree select the section Connection/Proxy server.

Settings | E

Settings of operation via a proxy server. Address, port, user, password.

Al settings .

- Genom]
- Laog file [] Use proxy server for connection with the bank
- Display Check if you use proxy server for connection with the bank
- Confirmation
o MY ;gacirrencies Name or IP Port (1-65535)
- My statements | | 129 2]
E- Connection
- Server Identification
I - Modem
- Proxy server To install the connection to the proxy server use the
- Parameters following data
- Securty
= Documents
- Parameters
[ - Actions
- Templates
- Murmeration
- Sending
I - Import/export
- Currency orders
- Salary project
- \isa payment settings
- Messages and files
- Print
£l Statement
- Statement

User Password

| |***********

Show expert settings OK Cancel Help

3. Set the check-box “Use proxy server for connection with the bank”.
4. Enter the name or the IP and the proxy-server number.

5. Set the check-box in the group “Identification”, if login and password are to be used for
connection with the proxy-server, and specify the username and password in the fields below.
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6. Having set the modem parameters, click on “"OK"”.

8.4.6.4.Setting of an automatical synchronization

For setting an automatical synchronization of the system (see “Synchronization with the bank”):

1. Select the menu item Service/Settings...

2. In the settings tree select the section Connection/Parameters.

3. Set the check-box "Show ‘expert’ settings”.

( @ Settings

All

settings

- General

- Log file

- Display

- Confirmation
- My FOBS

- My currencies
- My statements

- Connection

- Server

- Modem

- Proxy server
- Parameters

[Ty}

-Security

- Documents

- Parameters

- Actions

- Temnplates

- Mumeration

- Sending

- Import/export

- Currency orders

- Salary project

- \isa payments

- Messages and files
- Print

- Staternent

- Statement

[¥l:iShow expert settings

Settings of synchronization

Synchronize with the bank automatically

Delay before the compulsory disconnection (in minutes)

20

Time period after which a forced disconnection wil be
carried out in case of “hanging” of request to the bank

Eerver

Display a warning about the replacement of documents
v changed by a user by the documents received from the bank

during the synchronization

oK

Cancel

the field Synchronization period to define the periodicity of synchronizations;

4. Set the check-box “Synchronize with the bank automatically” and specify the time in

5. Specify the time of disconnection

in the field Delay before the compulsory

disconnection for the case of unsuccessful attempt of connection to the bank server;

6. Additional options allows you to set the displaying mode of the synchronization procedure:
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7. “Don’'t show an error message on synchronizing” defines whether to inform about
errors detected while synchronization;

8. "Do not show the information about sent documents on the form of OTP token
conformation” - defines whether to display information about sent documents on the form of
OTP password confirmation;

9. Check the box “Display a warning about the replacement of documents changed by
a user by the documents received from the bank during the synchronization” if you want
such a warning to be displayed to a user;

10.Click on “"OK",

The section “Transaction parameters” (for the versions of WinClient under 2.0.0.0) makes it
possible to set the parameters of finishing the data synchronization, i.e. the number of attempts to stop
(0-10) and the delay between these attempts (100 - 5000 msec). These settings are related to the error
at renaming the folder with the system data at the process of synchronization finishing, if the Web
Monitor is running on the user’s computer.

Attention! At loading a new version there opens a window in which a user is to accept or deny the
loading of a new version. The automatical synchronization mode denies loading of updates. So, in case of
activation of automatical synchronization, an automatical updating will be disabled.

8.4.7. Security settings

Attention! Security settings are related to the group of expert settings, they are recommended to
be used only by administrators or advanced users under the directions of administrators.

1. Select the menu item Service/Settings...
2. In the settings tree select the section Security.

3. Set the check-box “Show ‘expert’ settings”.
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@ Settings 28 1
ﬁ! Settings of application safety, data caching etc.
Al settings
- General
- Log file Keys for USB Security Token
- Display Path to the folder with certificates
-+ Confirmation Path to the folder containing files of your certificates
0 M*,r Egiirrencim \\Corporal\certificate\ ACTUAL [SMAKE)\NADYA_JUR_BUH
- My statements 7l Cach ) i
B Connection che private keys in memory
- Server Check if you want to cache your private keys in memory. In this case
- Modem operation speed will increase a little
- Proxy server . .
.. Parameters Inform about certificate expiry (days) 16
- Securty
l- Documents Inform about login password expiry (days) 17
- Parameters
?Etr:.?pr;agtﬁ Automatical blocking of client application 0
-~ Numeration Client application will be automatically blocked in the specified time
-~ Sending period, if the user is inactive (allowed values are 0-100 minutes)
- Import/ export
- Currency orders
- Salary project
- \isa payment settings
- Messages and files
- Print
- Statement
- Statement
..... Upload
Forms
| Show expert settings oK Cancel

4. In the field Path to the folder with certificates you can specify path to the folder with
the user’s private keys and certificates.

5. The option “Cache private keys in memory” saves the certificates and key data in cache
during the user session. This setting hastens the system operation, but reduces the data security.

6. The “Additional checks at the entering of a new password” is a security setting, which
is displayed when using the system version below 2.1.6.X. When the “Additional checks at the
entering of a new password” option is enabled, the system checks new user passwords for
uniqueness, if passwords consist of at least six different characters in different cases (upper and

lower). This check is configured by the system administrator and is not available to the user for
editing.

7. The field Inform about certificates expiry (days) makes it possible to specify the
quantity of days a user will be informed about certificate expiry before the set number of days.
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8. The field Inform about login password expiry (days) makes it possible to specify the
quantity of days a user will be informed about login password expiry before the set number of
days.

9. The field Automatical blocking of client application is for specifying the quantity of
minutes (from 1 to 100), on the expiry of which your application will be blocked automatically, if
you have not performed any actions in the system for the specified period of time. If the value “0”
is specified, the automatic blocking will be disabled.

10.Click “OK".
8.4.8. Documents

There are settings for operating documents in the national currency in this item (i.e. creating,
editing, sending to the bank and exporting/importing).

If you wish the maximum amount of payment to be displayed in the form of entering a document in
the national currency (see “Creation of UAH document”), set the check-box “Show the maximum of
payment when entering documents”. If you wish a planned balance to be displayed while entering a
document in the national currency, set off the check-box.

Since the number of the document can include not only numbers, but different characters, the
system provides an ability of sorting documents by numbers as character value. To enable this feature
check the "Sort documents by number as character value" option. When the option is disabled,
documents will be sorted by number as a numerical value.
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The systemn settings for national currency documents (creation, change, sending to bank)

All settings
- General
- Log file This part contains settings referring to creation and edition of

- Display documents

- Confirmation i i
- My iFOBS n Show the maximum amount of payment when entering

. documents
- My currencies

- My statements If this check-box is set, a max payment amount will

Connection be displayed instead of a planned balance

- Sarver
- Modem Sort documents by number as character value
- Proxy server
- Parameters
- Security

El- Docurnents

i Parameters
- Actions
i Templates
MNumeration
Sending
Import/ export
- Currency orders
- Salary project
- Visa payments
- Messages and files
- Print
El- Statermnent
i Statement

[ Show expert settings

8.4.8.1.Parameters

In this item one can adjust general settings of entering a document (see description in the table).
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@ Settings p— u

General settings of document entering

All settings Document parameters
- General

Lug file Sign documents automatically
- Display If this check-box is set, then after creating or editing 3 document a
- Confirmation digital signature wil be afficed
= My IFOBS Only signed documents
My currencies Only edited documents having at least one signature wil be signed
t.- My statements automatically
= Connection Take into account delayed documents on calculation of
- Server planned account balance
Maodem if this check-box is set, then amounts of delayed documents [ln the
Proxy server client side) wil be added to the amount of a planned account balance
‘- Parameters Show total number of documents
- Seaurty
& Etucuments Display balance of payment
Par:}meters VAT rate |20 | . amount considering taxes
- Actions
- Templates Template Defauk -
Mumeration BT. 4. NAB %s s |
-~ Sending Bes N8 O
i Import/export -
- Currency orders I
- Salary project [ Include the advertisement tax Display text
- \isa payment settings Rate |EI.5 . |B T.4. M3P %s |
- Messages and files
- Print | Values by default |
El- Statement
- Statement I
i Upload
N
[] Show expert settings OK | | Cancel | | Help

L 4

Item description
Setting Description

Sign documents automatically If this check-box is set, a digital signature of the
user, under whose name (under whose profile)
the client application is started, will be
automatically affixed on the document being
created or edited.

Only signed documents If this check-box is set, then a digital signature of
this user will be automatically affixed only on the
documents having already had at least one
signature before they are edited. The setting is
available, only if the check-box “Sign documents
automatically” is set.

Take into account delayed documents on If this check-box is set, then amounts of delayed
calculation of planned account balance documents (in the client side) will be taken into
account while calculating the amount of a planned
account balance.

Show total number of documents If this check-box is set, then the total quantity of
displayed documents will be calculated
automatically in the table with the documents.

Setting of VAT This is the group of settings concerning the
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Setting Description

calculation of a value-added tax amount and
displaying it in the field of the payment purpose
(see “Setting of VAT percent and template”).

Include an advertisement tax If this check-box is set, then besides the VAT, an
advertisement tax amount will be calculated as
well and displayed in the field of the payment
purpose. Specify an interest of an advertisement
tax and the text to be displayed.

Values by default If one presses this button, then the VAT settings,
one adjusted, will be set by default by clicking on
the button “"VAT"” in the form of entering
documents (see “Creation of UAH document”).

8.4.8.1.1. Setting of automatical signing of documents

The adjustment makes it possible to activate the mode in which the system will automatically apply
an digital signature of a user on created and changed documents. Amount of applied signatures depends
on user rights.

Setting of automatical documents signing:
1. Select the menu Service/Settings;
2. In the tree of settings select Documents/Parameters;
3. Set the flag "Sign documents automatically”;

4. If you want the system to sign automatically only the changed documents which were
applied at least with one signature, set the flag "Only signed documents”

5. Click on “"OK”".

8.4.8.1.2. Setting of VAT percent and template
The group of settings allows to create a VAT template that is inserted to the payment record.
1. Select the menu Service/Settings;
2. In the tree of setting select Documents/Parameters;
3. In the field VAT rate specify value;

4. If you want the payment purpose record to contain not only the amount of VAT but also the
balance of payment amount, set the flag "Display balance of payment amount considering
taxes”;

5. Select the VAT template that is inserted to the field of PP by default (i.e. after clicking on
“"VAT"). To do it, set the flag in the column "By default” opposite the necessary template:

a. VAT %s - the payment purpose field will contain the value “VAT <...> hrn.”

b. incl VAT %s - the payment purpose field will contain the value “incl. VAT <...>
hrn.”;

c. net of VAT - the payment purpose field will contain the value “Net of VAT";
6. The button “Values by default” resets user settings.

Entering other values of VAT rate

To add a row with a different VAT rate to the “Setting of VAT" table, select any record in the table
and click [Insert].
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VAT rate |2[] - | [ Display balanc_e cr_f payment
amount considering taxes
Template VAT Default
NAB %s 20
BT.d. OB Y%s 20 O

o I

Above the selected record, an empty row will be added for entering a new VAT value.

VAT rate |2EI . | N Display balanc_e cr_f payrment
amount considering taxes
Template VAT Default
Nae %s 20
B T.u. NOE %s 20 O
W
Bez NOB O

Add and fill in the required number of VAT values. The table can contain no more than 10 values.

VAT rate |2,3 = | m Display balanc_e u_f payrment
amount considering taxes

Template VAT Default =
Mo %s 20

BET.u. 0B %s 20 O

BT.d. NAB Y%s 7 O |
BT.4Y. OB %s

Fe= MNNR 1 il

To delete a template, select the corresponding record and click [Del].
Save changes by clicking the “"OK" button.

After that, all the entered values will be available when selecting the VAT rate on the national
currency document creation form (see “Creation of UAH document”).

Details of payment (There are 160 symbols left) L Save as standard
Budget... || SelectpPr.. || = | ~Authorization signs—

Value date nae 20% 16.67 hrn.

[

Additional details B T. 4 M4B 20% 16.67 hrn,
[
[

Payment comments s el
8 7. 4. [1B 0% 0.00 hrn.

Budget item

i Bes MNEB
State |On client |Er A . Req.sign level I:I

| — | —  —
N
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8.4.8.2.Actions

There are settings of the system operation on creating new documents in this item (see description
in the table).

r‘@ Settings ————— @1

Settings of systemn operation on creation of new documents

All settings
- General
- Log file Change the state of a new document to
- Display +! Entered | On client
- Confirmation
= My iFOBS Delayed | On client
- My currencies
- My staternents Allow entering of Cyrillic symbols in curr. paym. orders
El- Connection If this check-box is set then when entering payment orders in foreign
- Server currency the check of required symbols will not be carried out
- Modem
- Proxy server . . .
.. Parametars » Display deleted and rejected documents on choosing filter
- Security "Not approved”
- Documents If this check-box is set, then in case the filter "Not approved” is
- Parameters applied on forms of creating documents, "Deleted" and "Rejected"
documents will be displayed among not approved documents
- Templates
+ Numeration +| Detailed filter of documents of current day
-~ Sending If this check-box is set, then in case the filter "Current" is applied, all
- Import/export .
the documents created or approved on the current day will be
- Currency orders displaved
- Salary project piay
- \fisa payment settings Commission in percents for currency documents
- Messages and files If this check-box is set, then at creating of requests for currency
- Print purchase, sale or conversion, only the commission interest rate wyill
- Statement be allowed for entering (but not the commission amount)
- Statement
L|D|I:IE|E|
Farms
Show expert settings OK Cancel
Item description
Setting Description
Change the state of a new document to This is a radio-group for selecting the state to be
set for a document after creating it (see “Setting
of a state of a new or edited document by default
")
Allow entering of Cyrillic symbols in curr. If this check-box is set, then letters of Russian
paym. orders and Ukrainian alphabet will be added to the
symbols allowed for a payment order in a foreign
currency
Displayed deleted and rejected documents If this check-box is not set, then in case the filter
on choosing filter “"Not approved” “Not approved” is applied, the documents in the
states entered, delayed, signed with not all
signatures, sent will be displayed in the forms of
entering documents. If this check-box is set, then
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Setting Description

the list will also contain documents in the states
“deleted” and “rejected”.

Detailed filter of documents of current day If this check-box is not set, then in case the filter
“Current” is applied, on the forms containing
documents only documents those can be passed
in the current day will be displayed. If this check-
box is set, then the lists will contain all the
documents created or passed in the current day.

Commission in percents for currency If this check-box is set, then at creating requests
documents for purchase, sale or conversion of the currency
the entering of the commission percent only is
allowed (the filed for entering the commission
amount will be unavailable). If this check-box is
not set, then at creating a document in a foreign
currency both the fields will be available and a
user can enter a value in one of this fields.

8.4.8.2.1. Setting of a state of a new or edited document by default

The group of settings allows to select the state assigned to created or edited document after
saving:

1. Select the menu item Service/System settings;
2. In the tree of settings select Documents/Actions;

3. In the section “Change the state of a new document to” select the state that will be
assigned to a new or changed document:

a. “Entered” - after saving the document state is “"Entered”. This state does not require
presence of digital signatures. The document with the state is not sent to the server at
synchronization, but if it will have the required amount of signatures, the document state will be
automatically changed to “Ready for sending”. Than at the next synchronization it will be sent to
the bank;

b. “"Delayed” - after saving the document state is “"Delayed”. This state also does not
require presence of digital signatures. The document is not sent to the bank server at
synchronization. If the required signatures will be applied on the document, its state will not be
changed. The state “Ready for sending” can be applied manually only.

8.4.8.3.Templates

In this item one can set templates to be used for the quick creating of documents in the national
currency (see description in the table).
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i @ Settings

==

Settings of favourite templates of standard docurnents

Al settings
- General
- Log file
- Confirmation

Settings of standard templates of documents in nat. currency

Setting of templates of documents in nat. currency, that will be used
for a quick document creation

Mame for the template of fast access £1

- My IFOBS |

| Choose...

| Jcrt + Al +1

- My currencies
- My statements

Mame for the template

of fast access #2

[El- Connection |

| Choose...

| fctrl + Al + 2

- Sernver

Mame for the template

of fast access £3

- Modem |

| Choose...

| ctrl + Alt + 3

- Proxy server
- Parameters

[ | Set the following PP by default

- Sacurity
- Documents
- Parameters

Sending
t Importf export
- Currency orders

[l Use PP by default at document copying

- Salary project
- \isa payment settings
- Messages and files
-~ Print
- Statement
- Statement

Refresh the value of VAT amount

[] Show expert settings

oK

Cancel Help

Item description

Setting

Description

Setting of standard templates of documents
in nat. currency

See the detailed description in the manual item
“Setting of fast access to national currency
documents”

Set the following PP by default

If this check-box is set, then one can enter a
payment purpose that will be set by default in all
the documents created in the national currency.

Use PP by default at document copying

If this check-box is set, then at cloning
documents the payment purpose adjusted in the
settings by default will be used (see the previous
setting description). If this check-box is not set,
then the PP of the initial document will be used.

Refresh the value of the VAT amount

If this check-box is set, then an amount of the
VAT will be recalculated automatically at every
editing of the document amount on the forms of
creating documents.
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8.4.8.3.1. Setting of fast access to national currency documents templates

The system makes it possible to select three templates for document in national currency and set
hot keys of fast access for these templates. Having set them, you can create UAH documents by selected
templates with the help of hot keys combinations.

Attention! You can set hotkeys for templates if there is at least one template for national currency
documents in the system.

Setting of hotkeys for document creation by template:
1. Select the menu Service/Settings;
2. In the tree of settings select Documents/Templates;
3. Click on the button “Select” (see the picture);
4. In the opened form select a document template for which you are going to set hot keys.
Click on the ﬂ button;

5. Set the pointer in the field for setting of hot keys and click on the button [Backspace] to
clear the field;

6. Press the key combination which will be used for creation of a national currency document
by selected template (for example [Ctri]+[AlIt]+[1]);

7. Click on "OK";

8. Switch to “National currency documents” and press the specified key combination. The
system will create a new UAH document by the selected document.

8.4.8.4. Numeration
In this item one can set the enumeration of documents and reset counters.

At the automatical numbering the system assigns a new document a number greater by one than
the biggest number of a document of the type (if continuous numbering is not set, the system considers
the number of documents of the type for the corresponding date to be the biggest one ).

Besides, the system does not identify “wrong” document numbers (i.e. numbers which contain only
digital symbols, for example 12A, 120-54).

That is why if the biggest document number is 15 and then you create a document with the number
15B, and after that you create a new document, the system will automatically assign number 16 to it.

8.4.8.4.1. Setting of continuous numbering

At continuous numbering documents of the same type are numbered irrespectively of creation date
(i.e. if you created a payment order with humber 5 on 01.01.2008, and the next payment order was
created on 05.01.2008, the system will automatically assign number 6 to it). If this option is inactive, the
system numbers documents from the start every day.

Setting of continuous numbering:
1. Select the menu item Service/Settings;
2. From the tree of settings select Documents/Numeration;
3. Set the flag "Continuous numbering of documents”;
4. Click on the "OK” button.

Attention! If a user select the Continuous numbering of documents and Documents numeration by
legal persons, documents will be numbered by contragents' humbers only. So, it's necessary to set either
Continuous numbering (all documents will be numbered by dates) or Numeration by legal persons (than
all documents will be humbered regardless of dates, by account numbers only).
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8.4.8.4.2.

Setting of documents numeration by legal persons

If there are several legal persons (contragents) for one user in the system, the documents can be
numbered separately by each contragent.

Activation of humbering by legal persons:

4. Select the menu item Service/Settings;

. In the tree of settings select Documents/Numeration;

5
6. Set the flag "Documents numeration for corporate persons”;
7. Click on the "OK" button.

&

Settings

=

All

o

Settings of parameters of documents numeration

settings

- General

- Log file

DiSl:l IE‘H

- Confirmation
- My IFOBS

- My currencies
- My statements

- Connection

- Server

- Modem

- Proxy server
- Parameters

L

-Security

ocuments

- Parameters

- Actions

- Templates

- Mumeration

- Sending

- Import/ export

- Currency orders
- Salary project
- \isa payment settings
- Messages and files
- Print

- Statermnent

- Statement

v| Continuous numbering of documents
This option is available for all documents

v Numbering of documents for corporate persons

Mumbering of all the documents will be held in view of corporate
persons (by enterprise code), whose accounts will be specified as

debit ones

Prefix of user documents number

£ UAH documents

£ Information debit documents
ﬁ Currency documents

" Requests for currency purchase
B2 Requests for currency conversion
@3 Requests for currency sale

j‘ Currency payment orders

% SWIFT-transactions

3 Inform. messages on currency purchase

Clear all counters

¥l :Show expert settings

Eeset
Reset
Eeset
Eeset
Reset
Reset
Eeset

Eeset

Reset

m

oK

Cancel

At the same time, the continuous numbering by these documents is also saved. For example, if you
create a payment order, payer of which is Contragent’s Account 1, and which was assigned the number
1, the next payment order by this account will have the number 2. But if you create a payment order,
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payer of which is Contragent’s Account 2, the system will assign number 1 to it. So, the numbering will
be continuous by document types and account numbers.
8.4.8.4.3. Prefix of user documents number
If you want the system to add the prefix of documents number, do the following:

4. Select the menu item Service/Settings;

5. In the tree of settings select Documents/Numeration;

6. Enter the prefix in the Prefix of user documents number field;

7. Click on "OK".

Note. A prefix consists of three characters (all Cyrillic and Latin symbols and the "-" and "_" are
allowed).

If several users work at your client workplace, the prefix for document numbers can be set for each
user separately. In this case, the numbering of documents will be continuous for each user (prefix)
separately.
8.4.8.4.4. Reset of document counters

The system registers the biggest existent numbers for each document types - i.e. numbers to which
one is added for numbering of new documents of the same types.

If necessary you can reset counters and start numbering from the beginning. It may be necessary if
the system operates in the mode of continuous numbering, but at the beginning of the year it is required
to start numbering.

Resetting of counters:
1. Select the menu item Service/Settings;
2. In the tree of settings select Documents/Numeration;

3. To start the numbering of documents of the same type, click on the button “Reset” at the
document of a necessary type;

4. To start the numbering of documents of all the types, click on the button “Clear all
counters”’;

5. Having cleared all counters, click on "OK".

Attention! The procedure of counters resetting is activated only from the beginning of the day! If
you have reset the counters and now continue to create documents, the numbering will be continued as if
resetting was not performed. It is recommended to reset counters at the start of a day, before
documents creation.

8.4.8.5.Sending

There are settings of parameters for sending documents to the bank in this item. You can activate
sending the documents of all the users of this workstation. In order to do this:

1. Go to the menu Service/Settings;
2. In the tree of settings select Documents/Sending;

3. Set the flag "Send all ready for sending documents on accounts of all users of the
local workstation”;

4. Click on “"OK".

Page 150 of 175



iFOBS.WinClient User manual

@ Settings | )

i Setting parameters of sending docurmnents to the bank to the bank
s n
- General r
- Log file Send all ready for sending documents on accounts of all
- Display users of the local workstation
- Confirmation If this check-box is set, then at synchronization with the bank not only
My iFOBS documents on accounts of the current user will be sent to the bank,
- My currencies but also all documents ready for sending (having at least one
~- My statements signature) on accounts of other users registered on this workstation
£l Connection
Warning —— ——— (e

if you set this check-box, then only the documents with at least one signature will be sent to the bank!

QK

Sending 23 UAH documents 999
L Import/export =
- Currency orders % Information debit documents 40
- Salary project R . -
equests for cash orderin 100

- Messages and files ﬁ q g _————
- Corporate cards %3 Currency documents 100 -
- Print =
E- Statement 3 Regular payments 100 2
i Statement . . 7
i Autopayment instructions 10

----- Upload % pay e
- Forms % Request for depositing money 100 2

L5 I T P T, inn * b
[] Show expert settings OK Cancel Help

Attention! If the option is activated, only the documents which have at least one signature are
considered to be ready for sending. You cannot send to the bank any unsigned documents. This limitation
is imposed because at acceptance of a new document in the bank the system must identify a document
as a document of concrete user (to verify compliance of document parameters with user rights for
accounts and operations). If you send only “your” documents, the system will identify them by user name
of the session at which the documents were sent. If you send documents of “other” users, the system
cannot bind them to concrete user, because they don’t have any signatures.

8.4.8.5.1. Setting of number of signatures required for sending to the bank

You can specify amount of digital signatures which must be applied on a document so it could be
assigned a state “Ready for sending” and sent to the server at synchronization. If you change this
adjustment, the system will update states of all UAH and currency documents in local DB and assign
them the required states.

Setting of amount of signatures:

1. Select the menu Service/Settings;

Page 151 of 175



iFOBS.WinClient User manual

2. In the tree of settings select Documents/Sending;

3. In section “"Required number of signatures for sending to the bank” select number of
signatures, having which, the document will be considered to be ready for sending;

Note: If the setting that controls the inclusion of documents with the status "Not all signatures" when
calculating the forecast balance for selected customers (IncludeUnsignedDocsInForecast) is enabled, set
the “Minimal number of signatures required for inclusion to prediction” and the “Required number of
signatures for sending to the bank” parameters to "No signatures."”

4. For each type of documents you can also set the limit for the number of documents that
will be sent to the server in one package. The range of valid values is from 0 to 999. If the value
is 0, the document packages will be generated according to the settings of connection to the
server (see "Settings of connection to the bank server"). The exception are multi-level documents
(payroll sheets, pay slips, etc.) - for them, the calculation will be made with allowance for accruals
and calculation of the total size of the entire document. If the document is large, then sending will
be performed by one document in each package.

5. Click on the “"OK" button.
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L.

[ @ Settings

==

i

Al

settings

- General

- Log file

- Disp [a-.rr

- Confirmation
- My IFOBS

- My Currencies
- My statements

- Connection

- Senver

- Modem

- Proxy server
- Parameters

- SeCurity
- Docurments

-~ Parameters

- Actions

-~ Templates

- Numeration

- Sending

L Import/export

- Currency orders

- Salary project

- Messages and files
- Corporate cards
- Print

- Statement

- Statement

Show expert settings

Setting parameters of sending documents to the bank to the bank

Send all ready for sending documents on accounts of all

users of the local workstation

If this check-box is set, then at synchronization with the bank not only
documents on accounts of the current user will be sent to the bank,
but also all documents ready for sending (having at least one
signature) on accounts of other users registered on this workstation

Required number of signatures for sending to the bank

No signatures +! One signature

Document will be considered ready for sending if it has the

specified number of signatures

Return the saved values

3 UAH documents

%3 Information debit documents
%4 Requests for cash ordering
% Currency documents

3 Regular payments

ﬁ Autopayment instructions

4 Request for depositing money

L Y, == o errommmens sroreslhmes

Two signature

100
100
100
100
100
100
100

1nn

m

oK

Cancel

Attention! Settings on the client application can differ from bank settings, so, if you set the

adjustments “No sighature” or “One sighature”, it doesn’t mean that the document will be accepted by
the bank. Settings of states on client workstation by default uses for filtering of documents sending and
not sending to the bank. Besides, the amount of documents with the state “Ready for sending” is
displayed on the form "My iFOBS” as the amount of new outgoing documents, which will be sent to the

bank at the next synchronization.
8.4.8.6.Import/Export

The parameters of importing documents in the national currency as well as parameters of exporting
statements and account information are set in this item.

The following settings can be adjusted in the section “Settings of import of documents in nat.

currency”:
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1. “Import all files from the mentioned folder”***. If this check-box is set, then at performing
the task “Import” for documents in the national currency (see "Document import from a file”) the system
will address to the folder specified in the field Path to the folder for import of documents in
nat. currency.

2. “Save import results to XLS file”. The check-box makes it possible to save a report containing
results of importing in the file of the format *.xls (besides import results saved in the formats *.html n
*.xml). Generated reports will be saved in the directory Log/ImportResult (the directory is situated in
the same place where performed file of the iIFOBS system is cited).

The following settings can be adjusted in the section “Settings of export of document and
account information”:

1. Specify the folder where statements being exported will be saved in the field Path to the folder
for saving documents (see “_Statement export ”).

2. Specify the folder where account balance statements being exported will be saved in the field
Path to the folder for saving remains (see “Accounts balance”).

r@‘ Settings ﬁ1

=hre

<

e

EE==]

Here you can adjust import of documents in nat. currency and export of statements

&l settings
- General

- Log file Import all files from the mentioned folder

- Display

- Confirmation

- My IFOBS D:\Install\ifobs_win32client_2.1.6.22_secure\Import

-~ My currencies Mow this setting is available only for the plug-n of import from the file of dient-bank

~ My statements data (*.dat)

El- Connection

- Senver

- Modem

- Proxy server

- Parameters Path to the folder for saving documents

ecurity D:\Install\ifobs_win32client_2.1.6.22_secure\Export\Document

El- Documents

. Parameters Path to the folder for saving account balance data

- Actions D:\Install\ifobs_win32client_2.1.6.22_secure\Export\AccountBalance ---

- Tamplates

- Murneration

- Sending

& Import/export

- Currency orders

- Salary project

- \isa payment settings

- Messages and files

- Print

- Statement

- Staternent

Path to the folder for import of documents in nat. currency

Save import results to XLS file

L

v Show expert seffings oK | | Cancel | |

** At the moment the setting is valid only for importing documents in the format *.dat.
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8.4.9. Currency orders

The values for constants which will be used in currency orders by default can be set in this item.
r — al
&) Settings g
R

' Vi Settings of constants
Al settings
General : : : -
Log file On changing local settings for currency documents, they're considered to be more
Display priority thanbank constants
Confirmation Account for inclusion of UAH  Pension fund
= My FOBS at the currency sale |
My currencies Bank code 300009 || Bank code
Hy Saneimants Account  UA 12 300009 000000 Account
- Connection ¢ d -
-~ Server OKPO code | OKPO code |
Modem Name | Name ‘
i Proxy server ‘ : :
~ Parameters Interest of Registration number in PF
‘Security Acquiring  |0.00 ‘
= Documents
- Parameters Sale [0:00
-~ Actions Conversion |0.00
i Templates
Numeration Account of bank
- Sending Request for currency acquiring
Import/export »
Request for currency acquiring
-Salary project Currency conversion request
Messages and files -
Print Currency payment order; Urgent type
- Statement ¢T+0 OT+1 2T+ 2
f azakt):rdnent ~ Application form of currency payment order is to be
e ~ displayed on one page
~ Application form of currency purchase is to be displayed on
~ one page
VI Show "expert"” settings OK Cancel
\= o

Description of constants:

e Account for inclusion of UAH at the currency sale. In this section the user enters
account attributes for hryvnya inclusion at the currency sale (bank code, account number in
IBAN format, OKPO code, name).

e Pension fund. Pension fund account attributes (bank code, account number, OKPO code,
name) can be entered in this section.

e Registration number in PF - the pension fund registration number.
o Interest of - interest rates for currency purchase, sale and conversion.
e Account of bank - bank account for inclusion of commission for currency purchase, sale
and conversion.
The radio group makes it possible to set the urgency of currency payment order approval:

e T+0 - the document have to be approved today (the value date is the same as the
document date);
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8.4.10.

T+1 - the document can be approved only tomorrow (the value date can be one day later
than the document date);

T+2 - the document can be approved the day after tomorrow (the value date can be two
days later than the document date);

Application form of currency payment order is to be displayed on one page - check
this box and the form for creating a currency payment order will be displayed on single

page,;

Application form of currency purchase is to be displayed on one page - check this
box and the form for creating a currency purchase order will be displayed on single page.

Messages and files

There are settings of parameters for messages and files sent to the bank and received from the
bank in this item (see description in the table).

@ Settings e
| _
Settings of parameters of messages and files, sent and received from the bank
All settings
- General
- Log file Required number of signatures for sending to the bank
gllzuslﬁfl?rtrﬁtinn Without signat One signature '+ Two signature:
=- My iFOBS The message is considered to be ready for sending if they have
. My currencies mentioned number of signatures
My statements
El- Connection v Automatically sign created messages
- Server Set the check-box for automatic signing of created messages
- Modem
- Proxy server
- Parameters v Deliver messages at the whole synchronization
- Security If this check-box is not set, the data wil be delivered only upon
E- Documents request (from the message form)
ig;?_litem Directory for saving of files of extended messages
- Templates
- Mumeration
- Sending
- Import/export
- Currency orders
- Salary project
- \isa payment settings
- Messages and files
- Print
El- Statement
- Statement
L||:I|I:Ialj
Forms
v| Show expert settings OK | | Cancel | |
Item description
Setting Description
Required number of signatures for sending This is a group box for specifying the quantity of
to the bank signatures to be enough for sending a message to
the bank
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Automatically sign created messages If this check-box is set, then the digital signature
of the user, under whose name (under whose
profile) the client application is started, will be
automatically affixed on every new message after
creating. If this check-box is not set, messages
will be created without signature

Deliver messages at the whole If this check-box is set, then delivering messages
synchronization will be performed at the full synchronization of
tasks with the bank. If this check-box is not set,
then messages will be delivered only by clicking
on the button “Deliver” on the message form

(see “Sending and getting of messages”)

8.4.10.1. Setting of automatical signing of messages

In order the system to apply your digital signature on created or edited message automatically, do
the following:

1. Select the menu Service/Settings;
2. From the tree of settings select Messages;
3. Set the flag "Automatically sign created messages”;

At saving of a new or edited message, the system will apply your digital signature on this message.

8.4.10.2. Setting of amount of signatures required for message sending
Setting of a required amount of signatures for message sending to the bank:
1. Select the menu Service/Settings;
2. From the tree of settings select Messages;
3. Specify the amount of signatures that will be obligatory for message sending to the bank:

a. “"Without signature” - a message without signatures will be sent to the bank
server and signed there on behalf of another user;

b. “One signature” - a message will be sent to the bank if it has at least one digital
sighature;

c. “"Two signatures” - a message will be sent to the server only if it is signed with
both signatures;

4. Click on “"OK".

8.4.11. Printing of payment orders
The following parameters of printing payment orders can be set in this item:
1. Number of printed payment copies (1-50);

2. Print in text mode. If this check-box is set, then a payment order will be printed in the text
format, but not in the graphical one. Such a mode makes it possible to improve the printing speed in old
printers.

3. Sorting of payment orders at print is a setting by means of which it is possible to print a list
of payment orders, sorted either by a document number or by a document amount (in the ascending
order).

If the value “No sorting” is set, payment orders will be printed in the same sequence, they are
displayed.
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8.4.12.

r@‘ Settings &Jw

Settings of print parameters by defauk

Al settings
- General
~Log fie Number of printed t copies (1-50): 1 o
- Display umber of prin payment copies ( ) =
- Confirrmation
(=8 MV iFOBS Print in text mode
- My currencies If this check-box is set, then UAH payment orders
My statements will be printed in the text (not in graphical) format.

e : Such a mode rmakes it possible to improve
= C'f'_hsn:rinrn the printing speed in old printers.

- Modem Sorting of payment orders at print
- Proxy server + By document number
- Parameters
- Security
- Documents No sorting
- Parameters
- Actions
- Templates
- Mumeration
- Sending
- Import/export
- Currency orders
- Salary project
- Viga payment settings
- Messages and files
El- Statement
- Statement
|_|p|,:,3d
- Farms

By document amount

v| Show expert settings 0K | ‘ Cancel | |

Statement

To set statetment parameters select the menu Service/Settings..., select the article Statements
from the tree of settings. You can adjust the following parameters:

if you need the detailed data to be displayed, mark the checkbox “"Detailed statement”;

if you need the data to be grouped by dates, mark the checkbox "Statement separated by
dates”;

to set the descending sorting for dates (the latest document to be the first), mark the
checkbox “"Descending dates”;

in order the documents to be sorted by transaction date, mark the checkbox “Sort the
documents by the date of transaction”;

in order the UAH equivalents of amounts to be displayed in statements for currency
accounts, mark the checkbox “Display equivalents”. By default, the system will display
equivalent amounts in the same column with currency amounts (i.e. every line with amount
in currency is followed by the line with equivalent amount). If you want the equivalent
amount to be displayed in the same line with amount in currency (i.e. equivalent amount to
be displayed in additional column), mark the checkbox “Display in single line”;

“Random statement” - an alternative variant of detailed statement
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“Display null transactions” - if you want null transactions of accounts to be displayed in
the statement, check the box «Display null transactions>» . If the option is unchecked, the
following message will be displayed: «There is no cash flow in the selected accounts for the
selected period»;

if you need the statements to contain only the documents by debit or credit of selected
accounts, select the option "By debit” or "By credit” in section “"Display the following
document types”;

if you select “"Sort accounts by currency”, at forming of statement the additional sorting of
accounts will be made on the code of currency in such order: UAH, EUR, USD;

to have documents sorted by the date of transaction, select the “Sort documents by the
date of transaction” option;

in the Report format* field you can select from the drop-down list the format of reports,

that will be sent to your e-mail by the e-statements mailing system. The following formats
are available: HTML (by default), PDF, RTF, TXT and XLS.

&) Settings Iﬁ
e
Ed 2
Settings of statement parameters by default
Al settings
- General
- Log file v| Detailed statement
- Display Display itemization of documents in statement
-~ Confirmation v| Statement separated by dates
=- N!V FOBS Document information will be displayed broken down by dates
i My currencies .
L. My statements v [}egcendlng dates . - . o
Bl Connection If check-box is set, then the information will be displayed beginning from the
latest date at statement generation
- Sarver
- Modem v| Display equivalents
- Proxy server Display equivalents in the list of currency accounts
- Parameters Display in single line
- Security If this chedk-box is set, then equivalents will be displayed in the same line
= Documents with values of account currency at statement generation . If it's not set,
- Parameters equivalents wil be displayed in new line
~ Actions Random statement
- Te ml:"at‘j's Statement is displayed in landscape format and contains summary data
- Numeration
- Sending . .
- Import/export Display null transactions
- Currency orders Display the following document types:
- Salary project o Al By debit By credit
--\fisa payments
- Messages and files
- Prink
- Statement Sort accounts by currency
Statement Sort documents by the date of transaction
----- Upload
Forms
Report format |HTML -
Show expert settings OK | ‘ Cancel | ‘

* The presence of this field is determined by a license for the corresponding module

Page 159 of 175



iFOBS.WinClient User manual

8.4.12.1. Automatical statement generation

The system provides the opportunity of automatical statement generation by templates at set time
intervals.

Automatical upload of statement to file
All settings Fosrting of-Butomaticel statement oenarstion
@r‘e’d LS | 3 AAs bl s SENE LAl A wd N
Log file Upload statement by template automatically
Display List of available statement templates
Confirmation Template description | File name I
= My :'iyoac?xrencnes iNTest2 D:\Work_for_Vk\Progs\win32clie...
by stabamarts i Test1 D:\Work_for_vik\Progs\win32clie...
b e N Test3 D:\Work_for_vik\Progs\win32clie...
Server
Modem
Proxy server
Parameters ‘
Security l J | A Interval, min, |60
= Documents Not found:TCONFIGELACCREPAUTOFRAME.LBMYIFOBSREPTEMPLLIS
Parameters Name v | Interval, min. v
REU Test2 1
Temptates
Numeration
Sending
Importfexport
Currency orders
Messages and files
Print
- Statement
Statement
v Remove duplicate documents
Fo In case of simultaneous uploading of documents by debit and credit into a file,
e the credk dupiicate of a debit document will be deleted
Show “expert” settings [ ok | I Cancel I [ J

In order a statement by template to be generated automatically, you should put a checkmark
“Upload statement by template automatically”. See also “Statement template generation”.

Attention! By default the system saves the statement file-template in the folder RepTmplts, which
is placed in the same directory with iFOBS system executable file. File-templates from this folder are
automatically loaded to the list of available templates that is displayed on the form.

In the section List of available statement templates it is necessary to choose a template by

which statement will be generated. The buttons i , ~ are used for adding/deleting of

selected templates to the list of uploaded statements.

The section List of templates of uploaded statements contains the information about templates
by which statements will be generated and interval after which upload will be performed.

At adding of a statement to the list of uploaded statements you can set a time period (in minutes)
in the field Interval, at which the automatical statement generation will be executed.

Generated statement files are saved in the directory “"Export” (the directory is placed with iFOBS
system executable file). The file about accounts states is in the subdirectory “"AccountBalance”, file with
data by documents (if any documents passed by these accounts) - in subdirectory "Document”.
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If to set a small flag in an option «Remove duplicate documents», at the simultaneous unloading
of debit documents and credit documents the credit doublet of debiting document will be deleted.

Attention! In order the changes come into effect, the system should be restarted.
8.4.13. Table forms
The following parameters can be set in this item:

1. Export in standard mode. If this check-box is set, then data out of forms will be modified to
the linear table form before being exported. If this check-box is not set, then a table will be exported in
the same form as it is displayed on a screen.

2. Make filter case-insensitive. If this check-box is set, the table data will be case-insensitive.

3. Font size in tables. Using the buttons “-" and “+” you can set the size you need for text in
tables.

[ @ Settings - u1
s
F

Settings of table forms parameters

Al settings .
- General
- Log file Export in standard mode
- Display If this check-box is set, then table forms data will be modified to the linear
- Confirmation table form.
= My iFOBS _If it's not set, then the table wil exported in the same form as it is
- My currencies displayed on a screen
- My statements
- Connection [ | Make filter case-insensitive
- Senver If the option is selected, fitering of table data will be case-insensitive.
- Modemn
- Proxy server
| Parmeters Fontsizeintables |
- Sacurity
- Documents N
- Parameters Text sample —l—l
- Actions
- Templates
- Mumeration
- Sending
- Importfexport
- Currency orders
- Salary project

- \isa payment settings
- Messages and files

- Print

- Statement

- Statement

“ Upload

Show expert settings 0K Cancel Help
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8.5. General principles of operation with system forms

The system table forms make it possible to group the data randomly, sort and filter it; and also to
export, import and print the data from tables. All these operations are described in the respective articles
of this user manual.

On some forms the user can add, edit and delete records.

8.5.1.

Working area of table forms

The data is displayed in table forms, which makes it possible to group, sort and filter a data upon
user’s request. Also, work area allows to find a necessary record in a table.

You can edit the working area parameters with the help of context menu. To invoke the table
contextual menu right-click on the table column heading:

Grauping ares
iz dizplayed

_ %l Sort Ascending
_ il Sort Descending

Clear Sorking
| =4 Group By This Field
[ = Group By Box

I
2] Enoter
] E Group Fookers

Fermove This Column
1 @ Reset

Aligrment k
| b= Best Fit

Best Fit (all calumns)

“Sort Ascending/Descending” — the data can be arranged in order of magnitude or decrease.

“Group by this field” - grouping of the data by selected field. You can also group the data by
dragging a column heading to the field under the table.

After grouping there will appear the option “Open all” to the right, after activation of which
all the data will be displayed by the specified field.

“Display grouping area” - display/hide a grouping area.

Docutnent date © =

Diate of entering to the &« ||M2 T || Amount ¥ || Carresponden ¥ || Correspo ¥ | Corresponden

b -| State : In bank |Approved (Records in the group: 53

= Document date @ 14.04.06 {Records in the group: 5)

“Footer/Group footers” — footer displays all totals or group of totals.
“Remove this column” - delete the column.

“Reset” - selection of columns for displaying.

“Alignment” - the data can be flushed right, left or centre.

“Best fit” - the column width depends on column heading length.
“Best fit” — automatical setting of all columns width.
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8.5.2.

Working area toolbar

Item

Description

b

The button “"Add new record” - adds a new record in the table. The
operation can be also invoked by key combination specified in the drop-
down list (Ins).

The data of selected record can be copied: click on the button ™ to the
right from “Add new record” and select “"Clone”. The operation can
also be invoked by the key combination Shift+Ins.

N Edit a record (F2).

== Delete a record (Del).

44 Go to the beginning of the list (Home).

4 Move up to one record (PageUp).

3 Move down to one record (PageDown).

133 Go to the end of the list (End).

34 v Allows to find any record (Ctrl+F) or to apply filter on the list of records

(Ctrl+Alt+F). To do it, select the corresponding menu item which is

invoked by clicking on ™ to the right from “Search”.

ﬁ' Operation *

{5 Reset F11
# Font size...
Roll back default view Shift+Ctrl+R
Auto matching of height  Shift+ Ctrl+H
Auto matching of width  Shift+Ctrl+W
E Display mode r
.@' Document import r
Print payment order
Print all payment orders
Q‘ Data export... Shift+Ctrl+5

Unsent documents report
Print preview

Journal of passing the document

The button “Operations” contains a list of operations available for this
form:

“Reset” - select columns for displaying.

“Roll back default view” - standard displaying of data.

“Auto matching of height” - automatical matching of cells height.
“Auto matching of width” - automatical matching of columns width.
“Display mode” - setting of displaying mode of the form.

“Document import” - allows to import the data from a file (see
“Document import from a file”)

“Print payment order” - allows to view the payment order in the
preprint mode and print it (see “Print of payment orders”)

“Print all payment orders” — allows to generate the payment orders by
all documents from the selected filter (i.e. by all records displayed in
the table) and display them in the preprint mode (see “Print of payment
orders”)

“Data export” - saving of the displayed data into a file

“Unsent documents report” — allows to view an unsent documents in
the preprint mode (see “Printing a report of documents ready for
sending”)

“Print preview” — shows a print preview of the list of documents

“Journal of passing the document” - allows to view the journal of
passing the document (see “The journal of passing documents”)

@ gigns 7

Apply/delete signature, switch to the state “"Ready for sending”.

Attention! A user can sign a document only if he has the right for
corresponding signature and account debit from which money will be
withdrawn.

Makes it possible to switch to connected forms

Switch ko =

EQ Send documents ready for sending to the bank

17 Amount of records in the table (taking into consideration applied filters)
T = This button appears when you apply a filter. With its help you can set
= additional parameters for the data filtering.

x Reject data filtering.

Panel to control opened windows is at the bottom the main form. The
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context menu with commands "Minimize", "Restore", "Close" is invoked
by right-clicking

Menu item by default

When you click on the button on a toolbar, a list of available actions opens. In every list there is a
menu item marked with bold type (e.g. in the menu “"Operations” - it is Print of selected payment
order). That means that when you press [Ctrl] and “"Operations”, print of selected payment orders will
be performed automatically. Thus, "menu items by default” can be used for quick access to different
options.

8.5.3. Date fields

The fields for date entering make it possible not to enter the date manually but to select it from the
built-in calendar (see the picture).

14,04,2006 -

4 Anpens 2006 2
meac4n c B
1 2
3 4 5 6 7 8 9
10 11 12 13 pEY 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30

Today Clear

The buttons “"<” and “>" in the calendar top parts to switch one month back and forward. Having
selected the month, select the date — and the necessary date will be specified in the field. If you click on
the button “Today”, the field will be filled with the current date.

8.5.4. Fields with access to reference books

The fields which contain reference data are filled with the help of reference books attached to them
(see the picture).

Acc. (IBAN) >
Account Number (IBAN) |Bank code |Descripti0n -~
UA 71 300006 0000026186078001228|26186078001228 300006 TOB "Macrouka"
UA 84 300006 0000002600680031228|2600680031228 300006 TOB "Nacrouka"
A 52 300006 000000026207001 1228 252070011225 | 300006 708 “Tacrowa” |
UA 58 300006 D000000262060021228|262060021228 300006 TOB "MacTtouka"
UA 48 300006 0000026188008001228|26188098001228 300006 TOB "Macrouka"
UA 21 300006 0000000260520011288|260520011288 300006 NEPBLIA 0. K.
UA 83 300006 0000000260590011289]260590011289 300006 OO0 BTOPOI 0. K1."0"0
UA 79 300006 0000000262080011289|262080011289 300006 BTOPOW 0. K. -

To set the value in such a field, click on the button ™ and select the necessary value from the
opened list. If there is no the value the user needs, it must be added to the reference book and then
selected in the field.

Page 164 of 175




iFOBS.WinClient User manual

8.5.5. Data grouping

The table forms of iIFOBS system makes it possible to group the data randomly, and grouping can
be multilevel.

Example

Let's suppose that you need to get the information about loans which should be grouped by deal
number and currency number. For this the data in the table “Loans” must be sorted by the values: “Deal
number” and “Currency code”, and the second value must depend from the first one at that.

1. In order to sort the data by the column “Transaction number”, drag the heading of this
column to the top part of workspace, at the sign “"Drag a column header here to group data by the
column” or select “Group by this filed” from the contextual menu. In some seconds the data will
be grouped and the table will be reformed into the tree structure. You can view the documents
data by clicking on the button #l at deals numbers. The button =l makes it possible to reduce the
record. The flag “"Show all” in the top part of the form makes it possible to show or hide all table
records;

@ Loan information EI

v
Deal number /| & Show all

Currj|Curr|j|‘Ualid from j|‘|.|’a|id till j| Main account j| Date ofj|hmount tj|Date of the rlemount :j|hmount tj|hmo
(4 B3 Deal number : 1 (Records in the group: 1)

+| Deal number : 11 (Records in the group: 1)

-| Deal number : 11111 (Records in the group: 1)

| UsSD  0.00 23.04.10 03.08.15 UA 90 300006 00 0.00 03.08.15 2 600.00
-| Deal number : 123 (Records in the group: 1)
UAH 0.00 23.04.10 04.08.15 UA 90 300006 00 0.00 04.08.15 30 000.00

=| Deal number : 123123 (Records in the group: 1)

2. In order to add the next level of grouping, drag the heading of the column “Currency code”
to the top part of the workspace. After that the documents information will be sorted by two
values, and tree structure of the table will contain two levels.

@ Loan information EI

[
Show all

Current balance ﬂ|‘u’a|id from jhr'alid till j||\"|ain account j|Date ofj|hmount tj| Date of the rj|hmount :ﬂ|Amount tj|A

=| Currency code : UAH (Records in the group: 1)
0.00 23.04.10 31.07.15 UA 90 300006 00 0.00 0.00
-| Deal number : 11 (Records in the group: 1)
=| Currency code : USD (Records in the group: 1)
0.00 23.04.10 24.07.15 UA 90 300006 00 0.00 0.00
| =l Deal number : 11111 (Records in the group: 1)
=| Currency code : USD (Records in the group: 1) o

The top part of the workspace displays the values by which data is sorted and levels of grouping.
Attention! You can set the order of columns in system tables by dragging columns heading.

8.5.6. Data sorting in tables
To sort the data by a column, left click on the heading of this column.

If the data is sorted by some column, an arrow appears at the heading of this column, this arrow
shows the direction of sorting: up arrow denotes ascending sort (A-Z, 0-..), down arrow denotes a
descending sort. In order to change the sort direction, left click on the column heading.
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Attention! The set sorting will be used on the form in future. To reset the sorting, invoke the
context menu and select the menu item “Clear sorting”.

8.5.7. Data filtering in tables
There are 3 ways of data filtering in the table:
Method 1

You can sort the data in the table by some value, e.g. display only the documents for certain
period. For this do the following actions:

1. Click on the button 7 at the heading of column “Date” and select the menu item Custom,;

2. On the form “Custom filter” select the modifier “is greater than or equal to” and set the
date of the beginning. Set the modifier "AND”, select the modifier “is less than or equal to” in the
lower field, and specify the last date of the period. Thus, the condition of sampling will be: “Select
records in which values of the field Date is greater or equals to the date of a period beginning and
is less or equals to the last date of the period”;

Custom Filter - - * - Iél
Save...
D ate of the next payment
iz more than or egual to - 14.05.2019 -
+ AMD 0oR
iz lezs than or equal to - |E|4.EIE|.2EI1 3 ﬂ

3. Click on the "OK” button to apply the sampling.

To clear the filter parameters, you need to click on the button [F] again and select All from the list.

Attention! If the sampling is partial (e.g. “select all records which contain values ‘agreement’,
including ‘agreements’), it is required to use masks:

mask _ sets “any single symbol”;

mask % makes it possible to sat “any character set”.

Attention! In order to reset all filters applied by user press the key combination Ctri+Alt+X.
Method 2

There are standard filters for most of the columns which can sort the data in columns by all values
from the column. For example, sampling by definite currency:

1. Click on the button [ in the heading of “"Currency code” column;

2. Select the necessary currency code from the drop-down list;

Currency coc «

(ally
{Custom...)
LaH
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3. In some seconds the data will be filtered, and the column will contain only the records by
selected currency.

Attention! In order to reset all filters applied by user press the key combination Ctri+Alt+X.
Method 3

Some forms contain a set of standard filters. In the top part of such forms there is additional filter
panel (e.g. forms “Account balance”, “*Document information”):

@Account balance E'@

Current Date
Previous + Period

from 14.05.2019 v | t0[30.08.2019 v | |  Apply

e “Current” - displaying of data for the current working day;

e “Previous” - displaying of data for the previous working day;
o "“Date” - displaying of data for the specified date;

¢ "“Period” - displaying of data for specified period;

¢ "“Sending” - displaying of documents which will be send to the bank at the next
synchronization (documents in the state "Ready for sending”, "Changed being sent”,
“For deletion”);

e “Not approved” - displaying of documents sent to the bank but not approved in CBS B2
yet, and UAH documents that were not sent to the bank and will not be sent there at the
next synchronization (e.g. documents which do not have the required amount of signatures).

Attention! If you want not only unsent documents to be displayed at selection of “Not sent” but
also rejected and deleted documents, in the menu Service/Settings/Documents/Actions set the flag
“Display deleted and rejected documents on choosing filter ‘Not approved’ and click on the "OK" button.

Setting of one of the standard filters:
e Select the filter using the selection buttons.
e Specify the date or period for the filter "Date” or “Period”.

e Click on the “"Apply” button.

Attention! The “Current” filter displays the documents for the current date (date of the current
working day in the main bank branch), and also documents approved in the current working day.

For displaying of documents created or approved in the current day it is required to activate the
option “Detailed filter of documents of current day”, (Service/Settings/Documents/Actions).

Attention! In order to reset all filters applied by user press the key combination Ctri+Alt+X.

8.5.8. Document state

In tables in the column “State” and also in document forms in the field State there is information
on the current document state.

Document state description

State Description

On client/Entered Document is entered on client workstation and not sent to the bank yet

On client/Ready for Document is entered on client workstation end will be sent to the bank at the next

sending synchronization (state “"Ready for sending”)

On client/Delayed Document is entered but will not be sent to client workstation until its state is “Ready
for sending”

On client/Changed The sent document was changed, it is required to resent

being sent

er—clentyHFer Request for deletion will be sent to the bank. If the document in the bank is not in the

deletion state in which it cannot be edited, it will be deleted. Otherwise, the document state on
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client will be updated and the document will not be deleted

On client/Error

There is an error in document settings, it cannot be accepted by the bank. The detailed
information about an error is in the field Accept comment on the bookmark “Record”
and on the bottom of the window. If an error occurs, it is required to:

1. Edit the document, save it and try to send it again.
2. If an error appears again, contact bank administrator.

In bank/Entered

Document is sent to the bank and waiting to be loaded to the CBS

In bank/Sent

Document is sent to the bank, loaded to CBS and accepted for processing. Available for
editing, but not available for deleting.

In bank/Not all

Document was sent to the bank and then changed, and changes can not be sent

signatures because the document does not have the required amount of signatures. It is necessary
to check up adjusting of signatures for sending document to the bank and repeat
synchronization

Ia-banlatPeleted CeaurrenTiodaleiad

by bank

In bank/Processed

Document is sent to the bank but is not approved yet. At the time the document is
unavailable for editing. Carry out synchronization in some minutes after sending. After
successful synchronization the document will be available for viewing and editing

In bank/Error at

acceptance by bank

Document has been saved in the system but after some editing, an error occurred, so it
cannot be accepted in the bank. For error recovery it is required:

1. Edit the document end resend it to the bank.
2. If an error appears again, contact the bank administrator.

In bank/Delayed

Document is accepted in the bank but not approved. For example, if the date of
document sending does not coincide with the date specified in payment: date of sending
10.08.07, document date 13.08.07, - the document will be automatically delayed.

In bank/Not all
signatures

Document is sent to the bank but for approval it does not have the required amount of
signatures. It may be caused by the amount of signatures required for sending to the
bank does not coincide with the one required for document approval

In bank/Accepted

Document accepted in the bank

Inbanik/Rejected

Document is not approved in the bank by some reasons. The reason is displayed in the
bottom of the form or on the bookmark “Record”

In bank/Approved

Document accepted and approved in the bank

In bank/OTP-
confirmation is
required

Document is signed with the required amount of signatures, but needs an OTP-
confirmation to be sent to the bank. Such document can not be edited

For some banks the states of documents could be displayed as "Server /..." instead of "In bank
/..."888, Descriptions of "Server /..." states are corresponding to descriptions of the "In bank /..." states,

listed in the table.

In tables in the column “State” there is data about signatures applied on documents - in graphical

form:

@ - first signature;

@ - second signature;

Attention! In versions before 2.0.0.10 © - first signature, ® - second signature.

e - third signature.

Attention! Third signature is required in case if document amount exceeds the amount set by
administrator of authorization limit.

888 Additional functionality
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8.5.9. Viewing the total amount for selected documents

In the forms National currency documents and Document information there is an opportunity
to view the total amount for selected documents.

To do this:

1. In the form invoke context menu and choose the item “Total by selected documents” or
press the key combination: [Shift]+[Ctrl]+[G];

2. Select necessary documents in the table with the help of the keys Shift or Ctrl;

3. A line with documents number and total amount by the selected documents will appear
under the table.

821 bank |Sent UA 61 300006 2600512345678901234|26005123 1.00 23.05.19 15:22:04
4 - oIn bank |Sent UA 61 300006 2600512345678901234 26005123 23.05.19 15:24:31
4 - oIn bank |Sent UA 61 300006 2600512345678901234 26005123 24.05.19 12:58:40

] - oIn bank |Sent UA 61 300006 2600512345678901234|26005123 10.00 | 27.05.19 11:21:26

| 125 312 801 : =
. | » |

Selected: Amount |676.00 | Quantity

Note. In the form Document information the total amount for documents is calculated separately for
each currency.

8.5.10. Export of table data into a file

The system gives the opportunity of export of table data into .txt, .xls, .xml and .html file formats,
and also data export into the format of “Client-Bank” system developed by the CS company (see
“Statement export into a file”).

To export data from the form into a file:
1. Open the form which data you need to export;
2. Click on the ™ on the button “Operations” on the toolbar and select "Data export” from
the drop-down list;

3. In the next window specify the location and name of the file to which the table data will be
exported;

4. Select the format of the file to which the data will be exported;
5. Click on the “"OK"” button.

Attention! Remember, only the data displayed on a screen at the moment of export is exported to
the file. If you do not need all this data, apply a filter before exporting.

Attention! Editing and saving of export text files of the form “Entering of documents in national
currency” (for the further editing and import) must be executed by the Windows tools only. Otherwise the
system will display messages “Invalid file format” at the file import.

8.5.11. Print of table data
Print the report by table data:
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1. In the form which data you are going to print, click ™ on the “Operations” button and
select Print preview;

2. If you do not like the pre-print variant of the report, click on the "Page settings” button
and change the pre-print settings;

3. To print the document - Operations/Print payment order.

If the form does not contain the option of print of special reports (print of payment order, of
statement etc.) than at selection of “"Print preview” the system exports for print the data of the opened
form. At this, depending on amount and width of table columns, the data can not be fitted on a screen.
That's why set the column width and the form before printing.

Attention! The system will print the number of documents specified in the print settings by default.
To change amount of copies go to Service/Settings/Print, specify the required number of copies and click
on “OK".

8.5.12. Synchronization with the bank

The operation of synchronization allows to send the data from the local DB of application to the
server and at the same time to receive the latest data from the bank (information about states of sent
documents, about last changes in reference books etc).

Attention! The synchronization can be performed automatically: mark the checkbox “Automatical
synchronization” on the toolbar of the main system form.

@tomatic synchronization

The time period of automatical synchronization can be specified in the system settings (see “Setting
of an automatical synchronization”).

Performing of synchronization:

1. Click on the “Synchronize actions with the bank” button on the toolbar or use the main
menu Service/Synchronize actions with the bank;

2. In the opened registration form, enter the password for connection to the bank server in
the field System password and click on the "OK” button (if you entered the system password at
registration, you will not be required to enter it again);

3. The information from local DB adjusted in accordance with data from the bank server.

Attention! If the session of connection to the bank was terminated by user (the “Cancel” button)
than the data received from the server will be deleted, and the data of local DB will the same as it was
before synchronization.

It is possible to set the maximal period after which connection will be broken after clicking on the
“Cancel” button (menu Service/Settings/Parameters/Delay before the compulsory
disconnection. The interval is specified in minutes, the recommended time period is not less than 5
minutes.

8.5.13. Synchronization of documents and messages

The system provides the opportunity of synchronization of documents ready for sending of the
selected type or messages (e.g. only the data by currency payment orders). At performing of this
operation the system does not synchronize the reference data and data of documents of other types.

To synchronize the data by documents or messages:

Page 170 of 175



iFOBS.WinClient User manual

1. Switch to the form displaying information about documents (messages) which you are going to
synchronize;

2. Click on the button @ on the main toolbar;

3. The data of documents (messages) ready for sending will be synchronized with the bank server.

Attention! When you try to synchronize actions with the bank, an error message can appear on the
screen: “Access violation at address...” or “DEP Error. It is required to add the application to authorized
zone”. This error can occur in consequence of operation with 64-digits operating system or with the
system in which the security option “"DEP” is activated.

Error recovery:

1. "My computer” - invoke the contextual menu;

2. Select the menu item Properties;

3. On the form “Properties” select the bookmark “"Advanced”;

4. In the article Performance click on the “Settings” button;

5. On the form Performance Settings open the bookmark “Data Execution Prevention”;

6. If the option "Turn on DEP for all programs and services except those I select” is activated
- select iIFOBSClient as an exception and click on the "OK"” button.

rPe rformance Options

visual EFfects | adwvanced | Data Execuation Prewention

againsk damage From viruses and other security

it : Data Execution Prevention (DEP) helps pratect
threats, How does it work?

) Turn on DEF for essential Windows programs and services
only

(%) Turn on DEF for all programs and services except those I
select:

Add... ] [ Remoye

‘our computer's processor does not support hardware-based
DEP. However, Windows can use DEP software to help prevent
some bypes of atkacks,

[ (04 H Cancel H Apply ]

8.5.14. Procedure of accepting rejected documents

If a document sent to the bank was rejected there, then depending on the client application settings
a user can either edit and resend it to the bank or the “"Rejected” state will be the final state. To be able
to edit rejected documents contact the system administrator, and he should activate the proper setting
(CanSendRejectedDocument) for your workstation.
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During the synchronization of tasks with the bank the verification of rejected documents received
from the bank server with the documents stored in your local DB is carried out:

1. If there is no difference between the documents, a document from the server is accepted;
2. If there is a difference between the documents, the user gets a message about it and then:
e When editing rejected documents is prohibited (CanSendRejectedDocument=false) - a

document from the server is accepted, and it cannot be edited and send to the bank later;

e If a user can edit rejected documents (CanSendRejectedDocument=true), then he will have
two options: accept a document from the server or save his own variant. The answer of the
user is recorded in the log and in the client’s internal DB (LogDetail).

8.5.15. Data updating

The function of data updating is intended for deleting old information from the local database and
overwriting new one from the iFOBS base.

Update operation can be performed either for all the data that the user is authorized to access, or
for a separate group of data (for example, national currency documents).

If you need to update all the data in the system:

1. Select the Security administrator/System action/Refresh information menu item. In the

opened window a list of all the data groups which you have the right of access will be
displayed;

2. Click on the "OK” button to start refreshing information;
( Update adjusting ﬁ-\
Data groups for update

|Name |State |:|
General reference books

Mail

UAH documents
Account balance
Credits

Deposits

Depositing money

&S]S IS ISR s

Budgeting and limits

|5E|Edﬂ'legmpsmbetpdalrdhyd12d:i19 the box opposite the group you need.

‘ | | Clearal | w 0K | | ¥ cancel

Page 172 of 175



iFOBS.WinClient User manual

3. The system will offer you to synchronize with the bank. Click on the “Yes” button, if you want
to download new information ("No” for cancellation).

While synchronizing the old data will be deleted from the local data warehouse and new one will be
downloaded from the iFOBS database.

Refreshing a separate group of data can be done in two ways:

e In the Security administrator/System action/Refresh information menu item;

e In the menu item that needs updating (this method allows you to set the date from which
the system will update the data).

For refreshing a separate group of data in the Security administrator/System action/Refresh
information menu item do the following:

1. In the opened window click on the “Clear all” button to remove the default selection of the
groups marked for updating;

2. Set the flag opposite the item you need. Also you can update several items at the same time
by setting the flags opposite them;

3. Click on the "OK" button to start updating;

Update adjusting [ﬁ
Data groups for update

|Name |State |~ |
General reference books

Mail

UAH documents
Account balance
Credits

Deposits

Depositing money
Budgeting and limits

hd

|5dect|hegntp§;lnbemdalzdhydled&lg the box opposite the group you need.

| Select all || Clear all | | " DK || * Cancel |

L

4. The system will offer you to synchronize with the bank. Click on the “Yes” button, if you want
to download new information (*No” for cancellation). Pay attention, the documents, which
were created in the workplace, but not yet sent to the bank, will not be deleted.

For updating the data in a separate selected menu item (e.g. Operations/National currency
documents) do the following:
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‘=
1. Go to the task form (if it is displayed in the maximized view, then reduce it by clicking on ).

2. Click by the left mouse button on the icon E in the left top corner of the form and in the
opened menu select the Refresh data... item.

P "

@ Mational currency docurmnents Ii“ﬂl[é]
BoccTaHoBwTs nts created according to reqular payments
MepemecTuTe
Pazmep

- CeepHyTte
O Passepryte j|hmcrunt j| Date of entering # -
00023|26004000 150.00 25.01.17 16:27:35
x | Sapean CTRL+F  b0023126004000 150.00 25.01.17 17:13:29
CneaytoLes okHO CTRL+F6  [00023]26004000 12.00 25.01.17 17:14:11
Operation information... {Ctrl = Alt « F5) D0023|26004000 150.00 25.01.17 17:16:44
D0023|26004000 150.00 25.01.17 17:17:21
Refresh data... D0023|26004000 50.00 25.01.17 17:18:13
Delete unsent data... PBI}BBB;!-?'-I—ZEBI 5000 2501 1F 17-19-50
In bank |Not all signature UA 76 300006 0000026004000000023]26004000 150.00 25.01.17 17:20:01

| In bank |Not all signature UA 76 300006 0000026004000000023| 26004000 150.00 25.01.17 17:21:30

| 1n bank |Not all signature UA 76 300006 0000026004000000023]26004000 123.00 25.01.17 17:39:05 —

| 1n bank |Not all signature UA 76 300006 00D0026004000000023| 26004000 213.00 25.01.17 17:49:12

| 1n bank |Not all signature UA 76 300006 0000026004000000023 26004000 150.00 25.01.17 17:53:51

| 1n bank |Not all signature UA 76 300006 0000026004000000023| 26004000 123.00 25.01.17 18:01:21

|125 312 801 : -
(| ]
Selected: Amount [10.00 | Quantity
[ Table | Record
2 v G = | 44 4 B §'§'| 33 T||@CZI|:».=_-rE|1J'|::|rTH £ signatures T|| Eﬁ| Switch to "|

3. Specify the period of updating:

All - for updating data for the whole period;
Since date - for specifying a definite date, since which the information will be updated;

i B’
& Update data Elﬂlg
Al
(=) Since date
21.08.2019
QK OTMEeHa
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4. Click on the "OK” button. The system will offer you to synchronize with the bank. Click on the
“Yes” button, if you want to download new information (*No” for cancellation). Pay attention,
the documents, which were created in the workplace, but not yet sent to the bank, will not be
deleted. To delete them, select the Delete unsent data... menu item.

Attention! If you press the [Ctrl] button and the Refresh data menu item simultaneously, only
information that is displayed in the form will be deleted from the local data warehouse, after that the
system will offer you to synchronize with the bank for receiving new data. The documents, which were
created in the workplace, but not yet sent to the bank, will also be deleted and could not be restored.
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