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ITPABUJIA KOPUCTYBAHHSA BAHKIBCBbKUMU IIVIATIZKHUMHA KAPTKAMM
AT «KPEJOBAHK»

RULES FOR USE OF BANK PAYMENT CARDS OF
JSC «KKREDOBANK»

1. Beryn

[IpaBuna xopucTyBaHHS OaHKIBCHBKHUMH IUIATKHAMHU
KapTkamu (Hajmami — [IpaBuia) BH3HA4YalOTh OCHOBHI
YMOBH Ta BHUMOTH O€3MEKH IIiJi 4Yac KOPUCTYBaHHS
0aHKIBCPKUMH IUIATDKHUMH KapTKaMH, B TOMY YHCII

KOpPIIOPAaTUBHUMU (6i3HECOBHMN) 0aHKIBCHKUMU
TUTATHKHUMHA KapTKaMH, EeMITOBaHUMHU AT
«KPEJJOBAHK».

Horpumanns mux [IpaBun gacte 3Mory 3a0e3mednTH
JeprkaTensiM OaHKIBCHKUX TUIATDKHUX KapTOK HajailHe 1X
30epiraHHs, HEPO3TOJIOIICHHS PEKBI3UTIB OaHKIBCHKOT
TJIATIKHOI KapTKH, MEPCOHAIBHOTO 1IeHTH(IKAIiitHOTO
HOMEpa Ta IHIIMX JaHUX, & TAKOXK 3MEHIIUTh MOXKIIHMBI
PU3MKH i1 Yac 3A1HCHEHHS Omepalliii 3 BUKOPUCTAHHIM
0aHKIBCHKOI TIUIATDKHOI KapTKM B OaHKOMarax abo
IUIATIKHUX ~—~ TepMiHaJaX  Ta  IHIIMX  Omeparii
0e3roTIBKOBOI OIJIATH TOBApiB 1 MOCIYT, y TOMY YHCII
gyepe3 Mepexy IHTepHeT.

1. Introduction

Rules for Use of Bank Payment Cards (hereinafter referred to

as the Rules ) set out the principal terms and security
requirements applicable to the use of bank payment cards,
including corporate (business) bank payment cards issued by
JSC «KKREDOBANK».

Compliance with the Rules will enable Bank Payment Card
Holders to ensure the secure safekeeping of their bank
payment cards, maintain the confidentiality of Bank Payment
Card details, Personal Identification Numbers (PINs) and
other data, as well as mitigate potential risks when performing
transactions using a Bank Payment Card at ATMs or payment
terminals and other cashless payment transactions for goods
and services, including transactions performed via the Internet.

2. TepmiHnu Ta BU3HAYEHHS

2.1V IlpaBunax HaBelleHI HIXKYE TEPMiHU Ta BU3HAYCHHS
BXXHUBAIOTHCS B TAKOMY 3HAYEHHI:

ABTrenTudikanisi - mporenypa MmITBEPHKEHHS 0Cco0n
Kunienra ([epxarens BIIK) npu 3BepHEHHI OCTaHHBOTO
no banky wHa Temedon KoHrakT-leHTpy, sKa
3MIACHIOEThCS TUISXOM 3BIPKH TMEPCOHAIBHUX JaHHUX
Kiienra, rmrouenux 1o BI1J], nanum (BigoMocCTsM), 1110
noBiomsitoteest Kiienrtom ([epkarenem BITK) oco6i,
sika Bij| iMeHi baHky 3ailicHIOe KoMyHiKallito 3 KirienTom
(Uepxarenmem BIIK) mo womepy Ttenmedony Konrakrt-
HEHTPY. ABTCHTU(]IKAIS BBKAETHCSA YCIIIIHOK Y
BUIIAJKY, SKIIO OTpUMaHI B XOJi KOMYHIKamii aHi
(Bimomocti)  Bim  Kumienta  (Hepxarens  BIIK)
BIJIMIOBIalOTh jJaHuM (BimomocTsMm) 1iogo Kirienra
(Hepxarens BIIK), massanm B BI1/I.

ABTOpM3amisi - Tpolec  OTPUMAaHHS  JIO3BOJIY
[IponecunroBoro nentpy banky Ta/abo BiAmoBimHOTO

2. Terms and Definitions

2.1. The following terms and definitions used in the Rules
shall have the meanings set out below:

Authentication means a procedure for verifying the identity
of the Client (BPC Holder) when the Client (BPC Holder)
contacts the Bank by calling the Contact Centre telephone
number. Authentication shall be performed by comparing the
Client’s personal data contained in the Personal Data Database
(PDD) against the data (information) provided by the Client
(BPC Holder) to the person who, acting on behalf of the Bank,
communicates with the Client (BPC Holder) via the Contact
Centre telephone number. Authentication shall be deemed
successful if the data (information) obtained from the Client
(BPC Holder) in the course of such communication
corresponds to the data (information) concerning the Client
(BPC Holder) available in the PDD.

Authorisation means the process of obtaining permission
from the Bank’s Processing Centre and/or the relevant




ydyacHuKa [ iratixHoi cucTeMu Ha IPOBEICHHS OTIepaltii 3
BukopuctanHsam BITK.

Bank — Axuionepue ToBapuctBo « KPEJOBAHK».
BankiBcpka muatizkna kaptka (BIIK) - enexrponnuit
IaTOKHUA 3aci® (BWA TUIATDKHOTO 1HCTPYMEHTY) ¥
BUIIISAZI €MITOBaHOI B YCTaHOBJICHOMY 3aKOHOIABCTBOM
MOPSIAKY TJIACTUKOBOI YW 1HIIOTO BHAY KapTKH, SKAN
Hanae MoxkuBicTh KimierTosi ([lepxxaremto BIIK) 3a ioro
JIOTIOMOTOI0  OTPHMATH  iHQOpMAIliI0 TIPO  HAJICKHI
Knienrosi ([depxarento BIIK) xomrty, siki 3HaXOAsTHCS
Ha [lorouyHOMY paxyHKy Ta iHIIifOBaTH IDIATIXHI Ta 1HIII
orepariii, mependaderi goroBopom Kiiernra i banky.
Bankomar — crieliani3oBaHui €ICKTPOHHUN MeEXaHi3M
st camoobcmyroByBanHs  Jlepxkarens  BIIK 3a
IJIATOKHAME - oTiepaisiMu, iHimiioBannMmu BIIK momo
Ofep’KaHHsS KOIITIB Yy TOTIBKOBiH (hopmi, onep:kaHHS
iHpopmanii moao crany IloToyHOro paxyHKy, a Takox
BUKOHAHHS I1HIINX OTEparlii 3riHo 3 (QYHKIIOHATPHIMHA
MOXJIUBOCTSIMH LIbOTO MEXaHI3My.

baokyBanusa BIIK - 3mina crarycy BIIK, ska
YHEMOXKIIUBITIOE 3[IHCHEHHA IUIATOKHHUX Omepamid 3
BukopuctanasM 1iei BIIK 3 mpoBenenHsM Apropu3ariii.
brnokyBanusi BIIK He mnepeimiko/mpkae 3aiHCHEHHIO 3
BukopuctanasaM bBIIK Tux miarikHux omepamiid, sKi
MOXYTh TpoBoaWTHCSA 0Oe3 Apropu3arlii. broxyBaHH:S
MOke OyTH TOCTIHHMM ab0 THUMYacOoBHM. Y BUMAIKY
nocriiiHoro brnokysanns BIIK 1 Bukopucranas B
MOAATBIIOMY € HEMOXJIMBUM. Y BHUIAAKY THMYacOBOTO
brokyBanust € moxmuBicTh 3HATTA Jepxarenem BIIK
bnoxysanns BIIK nuisixom 3BepHeHHs B KOHTaKT-LIEHTP.
Bunucka — 3BIT/MiATBEpIKEHHA PYyXy KOINTIB Ha
[lorouHOMy paxyHKy 3a NPOBEICHUMH IUIATIKHUMHU
orepaiisiMu, craH [10TOYHOTO paxyHKy, SIKHid HaJa€ThCs
Bankom Ha Bumory Kiiienra.

Hepxarens BIIK - ¢disnuna ocoba, sika Ha 3aKOHHHX
migcraBax — BukopucroBye BIIK s iHimitoBaHHS
IJIATIKHUX ~— omepamii 3  BignoBigHoro I[lorouHoro
paxynky B banky a0o 3milicHroe iHm omepamii i3
3actocyBaHHsAM BIIK.

Jlo0oBuii apTopu3anifinmii JiMIT — JTIMIT Ha 31HCHEHHS
omepariiii 3a gornomororw BIIK, Bcranoenenuii bankom
ta/abo Kiieatom (Hepxaremem BIIK) 3 wmeroro
YHUKHEHHS (DiHAHCOBUX BTpar uepe3 HECaHKIIOHOBaHE
Buxopuctanss bIIK.

KonTakT-nieHTp - CTpyKTYypHUH miapo3ain banky, mo 3a
JOTIOMOTOI0  Tele(OHHOro  3B’SI3Ky  NPOBOAUTH
npoueaypy Aprentudikaiii Kmenra ([Jepxkarens BITK)
Ta, Y pasi yCHIIIHOTO MPOXOMKEHHS Takoi NMpOUenypH,
npuiiMae  3BEPHEHHS/IUCTAHUIMHI  PO3MOPSIKECHHS
Knienra ([epxarens BIIK), poskpuBae KirieHTOBI
(Hepxaremo BIIK) indopmartito, mependaueHy ymoBaMu
[IpaBun HagaHHA KOMIUIEKCHMX OaHKIBCBKHX ITOCIYT
¢iznuauM  ocobam y  AkuioHepHomy ToBapucTBi
«KPEJAOBAHK» Ta/a6o [IpaBui HaJlaHHS KOMIUIEKCHHX
0aHKIBCBKUX IOCTYT IOPUANYHUM 0co0aM Ta (i3uIHUM
ocobam-mignpuemizim B AT  «KPEJIOBAHK» Ta
3aiiicHioe iHIII komyHikanii 3 Kimientom (Jlepxkarenem
BIIK) 3 MeToro HajaHHs Ta/abo y 3B’S3KY 13 HaJaHHSIM
Kiienty ([epxarenro BIIK) OankiBcbkHX Ta/ab0 iHIIHMX

Payment System Participant to perform a transaction using a
BPC.

Bank means Joint Stock Company «KREDOBANK».

Bank Payment Card (BPC) means an electronic payment
instrument (a type of payment instrument) in the form of a
plastic or other type of card issued in accordance with the
procedure prescribed by the Legislation, which enables the
Client (BPC Holder) to obtain information on the funds
belonging to the Client (BPC Holder) and held in the Current
Account, and to initiate payment and other transactions
provided for by the agreement between the Client and the
Bank.

ATM means a specialised electronic self-service device for the
BPC Holder to perform BPC-initiated payment transactions
involving cash withdrawal, obtain information on the status of
the Current Account, and perform other transactions subject to
the functionality of such device.

BPC Blocking means a change of the BPC status that makes
it impossible to perform payment transactions using such BPC
with BPC Authorisation. BPC Blocking does not prevent
payment transactions using the BPC that may be performed
without BPC Authorisation. Blocking may be permanent or
temporary. In the event of permanent BPC Blocking, further
use of the BPC shall be impossible. In the event of temporary
BPC Blocking, the Holder may unblock the BPC by contacting
the Contact Centre.

Statement means a report/confirmation of the movement of
funds in the Current Account in respect of payment
transactions performed and of the status of the Current
Account, provided by the Bank at the Client’s request.

BPC Holder means an individual who uses a BPC on legal
grounds to initiate payment transactions from the relevant
Current Account held with the Bank or performs other
transactions using the BPC.

Daily Authorisation Limit means a limit on transactions
performed using a BPC, established by the Bank and/or the
Client (BPC Holder) to prevent financial losses resulting from
the unauthorised use of the BPC.

Contact Centre means a structural unit of the Bank that, by
means of telephone communication, performs the
Authentication procedure in respect of the Client (BPC
Holder) and, upon successful completion of such procedure,
accepts requests/remote instructions from the Client (BPC
Holder), discloses to the Client (BPC Holder) the information
provided for by Terms and Conditions for Provision of
Comprehensive Banking Services to Individuals at Joint Stock
Company «KREDOBANK) and/or Terms and Conditions for
Provision of Comprehensive Banking Services to Legal
Entities and Sole Proprietors at JSC «KREDOBANK», and
otherwise communicates with the Client (BPC Holder) for the
purpose of providing and/or in connection with the provision
to the Client (BPC Holder) of banking and/or other services
stipulated by Terms and Conditions for Provision of




HOCIYT, nependadeHnx [MpaBunamMu HaJIaHHS
KOMIUTEKCHUX OaHKIBCBKUX MOCTYT (i3HMIHHM 0C00aM y
Axuionepaomy TosapuctBi «KPEJOBAHK» Ta/abo
[IpaBun HagaHHS KOMIUIEKCHMX OaHKIBCBKUX ITOCIYT
FOPUINIHUM 0c00aM Ta Pi3HIHIM 0COOAM-TT ATTPHEMITIM
B AT «kKPEJIOBAHKY, y T. 4. 3 MeToro Hananust Kiienty
(deprxaremto BIIK) BiJIOMOCTEH
iH(OpMaIiITHOTO/pEeKIIaMHOTO  XapakTepy. 3BepHEHHS B
KonTakT-11eHTp 3MIHCHIOETHCS 32 HACTYITHUMH HOMEpaMu
tenedonis - 0 800 500 850 (6e3xomTOBHO 1O YKpaini) Ta
+ 38 032 297 6470 - 3-3a KOpIOHY.

Kaient — ¢iznuna ocoba, cy0’e€KkT TOCHOAApIOBaHHS
(ropumuuHa ocoba abo QizuyHa ocoba-miAIpHEMEIH)
TOIIO, Ha iM'S sIKO1 / sikoro BinkpuTo [loTouHMi paxyHOK,
3a SIKAM 3IMCHIOIOTHCS IHIATKHI Ta/abo 1HIII omepartii 3
BuxopuctanasM bIIK.

IMnatixna cucrema adgo MIIC — Mi>XHapOAHI MIATHKHI
cucremu Visa incorporated (mami VISA), Mastercard
International Incorporated Tomio, uireHOM siKuX € baHK,
SIKi 3IMCHIOTH CBOKO MisUIBHICTH Ha TEPUTOPIl JBOX 1
Oimpime KpaiH Ta 3a0e3medye NpOBENEHHS IepeKasy
KOIITiB Y MEXax Ii€i TNIaTKHOT CHCTEMH, Y TOMY YHCIIi 3
OZIHi€T KpaiHU B 1HIIY.

IMIH-kox - wHaGip uudp, Bimommii mume KiienTty
(Uepxaremo BIIK) i moTpiGHMit mist #oro InenTrdikamii
Ta ABTeHTH]IKaIil Tia Yac 3iMCHEHHS IDIATDKHUX Ta
IHIINX omepaniii i3 BUKOPHUCTAHHSM EJEKTPOHHOTO
TJIAaTIHOTO 3aco0y.

IIporpamMHo-TexHiUYHMHA KOMILJIEKC
camooocayropyBanis (IITKC) - texHiuHMI NpUCTPii,
mo gae 3mory Kmienrty ([epxaremo BIIK) inimiroBatu
TJIATIKHY OIEPAIlito TOTiBKOIO, a TAKO)K BUKOHYBATH 1HIIT
orepariii BiZIOBITHO 0 QYHKI[IOHATLHUX MOYKJIMBOCTEH
BOTO MPHUCTPOIO;

IMoTounmii paxyHOK — paxyHOK, IIO BiIKPUBA€THCS
bankom KitieHTy Ha nmoTOBipHiii OCHOBI IS 30epiraHHs
KOIITIB 1 BAKOHAHHS TUIATIKHUX OTepaliiif, B TOMy YUCIi
3a noromororo BIIK.

CucreMa — mporpaMHHil KOMIUIEKC, B TOMY YHCIIi
MoOibHHI 3aCTOCYHOK (CHCTeMa OHJIAH OaHKIHTY
«KPEJJOBAHK» abo inmmii Bu3HaueHudi baHkom
MPOrpaMHUIT KOMIUIEKC), — IKUH 3a0e31edye MOXKIIHBICTh
JUCTaHIIHHOTO  00ciayroByBanHs Kiienta bankom,
nuisxom HagauHs Kiienty (KopuceryBauy) mociyr (Ha
MiJCTaBl EJIEKTPOHHUX JOKYMEHTIB) 4epe3 Mepexy
Internet ta/abo xopmoparuBHy Mepexy baHky, a Takox
3a0e3rneuye NpUMaHHs-Tiepeady 1HITY iH(GOpMAIIio
yepe3 mepexy Internet B enexrponHiii hopwmi. [ mineit
nux [IpaBun Cuctema He BKIIOUAE 3aci0 AUCTAHITIITHOTO
o0cnyroByBanus «Kiient-Iurepuer-bank («<iFOBS»)»
®dinancoBuii HoMep TesieoHy - HOMEp TeaeQoHy (s
nocayr MoOiiapHOTO 3B’ 513Ky ) KitienTta — ¢izuunoi ocodwu,

B TOMy uucmi miampuemns, abo  [epxarens
koprioparuBHOi  (6i3HecoBoi)  BIIK), axwmit  3a
pesynsratamu  npoBereHoi CTropoHamu — IpoLEAypU
Bepudikarii dinancoBoro HOMEpY Teneony

3apeectpoBanuii B BIIJI, sk equumii (KpiM BHIAIKIB,
BU3HaueHUxIoroBopom Kitienta 1 bBanky ) Homep
tenedony BiamosinHoro Kuienra/lepxarenst BIIK, 3a

Comprehensive Banking Services to Individuals at Joint Stock
Company «KKREDOBANK» and/or Terms and Conditions for
Provision of Comprehensive Banking Services to Legal
Entities and Sole Proprietors at JSC «KREDOBANKY,
including for the purpose of providing the Client (BPC Holder)
with data of an informational/advertising nature. The Contact
Centre may be contacted at the following telephone numbers:
0800 500 850 (toll-free within Ukraine) and +38 032 297 6470
(for calls from abroad).

Client means an individual or an economic entity (a legal
entity or a sole proprietor), etc., in whose name a Current
Account has been opened and on which payment and/or other
transactions are performed using a BPC.

Payment System or IPS means international payment
systems such as Visa incorporated (hereinafter referred to as
VISA), Mastercard International Incorporated, etc., operating
in two or more countries, of which the Bank is a member, and
which enable funds transfers within the relevant payment
system, including from one country to another.

Personal Identification Number (PIN) means a set of digits
known only to the Client (BPC Holder) and required to
identify and authenticate the Client (BPC Holder) when
performing payment and other transactions using an electronic
payment instrument.

Self-service hardware-software complex (SHSC) means a
technical device enabling the Client (BPC Holder) to initiate a
cash payment transaction and perform other transactions
subject to the functionality of such device.

Current Account means an account opened by the Bank for
the Client on a contractual basis for the safekeeping of funds
and the execution of Payment Transactions, including those
performed using a BPC.

System means a software suite, including the Mobile
Application (the «<KREDOBANK)» online banking system or
another software suite designated by the Bank), which enables
the Bank to provide remote services to the Client by rendering
services to the Client (User), on the basis of electronic
documents, via the Internet and/or the Bank’s corporate
network, and also enables the receipt and transmission of other
information in electronic form via the Internet. For the
purposes of these Rules, the System shall not include the
Client-Internet—Bank («iFOBS» ) remote banking facility.

Financial Phone Number means the Subscriber Number
(used for mobile communication services) by a Client who is
an individual, including a sole proprietor, or by a Corporate
BPC (Business Card) Holder, which, following completion by
the Parties of the Financial Phone Number verification
procedure, is registered in the Personal Data Databases (PDD)
as the single Subscriber Number (except in cases specified by
the agreement between the Client and the Bank) of the relevant
Client/BPC Holder through which the Bank provides the




skuM bank Hamae Kiienty OaHKIBCbKI Ta/a00 iHIIi
MOCIyTH, Tependadeni goroBopoM Kiienra i bamky, a
TaKOXK 3a SKUM 3JIHCHIOIOTHCS HEOOXiTHI KOMYyHIKarii
Mik bankom Ta KiieHTOM 3 MeTO HajgaHHS Ta/abo y
3B 3Ky 13 HamaHHsM KirieHTy 6aHKiBChKUX Ta/ab0 1HIIMX
nochyr, nepeabadenux norosopom Kiienra i banky, y T.4.
3 METOI0 HaJACWIaHHS Krienty  moBigomiieHb
iH(OopMaIiitHOTO Ta/ab0 PEKIIAMHOTO XapaKTepy.
CVC2/CVV2 — 1me Tpu3HAYHUN KOI JUISI TIEPEBipKH
crpaBKHOCTI baHKIBCHKOT MIaTiHOT KapTKU IPH OILIATI
yepes [HTepHeT.

POS-Tepminan — eJIeKTpOHHUN TPUCTPIH, MO JO3BOJISIE
34nTyBaTH iH(OpMaito 3 MarHiTHOI cMyrHu abo vimy BITK
Ta/abo 13 3acTOCyBaHHSIM TEXHOJOril ©0e3apoToBOro
BHCOKOYACTOTHOTO 3B'si3Ky Mainoro paxaiycy aii (NFC) i
3ailicHioBaTH 3B'SI30K 3 baHkoM 11s  mpoBeAeHHS
ABTopwu3altii 3 METOI 3[IHCHEHHHS TUTATIKHKUX Ta 1HIIHX
oreparlii iHimiiioBanux 3a gonomoroto bIIK, Bu3HaueHnx
(YHKIIOHATbHUMH MOKJIUBOCTSIMH TaKOTO IPUCTPOIO.
PUSH-noBinoMJIeHHs — OB1JOMJICHHS banky
iHpopmariiiiHoro Ta/abo peKIAMHOTO XapakTepy Ta
MOBIIOMJICHHS], 10 HAJACHIAIOTHCS 3 METOK HAIaHHS
Ta/abo y 3B’SA3Ky 13 HamaHHAM baHkoM OaHKiBCBKHX
Ta/abo IHMIMX TOCIYr TependaYeHux JIOTOBOpaMHU
yknageHnmMu Mk bamkom Ta  KiieHtoMm,  siki
BiTOOpakaroThCSl K CIUIMBaKO4Ye BIKHO Ha eKpaHi
MobinsHoro npuctpoto KitieHTa Ha sIKoMy BCTaHOBICHO
MoOGinpanit  3acTocyHOK CHcTeMa OHIANH-OaHKIHTY
«KPEJJOBAHK».

Off-line onepauin - onepauist 3 Bukopuctanasam BIIK,
TEXHOJIOTiYHAa CXeMa BUKOHAHHS SIKO1 He MOTpeldye mif
Jac BHMKOHaHHsS ormepamii Oe3nmepepBHOrO 3B’SI3Ky B
pexumi peasbHOTO Yacy 3 bankom Ta ekBaiipom. [1ix vac
saificnennst  Off-line  omepaniii  BUKOPHCTOBYETHCS
3a]IMIIOK KOIITIB BiAMOBIHOTO IIIATIXHOTO JIONATKY
BIIK a Aspropuzarniss omneparii mpoBomuthcsi POS-
TepMiHasioM/ baHKOMaToMm, Ha SIKOMY BHKOHYETBHCS IIsl
oreparisi 3 BAKOPUCTAHHIM MOAYJIS Oe31eKH TepMiHalTy.
3D Secure - TexHosoris, pozpodnena MIIC MasterCard
Worldwide (MasterCard SecureCode) ayist 3a0e3mneueHHs
Knienry (Hepxarenro BIIK) makcuMmanbHO BHCOKOTO
PIBHSL 3aXHUCTy OIepariid, sSKi 3IIHCHIOIOTECS Y MEpexi
Iarepuer 3 Bukopuctranusm BIIK Ta miniMizamii piBHS
Imaxpaicrea 3a TakuMu ormepailisMu. Ll TexHomoris
nependayae  TEpeBipKy — 3AiMiCHEHHS — omeparii 3
BukopuctanaaMm BIIK y wmepexi Intepuer, B T u.
3acobamu  iHTepHeT-Oankinry, [epxkarenem  BIIK
LOUIIXOM ~ HAJACWIAHHS ~ OJHOPA30BOIO  Mapoiisi Ha
Mobinsauii npuctpiit Hepxarenst BIIK, Buxopucranus
SIKOTO (OJHOPA30BOTO TIApOJsi) € HEeOoOXimHUM st
miaTBepkenHs Jlepxkarenem BIIK 3mificHenHs Takoi
orepartii.

2.2. Inmi TepMmiHH, sIKi BUKOPHCTOBYIOThCS B IIpaBunax,
BXKHMBAIOThCS B 3HAUCHHSX, BU3HaYeHWX y [IpaBmiax
Ha/IaHHS KOMIUIEKCHUX OaHKiBCBKMX MOCTYT (Di3MYHMM
ocobam y Axuionepnomy ToBapuctsi «KPEJJOBAHK»
Ta/abo IlpaBuiax HaJaHHS KOMILICKCHMX OaHKiBCBKHX
MOCIYT OPUIUYHUM 0co0aM Ta (i3WYHUM ocobaM-
mignpuemisiv = B AT «KPEJOBAHK». Tepwminu,

Client with banking and/or other services stipulated by the
agreement between the Client and the Bank and through which
necessary communications between the Bank and the Client
are carried out for the purpose of and/or in connection with the
provision of banking and/or other services to the Client under
the agreement between the Client and the Bank, including the
sending of informational and/or advertising messages to the
Client.

CVC2/CVV2 means a three-digit code used to verify the
authenticity of a Bank Payment Card when making payments
over the Internet.

POS Terminal means an electronic device capable of reading
information from the magnetic stripe or chip of a BPC and/or
using Near-Field Communication (NFC) technology and
communicating with the Bank to obtain BPC Authorisation for
the purpose of performing payment and other transactions
initiated using the BPC, subject to the functionality of such
device.

Push Notification means an informational and/or advertising
notification from the Bank, as well as a notification sent for
the purpose of and/or in connection with the provision by the
Bank of banking and/or other services stipulated by the
agreements entered into between the Bank and the Client,
which is displayed as a pop-up window on the screen of the
Client’s Mobile Device on which the «KREDOBANK»
Online Banking System Mobile Application is installed.

Off-line Transaction means a transaction performed using a
BPC, the technological processing scheme of which does not
require a continuous real-time connection with the Bank and
the acquirer while the transaction is being performed. When an
Off-line Transaction is performed, the available balance of the
relevant BPC payment application is used, and the Transaction
is Authorised by the POS Terminal/ATM at which such
Transaction is performed, using the terminal’s security
module.

3D Secure means a technology developed by the MasterCard
Worldwide International Payment System (MasterCard
SecureCode) to ensure the highest possible level of protection
for the Client (BPC Holder) in respect of Transactions
performed online using a BPC and to minimise the risk of
fraud in connection with such Transactions. This technology
provides for verification that a Transaction using a BPC online,
including through online banking facilities, is performed by
the BPC Holder by sending a one-time password to the BPC
Holder’s Mobile Device. The BPC Holder must use such one-
time password to confirm the performance of the relevant
Transaction.

2.2. Other terms used in the Rules shall have the meanings
assigned to them in Terms and Conditions for Provision of
Comprehensive Banking Services to Individuals at JSC
«KREDOBANKY and/or Terms and Conditions for Provision
of Comprehensive Banking Services to Legal Entities and Sole
Proprietors at JSC «kKREDOBANK». Terms not defined in the
Rules, Terms and Conditions for Provision of Comprehensive




3HaUCHHS SKUX He BuU3HaueHo y IlpaBumnax, IlpaBunax
HaJlaHHS KOMIUTCKCHHX OaHKIBCHKUX TOCIYT (Di3MUHUM
ocobam y AxuionepHomy TosapuctBi «KPEJJOBAHK
ta/abo [lpaBunax HajaHHA KOMIIEKCHHUX OaHKiBCHKHX
MOCITYT IOPUAWYHAM oOco0aM Ta (i3UIHUM o0cobaM-
nignpuemisiv B AT «KPEJIOBAHK», BxuBatotscs y
3HAQUCHHAX, BH3HAUCHHX 3aKOHAMH  YKpaiHHM Ta
HOPMaTHBHO-TIPAaBOBMMH akTamMu HarioHampHOTO OaHKY.

Banking Services to Individuals at JSC «KREDOBANK»
and/or Terms and Conditions for Provision of Comprehensive
Banking Services to Legal Entities and Sole Proprietors at JSC
«KREDOBANKY shall have the meanings assigned to them
by the laws of Ukraine and regulations of the National Bank
of Ukraine.

3. llpaBuna orpumanna bBIIK Ta IIIH-kony,
aktuBauii BITK

3.1. Ilix gac orpumanns BIIK pexomenmyemo Bawm (TyT i
nam 3BepraHHs «Bw» y BIANOBIAHMX BigMiHKax
3actocoByeThess 1o Jepxkarens BIIK, B Tomy wwmcmi
Takoro, sSkui € KirieHToM) mocTaBuUTH Mignmuc Ha i
3BOPOTHOMY OOIIi B MiCIIi, SIKE TIPU3HAYECHE IS ITiIITUCY
Hepxarenss BIIK. Ile 3MeHmNTH pU3MK HE3aKOHHOIO
BukopuctanHs bIIK.

3.2. 3anumite HOMep cBo€i BIIK Tta HOomMepu TenedoHiB
Konrakr-ientpy. Y Bumanky srparu BIIK, Bam cruin
HEraiHo MoBigoMUTH baHK 3a IMMU HOMEpaMHu.

3.3. nsa BcraHoBineHHs Ta oTpumanHs I1I[H-xomy Bam
HeoOXximHo  Hamicmaryu  CMC-3amuT Ha  HOMeEp:
+380931777744 - nns aOOHEHTIB yCiX MOOLIBHHX
oreparopiB YKpaiHu.

®opmar CMC - 3anuTy HaCTyIHUI:

2+¥xF*E | e ¥E** _ ocranHi 4 HUQpu KapTKH Jlepxkarens,
JUIs1 sIKOT HeoOXiHO BcTaHOBUTH Ta oTpumMath [1TH-kon
3.4. Bam ciinx BpaxyBaTH HACTyITHE:

CMC — noBiioMJIeHHS CJIij Bifnpasist 3 DiHAHCOBOTO
HOoMepy TenedoHy abo iHIIOTO HOMEpPY MOOLITBHOTO
tenedony, skuii Bu Bkazanu npu odopmiienHi BIIK Ta

/abo mipkmouenHni Ilocnmyrm  MoOingopm (CMC-
1HPOPMYBaHHS).
s yemimHOoro  HancwianHs — CMC-moBigoMITeHHS,

HeoOXi/fHa HAsBHICTh 3aIMIIKy KOIITIB Ha Bamomy
0CO0OBOMY paxyHKy MOOUIBHOTO omeparopa YKpaiHw,
BapTicTh Bignpasku Takoi CMC 3rigno Tapudis Bamoro
oreparopa.

3.5.Takox Bu MokeTe caMOCTiifHO OTpuUMaTH

[MIH-xon, HamiciaaBiiM 3amuT 3a Aormomoror CucreMu
[MIH-xon naxiiine Ha Bam ®inancoBuit HoMep TenedoHy.

3.6.Y Bumaaky, sKimo Bu He Maere MOXIHUBOCTI
Bignpasutu CMC-3anut, Bu Mmoxere 3BepHYTHCH Y Oy/Ib-
ske BingineHHs banky a6o KoHTakT-nieHTp, micist 4oro
Bam Oynme 3renepoBano CMC-noBinomnenns/ PUSH-
nosigomieHHd 3 [TTH-komoMm.

3.7. licas orpumannss CMC — nosinomienns/ PUSH-
nosimomienns i3 IIIH-xomom, Bam  mHeoOxigHO
3aram’siTaTi KOMOIHAI0 1UGp Ta oApa3y BUAAIUTH IO
iH(popMaLito 3 MoO1IEHOTO IPUCTPOIO.

3.8. Bu wMoxere camocTtiiiHo 3minuth I1IH-xoxm,
orpumannii B CMC-noBigomnenni /  PUSH-
MOBIIOMIICHHI, Ha Oy[b-fKy IHIIY YOTHPHU3HAYHY

koMOiHariro mudp. Llg ommis € y TOIOBHOMY MEHIO
Bbanxomary AT «KPEJLJOBAHK».

3.9. Y Bumajaky BikpuTTa udpoBoi (BipTyansHoi) BIIK
K TEPBUHHOIO  IHCTPYMEHTY, JJsl  MiJBUIICHHSA

3. Rules for Receiving a BPC and PIN code and Activating
the BPC

3.1. Upon receipt of the BPC, we recommend that you
(hereinafter, references to «You» in the relevant grammatical
forms shall mean the BPC Holder, including a BPC Holder
who is also the Client) sign the reverse side of the BPC in the
space designated for the BPC Holder’s signature. This will
reduce the risk of unauthorised use of the BPC.

3.2. Write down your BPC number and the Contact Centre
telephone numbers. If the BPC is lost, you should immediately
notify the Bank by calling these numbers.

3.3. To set and receive your PIN code, you must send an SMS
request to +380 93 177 77 44. This number is available to
subscribers of all Ukrainian mobile operators.

An SMS request shall be in the following format:

2+%*%%% ywhere **** — are the last 4 digits of the BPC Holder
for which the PIN code is to be set and received

3.4. Please note the following:

An SMS request shall be sent from the Financial Telephone
Number or another mobile telephone number specified by You
when applying for the BPC and/or activating the Mobinform
Service (SMS notifications).

To successfully send an SMS request, You must have
sufficient funds in your personal account with a Ukrainian
mobile network operator. The cost of sending such SMS shall
be charged in accordance with your mobile network operator’s
tariffs.

3.5.You may also obtain a PIN code independently by
submitting a request via the System. The PIN code will be sent
to your Financial Telephone Number.

3.6.If You are unable to send an SMS request, you may contact
any branch of the Bank or the Contact Centre, following which
an SMS/Push Notification containing the PIN code will be
generated and sent to You.

3.7. Upon receipt of SMS/Push Notification containing the
PIN code, You must memorise the combination of digits and
immediately delete such information from your Mobile
Device.

3.8. You may change the PIN code received in an SMS/Push
Notification to any other four-digit combination. This option
is available in the main menu of JSC «KKREDOBANK» ATMs.

3.9. Where a digital (virtual) BPC is issued as the primary
payment instrument, obtain the PIN code in advance to




YCIIIOTHOCTI 3MIMCHEHHS OTeparii 31 3HITTA KOIITIB B
O6ankomarax orpumaiite I1IH-koz 3a3manerins.
3.10. .AxruBanis BIIK npoBoautscs:

— camocriiHo B Cucremi;
— aBTOMAaTHYHO, 32 YMOBH BHKOHaHHs Bamu onepartii, o
Bumarae BBeaeHHS [IIH-xomy (3HSATTS roTiBKM B Kaci/
Oankomari banky/iHmmx 0aHKiB, meperis 3aIUIIKY;
— NUBIXOM 3IiHCHEHHS &3BiHKa B KOHTakT-IEHTp B
ABTOMAaTUYHOMY Telle(hOHHOMY MEHIO.
3.11. Y Bunanky HemoxnuBocTi Axrusaiii BITK ogHum
13 coco6iB, 3a3HadeHnx y 1. 3.10. manux IlpaBun, Bu
moxkere AxtuByBarm bBIIK  mmsixom  3miiicHeHHS
TeneOHHOro N3BiHKa 10 cioyxkOu KoHTakT-LeHTpY Ta
npoxomkeHHs Bamu mnpouenypu AsreHTH(iKALil K
Hepxarens BITK.
3.12. JIns MOXIMBOCTI 31iiCHEHHs Oe3roTiBKOBHX Off-
line omeparii mo BIIK 3 0e3KOHTaKTHOI TEXHOJOTIER,
AxrtuBarntito Takoi BIIK moTpiOHO mpoBOgMTH IHIIE
IUIIXOM 3[IACHEHHS OTepallii, ska BUMarae BBEICHHS
[MIH-komy B bankomari banky/inmmx OaHKiB.

increase the likelithood of successful cash withdrawal
transactions at ATMs.
3.10. BPC shall be activated:

— independently via the System;
— automatically, provided that you perform a transaction
requiring the entry of the PIN code (cash withdrawal at a cash
desk or an ATM of the Bank/another bank, or balance enquiry);
— by calling the Contact Centre and using the automated
telephone menu.
3.11.If the BPC cannot be activated by any of the methods
specified in clause 3.10 of the Rules, You may activate the
BPC by calling the Contact Centre and completing the
Authentication procedure as the BPC Holder.

3.12. To enable cashless off-line transactions using a
contactless BPC, such BPC shall be activated exclusively by
performing a Transaction requiring the entry of the PIN code
at an ATM of the Bank or another bank.

4. 3araabHi npasuia Bukopuctanns BIIK ta ITTH-
Kony

4.1 BIIK BHKOpUCTOBYETHCS B Oyab-sKiii TOProBiil TouIi
Ta MyHKTI BUa4l TOTIBKH, JI¢ PO3TALIOBAHUN JIOTOTHII
Biamosiguoi MIIC.

4.2. Bu He moBuHHI po3ronomryBatu [1IH-kox cropoHHiM
ocobaMm (wieHaM POIWHH, 3HAKOMHM, IpalliBHUKaM
Banky, ocobam, sfiki HamMararOThCS JOIOMOITH IIiJl Yac
Buxopuctanas bIIK).

4.3. IMIH-xon HeoOxigHO 3amam'siTaTy abo 3amucard Ta
30epiraru iioro okpemo Bin BIIK y micui, HegocTymHOMY
JUTSE CTOPOHHIX 0Ci0.

4.4. 3ab6oponsierscs nepenasaru BIIK mis Bukopuctanus
CTOpOHHIM 0co0am. 3a00pOHSETHCS PO3TONOIIYBATH Ta
MOBIIOMJIATH TIEPCOHANBHI AaHi abo iH(opMalilo Tpo
BIIK Ha BUMOTY OyIbh-SIKUX CTOPOHHIX OCi0, Y TOMY YHCIIi
1 mpamiBHUKIB baHKy, KpiM eKCTpEHHX BHIIQJIKiB
(3BepHeHHs1 y KOHTaKT-1IEHTp /IS 3IHCHEHHS Omeparii
o BIIK).

4.5. BIIK HeoOxigHO 30epiratu y Mmiclli, HEOCTYITHOMY
JUIS CTOPOHHIX 0Ci0 Ta BIANAJCHOMY BiJl JDKEpes
TEMIIepaTypHOTO Ta €JIEKTPOMArHITHOTO
BUIPOMiHIOBaHHS.

4.6. 3 meror0 3amo0iraHHs HE3aKOHHUM OIepaliisM 3
BukopuctanHsM Bamoi BIIK pexkomennyemo Bawm

M AKIIOYUATH [Hocnyry Mobindopm (CMC-
iHbpopMyBaHHS) 3 MeToro  HampaBineHHs CMC-
noBigomiiens/ PUSH-noBimomiieHs 1po  IpoBeneHi

omepauii 3 BukopuctaHHsM Bamoi BIIK nHa HOMEp
MOOLUIBEHOTO TennedoHy, BkazaHoro Bamu mpu 3aiicHEHHI
odopmieHHs/nepeBunycky/3aminn octanuboi BIIK. Bu
MOXKETE€ BIIMOBHUTHCH BiJ mmigkiaroueHHs [lociyru
Mobindopm (CMC-indopMyBaHHS) 3a3HAYMBIIH TIPO L€
y JIOTOBOPi OaHKIBCHKOTO paxyHKY, YKJIaJeHOTo 3 baHkoM
3a hopmoro n1ir040r0 B baHky.

4.7. By TakoX Ma€eTe MOXKJIMBICTh CAMOCTIHTHO 3MiHIOBATH
Jlo6oBi aBropu3aniiini jimiTh B CuUcTeMi ab0 HUIIXOM
3MIACHEHHS J13BiHKA B KOHTAKT-1IEHTP B aBTOMAaTHYHOMY
TeneOHHOMY MEHIO.

4. General rules for using BPC and PIN code

4.1. BPC is used at any point of sale and cash withdrawal point
where the logo of the relevant IPS is located.

4.2. You must not disclose the PIN code to third parties (family
members, acquaintances, Bank employees, persons trying to
help when using the BPC).

4.3. The PIN code must be remembered or written down and
stored separately from the BPC in a place inaccessible to third
parties.

4.4. It is prohibited to transfer the BPC for use by third parties.
It is prohibited to disclose and report personal data or
information about the BPC at the request of any third parties,
including Bank employees, except in emergency cases
(applying to the Contact Center to perform BPC operations).

4.5. BPC must be stored in a place inaccessible to unauthorized
persons and away from sources of temperature and
electromagnetic radiation.

4.6. In order to prevent illegal operations using your BPC, we
recommend that you activate the Mobinform Service (SMS-
informing) in order to send SMS notifications/PUSH
notifications about operations performed using your BPC to
the mobile phone number specified by you when
issuing/reissuing/replacing the last BPC. You may refuse to
activate the Mobinform Service (SMS-informing) by noting
this in the bank account agreement concluded with the Bank
in the form valid at the Bank.

4.7. You also have the opportunity to independently change the
Daily Authorization Limits in the System or by calling the
Contact Center in the automatic telephone menu.




4.8. Y BUIagKy HEMOXJIMBOCTI CaMOCTIHHO 3MIHUTH
JloOoBi aBropm3artiiiai aiMita, Bu MoxeTe 11e 3MIHCHUTH
IUIIXOM 3MiHCHEHHS Tele(OHHOTO J3BiHKA JI0 CIYXOH
KonTakr-ieHTpy Ta mnpoxomkeHHs Bamu mnpouenypu
Aprentudixkarii sk Jepsxarens BITK.

4.9. TligxmiodeHHS TOCITYTH CMC-indpopmyBaHHs
3ailicHioeThes y Cuctemi abo HUIIXOM 3BEPHEHHSIM Y
Oynp-aKe BigmineHHs baHKy/ TerneQOHHOTO 3BepHEHHS y
KoHTakT-IeHTp 3  NPOXOMKEHHSIM IIPOLIEyPH
Aprentudikauii 3rizHo Bumor banky.

4.10. Skmo BIIK BTpadeHo uu BHKpaaeHO (B T. 4. 3a
kopaoHoM), Bam HeoOxigHO muis mine baokysanns BIIK
HEraiHo MOB1IOMHUTH AT «KPEJIOBAHKY,
3arenedonypapmu B Konrtakr-nientp (0-800-500-850 -
0e3komTOBHO MO YKpaini. +38-032-297-6470 - 3-3a
kopaoHy. Takok Bu Maere MOXIUBICTH CaMOCTIHHO
TuMuacoBo 3abnokyBatu Taky BIIK B Cucremi ab6o
3areneoHyBaBIIM B KOHTaKT-LIEHTp B aBTOMAaTHYHOMY
Terae(OHHOMY MEHIO.

4.11. Bu MoxxeTe po30J0KyBaTh TUMYACOBO 3a0JIOKOBAHY
BIIK camocriitno B Cuctemi a0o 3areieOoHyBaBIIH B
KoHTakT-11eHTp B aBTOMaTUYHOMY TeIe()OHHOMY MEHIO.
4.12. Hns 3niicuennst nepeBumycky BIIK, Bawm
HEeoOXiIHO 3BepHYTHCH Y KOHTaKT-1IeHTp.

4.13. Sdxmo BIIK momkomkeHa abo 3 iHINIOI MPUYIUHU
CTaJia HEMPUIATHOO JIJIsl BUKOPHUCTaHHs, Bam HE0OXiMHO
3BEpHYTHCh Yy Oyab-sike BigaiieHHs banky i3
BiNMOBiMHOIO  3asBoro Ha 3aminy BIIK  abo
3arenedonyBat y KoHTakT-1IeHT.

4.14. Sxmo Bam I1IH-kom craB BiJoMUH CTOpPOHHIN
0co06i, Bam HeoOxiHO 3aiticHuTH oniepaito «3mina [T1H-
Koxy» B Oankomari banky abo omeparito «llepeBurryck
[IH-komy» ofHMM i3 CrIOCO0iB, BKa3aHUX B II. 11. 3.3- 3.6.
nux IIpasui.

4.15. Y umajxy, sikiio Bu 3a6ynu [1TH-kxon Bamroi BIIK,
Bawm meoOxinHo 3aiiicanTy onepartiro «llepesumyck [11H-
KOJIy» OJTHUM i3 CII0c00iB, BKa3aHMX B II. I1. 3.3- 3.6. 1ux
[IpaBu.

4.16. B cucreMi MoHiToOpuHTY baHKY HifOTh 0OMEXKEHHS
no Tpan3akmisx 3a ywactio BIIK banky, B T. 4. i mo
TpaH3aKIlisgx, M0 BiJ0yBalOThCA 3a KOpaoHOM. B xomi
MOHITOPHHTY TpaH3akiiii4/12 baHk Moxe 3a010KyBaTn
omepariirto o BIIK, mo skiii BuHUKIA TWigo3pa Ha
IaxpamchbKi i 3 00Ky TpeTix ocio.

4.17 . Sxmo Bu muianyere momopox 0 OmHi€el i3
nepeniyeHux KpaiH Ta manyere kopuctyBatuchk BIIK,
Bam HeoOxigHo 3artenedoHyBarn y KOHTakT-1eHTp 3
METOI0 CKaCcyBaHHsI BCTAHOBJIEHHMX OOMEXEHb.

4.18. Ilepemik KpaiH, N[0 HaJeXarb MO0 CIHUCKY
BHUCOKOPHM3MKOBHX, HaBelleHMH Ha [HTepHEeT-CTOpiHII
banky 3a
https://kredobank.com.ua/private/kartky/bezpekavy
korystannya/vysokoryzykovani-krayiny/

4.19.  OcobmuBocti  xopuctyBanHs bBIIK  mpu
BukopuctanHi CepBicy MOOIBHUX IUIATEXIB BU3HAYCHO
[IpaBunamu Ta ymoBamu KopuctyBaHHsS CepBicom
MOOUITBHUX IJIATEXKIB, 10 po3MinieHHi Ha CaliTi banky Ta
€ JornoBHeHHsiMUA 10 [IpaBun HajaHHS KOMIUIEKCHHX
0aHKIBCHKUX NOCHYT (Di3UYHUM 0co0aM y AKIIIOHEpHOMY

4.8. If You are unable to change the Daily Authorization
Limits yourself, you can do this by making a phone call to the
Contact Center service and going through the Authentication
procedure as a BPC Holder.

4.9. SMS notification service is connected in the System or by
contacting any branch of the Bank/by calling the Contact
Center and going through the Authentication procedure in
accordance with the Bank's requirements.

4.10. If the BPC is lost or stolen (including abroad), you must
immediately notify JSC «KKREDOBANKY» for the purposes of
BPC Blocking by calling the Contact Center (0-800-500-850 -
free of charge within Ukraine. +38-032-297-6470 - from
abroad. You also have the opportunity to temporarily block
such BPC in the System yourself or by calling the Contact
Center in the automatic telephone menu.

4.11. You can unblock a temporarily blocked BPC yourself in
the System or by calling the Contact Center in the automatic
telephone menu.

4.12. To reissue the BPC, You must contact the Contact
Center.

4.13. If the BOD is damaged or for some other reason has
become unusable, You should contact any branch of the Bank
with a corresponding application for replacement of the BPC
or call the Contact Center.

4.14. If Your PIN code has become known to a third party, you
must perform the operation «Change PIN code» at the Bank's
ATM or the operation «Reissue PIN code» in one of the ways
specified in clauses 3.3-3.6. of the Rules.

4.15. If You have forgotten the PIN code of your BPC, you
should perform the operation «Reissue PIN code» in one of the
ways specified in clauses 3.3-3.6. of the Rules.

4.16. The Bank's monitoring system has restrictions on
transactions involving the Bank's BPC, including transactions
taking place abroad. During transaction monitoring, The Bank
may block a BPC transaction for which there is a suspicion of
fraudulent actions by third parties.

4.17. If you are planning a trip to one of the listed countries
and plan to use BPC, you need to call the Contact Center to
cancel the established restrictions.

4.18 The list of countries included in the list of high-risk
countries is provided on the Bank's website at the link
https://kredobank.com.ua/private/kartky/bezpekavy
korystannya/vysokoryzykovani-krayiny/

4.19.The features of using the BPC when using the Mobile
Payment Service are determined by the Terms and Conditions
for Using the Mobile Payment Service, which are posted on
the Bank's Website and are supplements to Terms and
Conditions for Provision of Comprehensive Banking Services
to Individuals at JSC «KREDOBANK» and to Terms and
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Tosapuctei «KPEJOBAHK» 1 mo IlpaBun HamauHS
KOMIUTEKCHUX OaHKIBCHKHX IMOCTYT IOPUANYHAM 0Cco0aM
Ta ¢biznyHIM 0cobaM-TIi JIPUEMIISIM B AT
«KPEJAOBAHKY.

Conditions for Provision of Comprehensive Banking Services
to Services to Legal Entities and Sole Proprietors at JSC
«KREDOBANK».

5. IIpaBuiia KOpUCTYBaHHS 0aHKOMATOM

5.1. Tlepen BukopuctanHsM OaHkoMara Bu moBUHHI
OTIITHYTH WOTO MIOAO HASBHOCTI MiAO3PUIHX MPHUCTPOIB
o po3tamoBani B Mictii Habopy [1IH-komy abo B micri,
npusHadyeHomy g npuiiomy BIIK  (mampuknapn,
HasSBHICTh HEPIBHO BCTAHOBJICHOI KJIaBiaTypH JJisk HA00PY
[MIH-xomy).
5.2. Y BUmNajKy iX HassBHOCTI, HE BUKOPUCTOBYHTE JTaHUI
OaHKOMAT JJIS 3IMCHEHHS OIEpalliii 3 BUKOPUCTAHHIM
BIIK Ta moBigomTe mpo 11e bank 3a HOMepoM Tenedony,
SIKUH 3a3HaYeHO Ha OaHKOMATI.
5.3. INIH-kon HeoOXigHO HAOUPATH TAaKUM YHUHOM, 1100
ocobm, sKi mepeOyBarOTh MOpPYydY, HE 3MOIIH HOTO
mobauntu. Ilig wac mabopy IIIH-komy mnpukpuBaiite
KJIaBiaTypy pykoro. Skiro 6aHKoMar Mpamioe HEKOPEKTHO
(Hanpukiang, JOBrMH dYac miepedyBae B PEKUMI
OUiKyBaHHA, IIepe3aBaHTAXKYETbCA), Bam HeoOXimHO
BiJIMOBUTHCH BiJI IOCTYT TaKOro OaHKOMAra Ta BiAMiHUTH
MOTOYHY OIepallilo, HATUCHYBIIM Ha KJaBiaTypi KHOMKY
«Bimmina» («Otmena» un «CANCELy») i1 modekaTuch
noBepHeHHs BITK.
5.4. Ilepen 3aiiicHeHHAM oTiepallii B 0aHKOMari, Ha eKpaHi
0aHKOMaTy BiZl0OpaxkaeThes iH(popMaIlist o0 KOMICiT 3a
3MiACHeHHS Takoi omepamii i Bu MaeTre MOXIUBICTH
BIJIMOBUTHCH BiJl TaKOI OIeparlii mcis 03HaHOMJICHHS 3
KOMiCi€lo.
5.5. Ilicnst oTpriMaHHS TOTiBKU B OaHKOMAaTi HEOOXiTHO ii
repepaxyBaTi Ta MepeKoHaTuch y tomy, mo BIIK Oyma
MOBepHEHA OAHKOMATOM, J0YCKaTHCh BUa4l YeKy B pasi
HOro 3amuTy 1 TUTBKMA TICHS [HOTO BIAXOAHUTH Bif
Oankomary. Po3apykoBaHi OaHKOMAaToM 4YeKH TOTPiOHO
30epiraty AJis 3BIpKH 3a3HAYCHUX Y HUX CYM 3 BHITUCKOIO
npo pyx komriB no [ToTouHOMY paxyHKYy.
5.6. I1ig wac mpoBeeHHS orepallii yepe3 OaHKOMaT MOXKe
BUHUKHYTH CUTYallisl, ko Oankomar He moBeptae BITK.
[TprumHamu nporo Moxke OyTH:

a) 30iif B poOoti OGankomara (BIIK He BHmana
mpotsiroMm 1,5- 2 xB.);

0) 3aKkiHYEHHS JIIMITY 4Yacy, BiJIBEICHOTO IS
toro, 06 3abparu BIIK (BIIK He 3a0pana
Knientom npotsirom 30-35 cek.);
B) iHIIE.
5.7. Y manomy Bumaaky Bam HeoOXiTHO 3BEpHYTHCH y
KoHTakT-11eHTp, MOBiZOMHTH TpPO (akT 3aTpUMaHHS
6ankomarom BITK ta TumuacoBo 3abmokysaru BITK.
5.8. Jlna orpumanns iH(popmanii mono BimmigeHHs, B
akoMy By Moxere orpuMard BUIy4YeHY OaHKOMAaToM
BIIK, Bam neoOxigHo 3BepHyTHCS Yy KOHTaKT-IEHTp HE
pasime 5 poOoYMX JHIB 3 MOMEHTY IOBiJJOMJICHHS TIPO
3arpuManHs 0ankomaroMm Baioi BITK.
5.9. Takoxx Bu moxeTte 3aiiicHuTn nocriiine biokyBaHHS
Ta nepesunyck aaHoi BIIK nuraxom
3BepHeHHs Y KoHTakT-1IleHTp

5. Rules for using an ATM

5.1. Before using an ATM, You must inspect it for any
suspicious devices installed near the PIN code keypad or the
BPC insertion slot (for example, an unevenly fitted PIN code
keypad).

5.2. If any such devices are detected, do not use the ATM to
perform Transactions using the BPC and notify the Bank
thereof by calling the telephone number indicated on the ATM.

5.3. PIN code shoild be entered in such a manner that it cannot
be seen by any persons nearby. When entering the PIN code,
cover the keypad with your hand. If the ATM is not operating
properly (for example, it remains in standby mode for an
extended period or restarts), you must discontinue using such
ATM and cancel the current Transaction by pressing the
«Cancel» («Binmina» , «Ormena« or «CANCEL» ) button on
the keypad and wait for the BPC to be returned.

5.4. Before a Transaction is performed at an ATM, information
on the fee charged for such transaction shall be displayed on
the ATM screen, and you may decline to proceed with the
transaction after reviewing the applicable fee.

5.5. After receiving cash from an ATM, You should count it,
ensure that the ATM has returned the BPC and, if a receipt has
been requested, wait for the receipt to be issued. You should
leave the ATM only after completing all these steps. Receipts
printed by the ATM must be retained for the purpose of
reconciling the amounts specified therein against the statement
of transactions in the Current Account.
5.6. When performing a transaction at an ATM, the ATM may
retain the BPC. This may occur due to:

a) an ATM malfunction (the BPC is not returned
within 1.5-2 minutes);

0) expiry of the time allowed for retrieving the BPC
(the Client fails to retrieve the BPC within 30-35 seconds);

B) other reasons.

5.7. In such a case, you must contact the Contact Centre, report
that the BPC has been retained by the ATM and temporarily
block the BPC.

5.8. To obtain information about the branch from which you
may collect the BPC retained by the ATM, you must contact
the Contact Centre no earlier than five business days after
reporting that your BPC has been retained by the ATM.

5.9. You may also permanently block and have the BPC
reissued by contacting the Contact Centre.




6. IlpaBuJia 3nilicHeHHA 0e3roTiBKOBUX PO3PAXyHKIB 3
BukopuctanuaMm BITK

6.1.Bu He noBuHHI BukopuctoByBaru bIIK B
TOPTOBENBHIA MepeXi A OIUTaTH TOBapiB aboO TOCIYT,
SKIIO TOPTOBELL/IPOJaBelb/KacCp BHUKIMKAaB y Bac
HENOoBIpY.

6.2. Pospaxynkum 3 BukopuctanHsM bIIK moBuHHI
3mificHioBarucs Jmmie 'y Bamiii  mpucyTtHOCcTi. Lle
3a0e3MEeYUTh  3HIKCHHS  PH3UKY  HENpaBOMIpHOTO
OTpUMaHHs Bammx nepcoHanbHUX JaHMX, 3a3HAYEHUX Ha
BIIK.

6.3. ITig yac suxopuctanus bIIK mis onnnaru ToBapis abo
MOCIYT MPOAaBEIb/Kacup MOXKe BUMaratu izl Bac Hagatu
MacIiopT, MigmucaTh KBUTaHII0O abo BBectH IITH-kom.
[lepen nabopom I1IH-komy Bu moBuHHI mepekoHaTHCA,
mo TpeTi ocobu, sKi mepeOyBarOTh y Oe3mocepenHiit
6mu3pkocTi Big Bac, He 3M0oxyTh Horo mobauntu. [lepes
THM, SK MiAIAcaTd KBHTaHLi0, BaMm HeoOXigHO B
00O0B'3KOBOMY MOPSAKY MEPEBIPUTH CyMY, 110 3a3HaYEHA
Ha HiH.

6. Rules for making cashless payments using a BPC

6.1. You should not use the BPC to pay for goods or services
at a merchant outlet if the merchant/seller/ cashier causes you
to have any doubts as to their trustworthiness.

6.2. Payments using the BPC must be made only in Your
presence. This will reduce the risk of unauthorised access to
your personal data indicated on the BPC.

6.3. When you use the BPC to pay for goods or services, the
seller/ cashier may require You to present your passport, sign
the transaction confirmation slip or enter your PIN. Before
entering the PIN, You must ensure that no third persons in your
immediate vicinity can see it. Before signing the transaction
confirmation slip, you must check the amount indicated
thereon.

7. IlpaBwia 3iliCHeHHsI omepauii 4epe3 Mepexy
InTepHer

7.1. Buxopucranas [IIH-xomy mim wac 3amMOBIEHHS
TOBapiB ab0 MOCIYT Yepe3 MepexKy [HTepHeT, a TakoxX 3a
tenepoHom/pakcoM, He TmepeadadeHe —MpaBUIIAMHU
IUIATDKHUX CHUCTEM 1 CBIAYUTH NP0 MIAXpaichKUH
xapakrep oneparii. B sxomHoMy Bumanky Bu He moBHHHI
3MIACHIOBATH TaKUX OTEpAIliii.

7.2. Jlns mpupbaHHs TOBapiB Ta MOCIYT B MeEpexi
IaTepHer  KopucTyiTech  TIIBKM  BIIOMUMH  Ta
NEePEeBiPEeHUMH TUIATIKHUMHU caiTamu!

7.3. He noTpiOHO pOOHUTH MOBTOPHHX CIPOO OIUIATHTH
paxyHok Oesmiu pasziB. lle Moxe mnpuzBecTH 0
0710KyBaHHSI baHKOM MOXXJIMBOCTI IPOBECTH IUIATIX, TaK
SK MOXE CIIpallloBaTH cuUcTeMa Oe3neku baHKy Bil
nigbopy napamerpis BITK.

7.4. Slkmo oriara ToBapy (MOCITYTH) 3IHCHIOETHCS Yepes
qy)KUH KOMITTOTEp, MICJIsl 3aBEPIICHHS BCiX PO3PaxyHKIB,
Bam HeoOximHO mepekoHarucs, 1o pekpizuta BIIK Ta
inmra kxoHdifeHmiHa iHdopMaris He 30eperuch Ha
JaHoOMy KoMITtoTepi. s 1bOro HEOOXiZHO 3HOBY
BIJJKPDUTH CTOPIHKY IMPOJABIS, Ha sIKil 3AiHCHIOBANIACH
oIlata TOBapy, Ta NMEPEKOHATUCh, II0 BIiAMOBIOHI MO
OJaHKy-3aMOBJICHHS IepeOyBalOTb Yy HE3allOBHEHOMY
CTaHi.

7.5. Ha xomm'toTep, 3 SKOTO PETYISIPHO 3IHCHIOIOTHCS
orepariii 3 BukopuctanHsaM bIIK, HeoOXinHO BCTAaHOBUTH
AaHTUBIPyCHE IporpaMHe 3a0e3ledeHHs 1 BYACHO
3MIACHIOBATH HOTO OHOBJIEHHS, a4 TAaKOX OHOBJICHHS
IHIIMX TIPOrpaMHUX TMPOXAYKTiB (omepamniiiHoi cuctemw,

NpUKIagHUX  nporpaMm). lle  3MeHmIUTH  pPU3MK
«3apaxkeHHs»  Bamoro  komm’iorepa  BipyCHUMH
IporpaMamMHy, SIK1 3IACHIOIOTh BUKpPAJICHHSA

MEPCOHANBHUX AaHUX.
7.6. Ilpu 37iiicHEHHI OTieparliif OTUIaTH TOBAPIB Ta MOCIYT
3 BukopuctanHsm BIIK y mepexi InrepHer, B T. .
3aco0amu iHTepHeT-0aHKiHTy, Ha [HTepHeT-caiiTax, 1o

7. Rules for performing transactions Online

7.1. The rules of the Payment Systems do not provide for the
use of the PIN code when ordering goods or services online or
by telephone/fax, and any request to use the PIN code for such
purposes indicates that the transaction is fraudulent. Under no
circumstances should You perform such transactions.

7.2. When purchasing goods and services online, use only
well-known and trusted payment websites!

7.3. Do not make repeated attempts to pay the same bill. This
may result in the Bank blocking the payment, as the Bank’s
security system designed to prevent attempts to guess BPC
details may be triggered.

7.4. If payment for goods (services) is made using another
person’s computer, after completing all payments you must
ensure that the BPC Details and other confidential information
have not been saved on that computer. To do so, reopen the
merchant’s webpage on which the payment was made and
ensure that the relevant fields of the order form are blank.

7.5. Anti-virus software must be installed and regularly
updated on any computer routinely used to perform
Transactions using the BPC. Other software, including the
operating system and applications, must also be kept up to
date. This will reduce the risk of your computer being
«infected» with malicious software designed to steal personal
data.

7.6. When transactions for the payment of goods and services
are performed using the BPC online, including through online
banking facilities, on websites supporting 3D Secure, the Bank




HaJal0Th MOXIMBICTH BUkopuctanHs 3D Secure, bank
Hajcwiae  Bam  CMC-nosimomnennssmv/  PUSH-
MOBIZIOMJICHHS 3 OIHOPAa30BHM TapoJieM Ha HOMEp
MOOuUTREHOTO TenedoHy, BkazaHoro Bamu mpu 3aiiicHeHH1
odopmieHHs/mepeBunycky/3aminn octanuboi BIIK ms
miATBepKeHHS mpoBeaeHHs omepanii 3 BIIK mumsxom
BBEJICHHS JTAHOTO OJHOPA30BOI0 MAPOJI0 Y BiJIOBIIHE
mmoJie BeO-CTOPIHKH y Mepexi [HTepHeT abo moe 3acoby
1HTepHeT-0aHKIHTY.

7.7. 3rimno 3 [IpaBuinamu MIIC MasterCard Worldwide
Ha IHTEpHET - caiitax, ski marpumyioTh 3D Secure,
000B'I3KOBO Mae 3a3Hadatuch Jorotunm MasterCard
SecureCode

shall send you an SMS/Push Notification containing a one-
time password to the mobile telephone number specified by
you when applying for, reissuing or replacing the most
recently issued BPC. To confirm the BPC transaction, you
must enter the one-time password in the relevant field on the
webpage or in the relevant online banking facility.

7.7. In accordance with the rules of the MasterCard Worldwide
International Payment System, websites supporting 3D Secure
must display the MasterCard SecureCode logo

8. Tepmin aii BIIK Ta Bugaya nosoi BITK

8.1. Tepmin aii BIIK Bkazano Ha ii JUILOBIA CTOPOHI.
BIIK pmificHa 70 OCTAHHLOTO JHS MICALS, BKA3aHOTO HAa
Hil, BKJIIOYHO.

8.2. baHk 37ilicHIOE TIOBIIOMIIEHHS TPO 3aKiHYCHHS
tepminy naii Bamoi BIIK He mi3Hilme HiX 3a JIecsATh
KaJCHJIapHHUX JHIB 0 3aKiHYEHHS TEpMiHy ii HUIAXOM
HajzcwiaHHs BignoBiqHoro CMC-moBinoMieHHs Ha Bam
dinancoBuii HOMep MOOLITBHOTO TENEe(POHY.

8.3. SIKu1o mpoTATroM OCTaHHIX TPHOX MICAIIB TEPMiHY Ail
BIIK BimOyBammch Tpam3akmii mo BIIK (6e3roriBkoBi
omepartii 3 BIIK, 3usTTa roriku 3 BIIK, mepekas komris
3 BIIK, 3apaxyBanns xomTiB Ha BIIK Ta inmn onepariii,
IO 3a CBOIM XapakTepoM HaJeXaTh 10 3a3HaueHHX
Karteropiii omepariiii) , To Taka BIIK nepeBumyckaerscs
aBroMatu4dHo, ko BIIK nanoro tumy He 3abmokoBaHa
Ta HE 3HsTa 3 MPOJIAXKy HA MOMEHT 3aKiH4YeHHS ii TepMiHy
it

8.4.ln1 orpumanHa nepeBunymieHoi BIIK  Bam
HEOOXITHO 3BEPHYTHUCh y BiagiieHHs banky, e
Bimkputnii Bam  [loTouHwii paxyHOK, TpPOTATOM

OCTaHHBOTO Micsts TepMiny il BITK.

8.5. YV Bumaaky BiacytHocti aktuBHOcTi 1o BIIK
MPOTATOM OCTaHHIX TphOX MicsmiB Tepminy aii BIIK,
BOoHa He Oyne mepesumymeHa. s Bumycky HoBoi BIIK
no Bamoro Ilorounoro paxynky Bam HeoOxigHO
3BepHYTHUCh Y BimmineHHs bauky, ne Biakputuii Bamn
[ToTouyHM paxyHOK.

8. BPC validity period and issuance of a new BPC

8.1. BPC validity period is indicated on the front side of BPC.
BPC shall remain valid through the last day of the month
indicated thereon.

8.2. The Bank shall notify You of the expiry of Your BPC no
later than ten calendar days before its expiry by sending a
relevant SMS message to your Financial Phone Number.

8.3. If BPC transactions were performed during the last three
months of the BPC validity period—including cashless BPC
transactions, cash withdrawals using the BPC, funds transfers
from the BPC, crediting of funds to the BPC, and other
transactions that by their nature fall within the above
categories—the BPC shall be reissued automatically, provided
that, as of its expiry date, BPCs of the relevant type have not
been blocked or withdrawn from sale.

8.4. To collect the reissued BPC, you must visit the Bank’s
branch at which your Current Account was opened during the
last month of the BPC validity period.

8.5. If no BPC transactions were performed during the last
three months of the BPC validity period, the BPC shall not be
reissued. To have a new BPC issued for your Current Account,
you must visit the Bank’s branch at which your Current
Account was opened.

9. 36iitHi onmepanii B TepMiHaIbHIN Mepexi banky

9.1. Iix vac 3uificHeHHs omnepaiii B 6ankomarax, [ITKC
abo POS-tepminanax banky wmoxe BinOytuch 30ii
orepallii, BHKIUKAaHUH TEXHIYHUMH HECIPABHOCTSIMH
KOMYHIKaI[IfHUX MepeX, CaMoro TepMiHally, TIOMIIIKA
MporpaMHOTO 3a0e3nedeHHs abo 3 Oyab-SIKUX 1HIIHX
TEXHIYHUX MPUYUH.

9.2. Y BumaJiky HassBHOCTI Takoi 30iliHOT omepariii, o He
Oyqa B moBHOMY o00Cs3i TpoBelneHa, Bu mOBUHHI
3BEPHYTHCh y Oyab-ike BianigeHHs banHky JUTS
CKJIaJaHHs  BIANOBIAHOI  3asiBM HA  NPOBEICHHS
po3scrimyBanHs abo 3arenedonyBaru y KoHTakT-1ieHTp.
9.3. TepmiH npoBeieHHS PO3CIIiTyBaHHS - 10 45 ITHIB Bij
MoMeHTy Bamoro 3BepHennst y Bingninenns/ Konrakr-
HEHTP.

9. Failed transactions within the Bank’s terminal network

9.1. When performing a Transaction at an ATM, SHSC or POS
Terminal of the Bank, the transaction may fail due to technical
malfunctions of communication networks or the terminal
itself, software errors or any other technical reasons.

9.2. If a failed transaction has not been completed in full, you
must contact any branch of the Bank to submit the relevant
application for an investigation or call the Contact Centre.

9.3. The investigation shall be completed within 45 days from
the date of Your request to the branch/Contact Centre.




9.4. Ilo pe3ynbraTax MpoOBEACHOTO PO3CIITyBaHHS, Y pa3i
MIATBEPKEHHS 301HHOT orepallii, CyMH YCiX BUSBICHUX
301HMX omepalliii, o BiAOyIuCh B TEpMiHANBHIH MepeKi
BaHky 3apaxoBYIOTHCS/TIOBEPTAIOTHCS HA  BiINOBIIHI
paxyHKH B 3JICKHOCTI BiJl THITY 301iHOI omepairii.

9.4. Based on the investigation results, where a failed
transaction is confirmed, the amounts of all identified failed
transactions that occurred within the Bank’s terminal network
shall be credited/refunded to the relevant accounts, depending
on the type of failed transaction.

10. Pexomenaaiii mono Buxkopucranusi BIIK

10.1. Ilim 4ac Bukopuctands bIIK Bam cmig
JNOTPUMYBAaTUCh HACTYIIHUX PEKOMEHJALid 3 MeTOI
3a0e3MeYeHHs HOpMaibHOTO (QyHKIioHyBaHHS bBIIK
BIIPOZIOBXK TEPMiHY 11 Jii:

He JoIycKary momkopkeHHs mosepxHi BIIK tBepanvu
npeaMeTaMH — MOXIUBAa BTpara (QyHKIIOHAJIBHOCTI
MAarHiTHOT CTPIYKH Ta Yill MOIYJIS, TAKOXK MOYKE IIPUBECTH
0 30BHINIHIX TIOMIKOMKCHD, TPIIIWH, IOAPSAIHH Ha
TaHeNi TS MAHCY, TOJIIOTPaMH;

HE JOIMycKaTH OyIb-sIKOTO arpecMBHOTO 4H (Hi3UYHOTO
BIUIMBY HaBKOJMMIIHBOTO cepenoBuia Ha BIIK - moxxnuBa
BTpara (yHKIIOHATBHOCTI MAarHITHOI CTPIYKH, il
MOJTYJISI 1 3aXUCHUX CIIEMEHTIB;

He gomyckarn gedopmanii (kopobnenns) BIIK —
MoxmBa Brpara ¢yHkmioHamsHOCTI BIIK, moxmuBe
Bi/IIIaPOBYBAaHHS OBEPJICH.

He migmaBatu BIIK temneparyprum BrimBam, Oinblie
60° - MOXKITBa 3MiHA PO3MIpPiB 1 KOPOOIEHHS;

He HaBaHTaxyBatu BIIK 3Bepxy, B oOmacti dinm-momyins
Oinpie 8H — MoxknuBa BTpaTa QyHKIIOHATIBLHOCTI

10. Recommendation for the use of BPCs

10.1.  When using the BPC, You should comply with the
following recommendations to ensure the proper functioning
of the BPC throughout its validity term:

do not allow the surface of the BPC to be damaged by hard
objects — as this may result in loss of functionality of the
magnetic stripe and chip module and may also cause external
damage, cracks or scratches to the signature panel or
hologram;

do not expose the BPC to any aggressive environmental or
physical impact as this may result in loss of functionality of
the magnetic stripe, chip module and security features;
prevent deformation (warping) of the BPC — as this may result
in loss of functionality of the BPC or delamination of the
overlay.

do not expose the BPC to temperatures exceeding 60°C, as this
may cause dimensional changes or warping;

do not apply a load exceeding 8 N to the BPC in the area above
the chip module, as this may result in loss of functionality




